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Preface
1. Purpose
This document serves as both the administrative and user guide. It describes the tasks required to install, administer, and run the Security
Blanket application.

Note

To report a bug or make a suggestion regarding the Security Blanket v4.0.2 release or this document, send an e-mail to
SecurityBlanket@TrustedCS.com.

2. Audience
This guide is intended for system administrators and end-users responsible for installing, administering, and running the Security Blanket
application.

3. Document Overview
This guide is divided into five chapters, and five appendices, organized as follows:

Chapter 1: Introduction

This chapter introduces you to the Security Blanket application, including an architecture and system element overview.

Chapter 2: Deployment Planning

This chapter lists the steps to deploy the Security Blanket application.

Chapter 3: Security Blanket Installation and Configuration

This chapter explains how to install the Security Blanket Console and client; and how to configure Security Blanket after installation.

Chapter 4: Security Blanket Basics

This chapter introduces you to the basics of the Security Blanket application, such as launching the application, and logging in and out.

Chapter 5: Using Security Blanket

This chapter provides a detailed explanation of the Security Blanket application elements, and steps to create your custom security policy.

Appendix A: Mounting a CD-ROM Drive on Linux®

This appendix explains how to mount a CD-ROM drive on a Linux® operating system.

Appendix B: Mounting a CD-ROM Drive on Solaris™

This appendix explains how to mount a CD-ROM drive on a Solaris™ operating system.

Appendix C: Command Line Options

This appendix explains how to run the application from the command line.
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Appendix D: Troubleshooting

This appendix explains how to troubleshoot the system if the Security Blanket Console does not start, and how to start and stop Security
Blanket services.

Appendix E: Diagnostics

This appendix details the diagnostics tools used to help troubleshoot the Security Blanket installation process.

4. Conventions Used in this Guide
The following conventions identify particular information within the body of this guide.

Note

Refers you to helpful information pertaining to the associated task.

Caution

Alerts you to critical tasks or information or to actions that may be damaging to your system or its security.

Important

Alerts you to additional information that must be considered before continuing.

The following typographic conventions are used in this guide:

Text Use Example

Bold font Graphical user interface (GUI) elements
(e.g., field, button, and list labels, etc.).

Figure 3-2. Level Selector Password field.

Italic font Book titles, words to be emphasized. Read the User’s Guide.

You must perform this step.

Monospaced font The names of commands, files, directories,
and on-screen output.

Use the ls -a command to list all files.

Monospaced bold font What you type, contrasted with on-screen
output. Used for non-printing characters and
keyboard functions.

# /usr/bin/ls

Press ESC to interrupt the boot process.

word(#) References a Linux manual (man) page. ls(1) indicates the manual page for the ls
command, section 1.

5. Related Publications
The Security Blanket documentation set consists of:

• Security Blanket® Administration Guide

• Security Blanket® Modules Guide
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6. Customer Support
For those customers with a Maintenance Agreement, Trusted Computer Solutions (TCS) Customer Support can be reached from 9:00
AM - 5:00 PM Eastern Standard Time (EST), Monday through Friday. If you have followed the instructions in the documentation and
need further assistance, please send an e-mail to SecurityBlanket@TrustedCS.com or call 1.866.230.1317. To help direct you to the
correct TCS Customer Support group, please supply the following information:

• Your contract number and Maintenance Agreement start/termination dates, which helps Customer Support track problems recorded
for each customer and identify you as a supported customer;

• Release numbers of the TCS product(s);

• Details of error numbers and messages, which help Customer Support track down the problem more quickly; and

• A description of the problem, including exceptions and log files.

7. Documentation Sales and Client Relations
To order hardcopy documentation, call Documentation Sales at 1.866.230.1307.

For shipping inquiries, product exchanges, or returns, call Client Relations at 1.866.230.1307.
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Chapter 1. Introduction
Security Blanket® is an economical operating system hardening tool for Red Hat® Enterprise Linux® versions 4 and 5, CentOS 4 and
5, Oracle® Enterprise Linux (OEL) 4 and 5, Fedora™ 10 and 11, openSUSE® 11, Solaris™ 10 (SPARC® and x86), and Novell®
SUSE® 11 operating systems. Through a centralized web console (the Security Blanket Console), it enables you to periodically check
and re-check the state of security in your enterprise-wide systems and apply changes by configuring the operating systems based on
site security requirements.

With a rich set of configuration options available for assessing the security state of your systems, Security Blanket assists you in defining
and applying security settings applicable to your systems. The module descriptions described in the Security Blanket® Modules Guide
are context sensitive and provide default information and guidance on how to use each module. The Security Blanket Console has a
web interface to facilitate the management of security settings. With the enhanced reporting capabilities of Security Blanket, you can
generate an Assessment report as a record of the security state of each system in the enterprise and view a log of changes and activity.

In accordance with established security guidelines, Security Blanket provides security profiles that are based on requirements from
organizations such as Defense Information Systems Agency (DISA), SysAdmin, Audit, Network, Security (SANS) Institute and the
Center for Internet Security (CIS). Security Blanket uses the profiles that you select (or create) to assess your enterprise-wide servers
(or clients) as well as to automatically configure the client operating systems to comply with the security profile. You can create groups
to organize the clients in your enterprise and collectively apply security settings. Security Blanket then assesses and configures each
group of clients according to the security profile you select.

1.1. Security Blanket Editions
Security Blanket is available in two editions: Security Blanket Enterprise Edition and Security Blanket Standalone.

• Security Blanket Enterprise Edition is designed for medium to large Linux® information technology (IT) organizations. The
Security Blanket Enterprise Edition provides a centralized console to monitor and control clients. The Security Blanket Console is
installed on a single host. It issues commands to the clients, and manages generated reports, communicating with each client through
a dispatcher process running on each client machine (authenticating over Hypertext Transfer Protocol Secure (HTTPS)). The Security
Blanket Console allows multiple machines to be locked down using the same profile. A machine may belong to a single group, but
multiple groups are allowed using criteria such as location, mission function, or a desired lock down profile to define the group. A
particular security profile can be used to lock down a group consisting of heterogeneous operating systems, with each system only
applying those modules that are supported for that system.

• Security Blanket Standalone is applicable for locking down and monitoring operating system security for a handful of servers
individually. A standalone license is installed on each server with an easy to use graphical user interface (GUI) or command line
capability to run the Scan, Apply, Undo, and Baseline actions. The application is structured around profiles, which contain detailed
security information to prevent security risks. The profiles are made up of clients, groups, modules, and guidelines. Each module
controls specific security functions, such as limiting password length and reuse. You can add or remove modules, and change
configuration options in your profile, depending on your system’s security needs, to build a customized security platform that addresses
your system’s specific security risks.

1.2. Security Blanket Architecture
The Security Blanket application is implemented as a multi-tiered architecture. Console-to-client communications use Simple Object
Access Protocol (SOAP) messages using HTTPS over Transport Layer Security (TLS) so that the communication is both secure and
encrypted. The Security Blanket Console provides user access restriction through both Role-Based Access Control (RBAC) and requires
an HTTPS connection. This multi-tiered architecture provides for sound security out-of-the-box, as end-users do not require access to
the client machines that are being monitored. In addition, its flexibility offers a greater number of deployment options.

The Security Blanket Console is protected from standard cross-side scripting and Structured Query Language (SQL) injection attacks
through the Grails™ framework. Access to the database is performed by Object-Relational Mapping (ORM), as opposed to direct SQL
queries, and all strings that are sent to the database are sanitized prior to being persisted.
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Figure 1.1. Enterprise Architecture

1.3. An Introduction to the System Elements

1.3.1. Profiles
Profiles conveniently manage a collection of modules and their associated parameters. Security Blanket profiles are completely
customizable, allowing you to use common tools across multiple systems such as larger enterprises. You can create new security profiles
based on proven industry standards or your own site security needs. When you create or select profiles, you are building a system security
policy that contains modules with configured options.

Security Blanket provides the following industry-standard profiles:

• CIS Benchmarks - contains requirements from the Center for Internet Security (CIS) benchmarks.

• DCID - contains requirements from the Director of Central Intelligence Directives (DCID).

• DISA UNIX® STIG - contains modules that address Defense Information Systems Agency (DISA) UNIX® Security Technical
Implementation Guides (STIGs) security recommendations.

• FERC CIP - contains modules that address the Critical Infrastructure Protection (CIP) standards for electricity distributors.

• JAFAN - the Joint Air Force-Army-Navy (JAFAN) manual established the security policy and procedures for storing, processing, and
communicating classified Department of Defense (DoD) Special Access Program (SAP) information in information systems.

• NISPOM - contains modules that address the National Industrial Security Program Operating Manual (NISPOM).

• PCI DSS - Payment Card Industry (PCI) Security Standards Council includes members from Visa®, MasterCard®, American
Express®, Discover®, and JCB International Credit Card Company. This council administers the Data Security Standard (DSS).

• Web Services Protection - contains modules that address standard security functionality to provide protection.
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1.4. Security Features
Console-to-Client Communications.  All console-to-client communications are encrypted and authenticated using the Transport
Layer Security (TLS) protocol.

Key Features:

• Connections between the browser and the Security Blanket Console are over HTTPS

• Commands from the Security Blanket Console to clients are over mutually authenticated HTTPS

The installation process assists in generating SSL certificates using a self-signed, customer-generated Certificate Authority (CA).

Client Protections - Performance.  The dispatcher provides the ability to define peak hours and a load threshold. These controls help
protect the client during peak hours or when it is too busy by refusing to respond to Security Blanket Console requests. For example,
if the client’s peak operational hours are defined as 8:00 AM to 12:00 PM, Security Blanket Console operators are not allowed to run
remote scans on the client during that time. Doing so could cause a denial of service.

Client Protections - Network Availability.  The dispatcher can also be requested to bind to a specific address. The address can be
a hostname/nodename, or an explicit IPv4 dotted decimal address.

1.5. Network Connectivity
The Security Blanket Console offers an efficient way to remotely administer Security Blanket protected machines. Users connect to the
Security Blanket Console through a web browser and the Security Blanket Console connects to client dispatchers. Users and clients do
not have to be on the same network. Security Blanket currently supports IPv4 networking.

TCP/6443 - Client (dispatcher) accepts Security Blanket Console connections (encrypted).  The default configuration sets remote
client dispatchers to accept TCP connections on port 6443; you can change this port during the execution of the SB_Install script
(refer to Chapter 3: “Security Blanket Installation and Configuration” for details). For Security Blanket Consoles managing clients on
other subnetworks separated by firewalls, ensure that the firewall allows connections to the dispatcher’s TCP port.

TCP/8443 - Security Blanket Console accepts web browser connections (encrypted).  By default, the Security Blanket Console
accepts HTTPS browser connections on TCP port 8443; you can change this during or after the installation. For Security Blanket
Consoles that service users (web browsers) from other subnetworks separated by firewalls, ensure that the firewall allows connections
to the TCP (SSL) port.

Communication between the Security Blanket Console and client’s dispatcher is kept short to preserve bandwidth. The Security Blanket
Console sends a message to the dispatcher, which initiates an action (Scan, Apply, Undo, or Baseline). When the command sequence
successfully finishes, it generates a report. Once a report is generated a copy is then sent back to the Security Blanket Console over the
encrypted connection. You can view the report in your web browser, or in PDF (portable document format), TXT (text file), or CSV
(comma-separated values) format. Since the reports are in XML format, you can customize them by using XSLT style sheets.
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Chapter 2. Deployment Planning
This chapter lists the prerequisites to deploy Security Blanket.

Note

Solaris™ Zones and Security Blanket

A global zone comprises the entire system and is equivalent to a normal Solaris™ operating system instance. It has access to the
physical hardware and can see and control all processes. Inside the global zone are non-global zones. These zones are isolated
from the physical hardware characteristics of the machine.

There are two basic types of non-global zones, whole root and sparse root.

A whole root zone includes a complete copy of the operating system on disk.

A sparse root zone does not include its own copy of the operating system binaries and libraries. This means it does not have
copies of the /usr, /sbin, /platform, or /lib directories. Instead, programs in the non-global zone use the files that
reside in the global zone via loopback file system (LOFS) mount point.

Please note that part of Security Blanket installs in /usr/filesystem which is shared as read-only to a sparse root zone. It
is recommended at this time that you not install Security Blanket in a sparse root zone. Only install Security Blanket in a global
zone or a whole root non-global zone. Also, do not change the installation location when installing Security Blanket.

2.1. Security Blanket Deployment Steps
The following steps are required for deploying the Security Blanket application:

Note

Execute all commands with root permissions.

1. Select the server hardware and coordinate network connectivity. Refer to Section 2.2: “Console Hardware” for details.

2. Obtain a license key from Trusted Computer Solutions (TCS). The license key determines the edition of the product (Enterprise
Edition or Standalone).

To obtain a license key, provide TCS (SecurityBlanket@TrustedCS.com) with the Media Access Control (MAC) address of the
primary ethernet interface (eth0) for Linux® users, or the host identification number (hostid) for Solaris™ users.

For Linux® Users:

Execute the following command:

# /sbin/ifconfig eth0

The following is an example return value:

eth0      Link encap:Ethernet  HWaddr 00:23:AE:79:E0:F0  
               inet addr:192.168.1.30  Bcast:192.168.1.255  Mask:255.255.255.0
               inet6 addr: fe80::223:aeff:fe79:e0f0/64 Scope:Link
               UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
               RX packets:2074593 errors:0 dropped:0 overruns:0 frame:0
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2.2. Console Hardware
It is recommended that you have at least a P4 2.0 GHz or Sun™ UltraSPARC® III processor for your Security Blanket Console host.

Capacity and performance information for estimating the server configurations are provided in this section. This information was
extrapolated using basic linear equations and other “assumptions”. These are not meant to be absolute values.

It is recommended that you limit clients to only 1000 per console. The following two levels of configuration are also recommended.

Consoles with fewer than 500 clients:

• 1GB Random Access Memory (RAM)

• 4GB of storage for reports (reports are run once a week and archived for six months)

Consoles with 500 - 1000 clients:

• 2GB RAM (or more)

• 6-8GB of storage for reports (reports are run once a week and archived for six months)

Network bandwidth is not greatly affected. Small protocol commands (fewer than 256 Bytes) are sent to clients. When the Security
Blanket Console pushes profiles to the clients, the profiles can range from 7KB and up (depending on the size of the profile) which
transfers in less than 1 second. When the Security Blanket Console retrieves reports, it retrieves Baseline reports (6-8MB) and Assessment
reports (<1MB).

2.3. Recommended Web Browsers
The preferred web browsers for the Security Blanket Console in Security Blanket v2.0 and later are:

• Firefox® 3 and higher

• Internet Explorer® 7 and higher

Since the Security Blanket Console uses Transport Layer Security (TLS) for encryption, you must enable it.

To enable TLS in Firefox®:

1. Select Tools > Options. The Options page displays.

2. Click the Advanced icon.

3. Click the Encryption tab.

4. Select the Use TLS 1.0 checkbox.

5. Click OK.

To enable TLS in Internet Explorer®:

1. Select Tools > Internet Options. The Internet Options page displays.

2. Click the Advanced tab.

3. Select the Use TLS 1.0 checkbox.

4. Click OK.
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[root@localhost]# /bin/tar xvf SecurityBlanket-Full.tar
Security_Blanket-4.0.2-r9499/docs/
Security_Blanket-4.0.2-r9499/docs/Security_Blanket_Administration_Guide.pdf
Security_Blanket-4.0.2-r9499/docs/RELEASE-NOTES
Security_Blanket-4.0.2-r9499/docs/Security_Blanket_Modules_Guide.pdf
Security_Blanket-4.0.2-r9499/toolupdates/
Security_Blanket-4.0.2-r9499/SB_Remove
Security_Blanket-4.0.2-r9499/sb-convert-db2xml.sh
Security_Blanket-4.0.2-r9499/UPGRADING
Security_Blanket-4.0.2-r9499/RPMS/
Security_Blanket-4.0.2-r9499/RPMS/redhat/
Security_Blanket-4.0.2-r9499/RPMS/redhat/5/
Security_Blanket-4.0.2-r9499/RPMS/redhat/5/noarch/
Security_Blanket-4.0.2-r9499/RPMS/redhat/5/noarch/security-blanket-modules-4.0.2
-r9499.el5.noarch.rpm
Security_Blanket-4.0.2-r9499/RPMS/redhat/5/noarch/security-blanket-4.0.2-r9499.el5.
noarch.rpm
Security_Blanket-4.0.2-r9499/RPMS/redhat/5/i386/
Security_Blanket-4.0.2-r9499/RPMS/redhat/5/i386/security-blanket-dispatcher-4.0.2
-r9499.el5.i386.rpm
Security_Blanket-4.0.2-r9499/RPMS/redhat/5/i386/security-blanket-license-4.0.2-r9499
.el5.i386.rpm
Security_Blanket-4.0.2-r9499/RPMS/noarch/
Security_Blanket-4.0.2-r9499/RPMS/noarch/security-blanket-console-4.0.2-r9499.
noarch.rpm
Security_Blanket-4.0.2-r9499/SB_Install
[root@localhost]#

4. Change directories.

[root@localhost]# cd Security_Blanket-4.0.2-rxxxx/
[root@localhost Security_Blanket-4.0.2-rxxxx/]#

5. Run the SB_Install script.

[root@localhost Security_Blanket-4.0.2-rxxxx/]# ./SB_Install

6. Read the license agreement and at the Do you accept the terms of the license agreement? [y,n] prompt,
type y to accept the terms.
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Trusted Computer Solutions, Inc.
Software Product License Agreement
Security Blanket(R)

This Is A License, Not A Sale
==============================================================================
This software product (the "Product") is provided by Trusted Computer
Solutions, Inc. ("TCS") to the department, organization, or other business
unit ("Licensee") of a U.S. Government agency, commercial company, or other
entity designated on the acknowledged purchase order and/or TCS quotation for
the product under the following license agreement ("Agreement") which defines
what Licensee may do with the product and contains limitations on warranties
and remedies. This document is a legal agreement between Licensee and
TCS.
Please read this Agreement carefully before installing or using the
Product. If Licensee is not willing to be bound by this Agreement, do not
proceed with installation or use of the Product. Installation or use of the
Product, or obtaining a license key to activate operation of the Product, shall
be deemed acceptance of this Agreement on behalf of Licensee.

Do you accept the terms of the license agreement? [y,n]: y

7. Proceed to Section 3.1: “Installing the Security Blanket Console” to install the Security Blanket Console.

OR

Proceed to Section 3.2: “Installing the Client” to install a client.

3.1. Installing the Security Blanket Console
Important

The Security Blanket Console must be installed and running prior to installing a client.

To install the Security Blanket Console:

1. At the Install the graphical console package? [y,n] prompt, type y for yes.

Note

Although not required, the graphical console package is strongly recommended for Security Blanket Standalone
installations.





Security Blanket Installation
and Configuration

13

.:: LINUX INSTALLATION ::. 
**************************************************************************
:: Stopping current Security Blanket services...
:: Checking for Security Blanket v3.x Enterprise Console database...
:: Checking for previous versions of Security Blanket...
                  
  * Found the following installed Security Blanket packages:
    - security-blanket-4.0.2-r9499.el5
    - security-blanket-modules-4.0.2-r9499.el5
    - security-blanket-license-4.0.2-r9499.el5
    - security-blanket-console-4.0.2-r9499
    - security-blanket-dispatcher-4.0.2-r9499.el5
                  
Remove and replace packages? [y,n]: y
                  
:: Removing previous Security Blanket packages...
   * Don't worry... all existing reports, logs, and profiles will be saved.
:: Checking for dependent software packages...
:: Installing Security Blanket packages...
                  
   + security-blanket-4.0.2-r9499.el5
   + security-blanket-license-4.0.2-r9499.el5
   + security-blanket-dispatcher-4.0.2-r9499.el5
   + security-blanket-console-4.0.2-r9499
   + security-blanket-modules-4.0.2-r9499.el5
                  
:: Checking for minor updates included with product bundle....

3. The script checks for security credentials on your system.

Security credentials are used to encrypt communications from web browsers to console, and to encrypt and authenticate console-
to-client communications.

Note

The default certificate key size is RSA-2048 bit key length. If you need to change the default size, contact Customer
Support for assistance.

If no security credentials are found, at the Create security credentials now? [y,n] prompt, type y for yes.

If security credentials are found, skip to step #8.

:: Looking for existing certificates and keystores...
            
No pre-existing security credentials found on the system.
            
Create security credentials now? [y,n]: y
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4. At the Enter JAVA_HOME [ your path to the JDK binaries ] prompt, type the directory in which the Java
Development Kit (JDK) was installed during step #4 in Section 2.1: “Security Blanket Deployment Steps”.

The script determines the most current JDK installed. If the directory is automatically populated, press <Enter> to accept the
default.

.:: CREATE SECURITY CREDENTIALS ::.  
******************************************************************************
            
Create console certificates
            
Certificates will be used to:
* Encrypt communications from web browsers to console
* Encrypt and Authenticate console-to-client communications
            
Enter JAVA_HOME [ /usr/lib/jvm/java-1.6.0-openjdk-1.6.0.0 ]:<Enter>

5. At the Directory does not exist, create it? [y,n] prompt, type y for yes.

The system creates the /var/lib/security-blanket/files/certs directory.

:: Looking for Certificates directory: /var/lib/security-blanket/files/certs
            
Directory does not exist, create it? [y/n]: y
            
:: Created certificates directory: /var/lib/security-blanket/files/certs
:: Logging to /var/lib/security-blanket/files/certs/.working/ssl_logs.txt...

6. Set the following three passphrases using at least six characters and no whitespaces:

Note

It is strongly recommended to securely store the passphrases in case they are needed for future use.

Set Passphrases:
            
Please use at least 6 characters (no whitespaces) for each passphrase.
            
ROOT CA passphrase (for signing)       : <passphrase1>
WebServer passphrase                   : <passphrase2>
Dispatcher passphrase                  : <passphrase3>

7. Provide the following base certificate information:

Note

It is strongly recommended to provide accurate values, as this information appears on the security certificate.
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Certificate Base Information:
            
Certificate lifetime (days)            : 1000
            
Enter Country (2 letters)              : US
Enter State or Province                : Virginia
Enter Locality (city)                  : Herndon
Enter Organization/company             : TCS
Enter Unit name/section                : unit A
Enter contact email (optional)         : user@trustedcs.com
            
:: Saving answers for later use...
:: Generate Root CA REQ
:: Generate signed ROOT CA
:: Creating root.pem file for signing other certs
:: Generate Webserver certificate for localhost.localdomain
:: GUI CERT is passphrase1
:: Sign GUI CERT
:: Create PKCS12 file (removing if already exists)
:: Create new JAVA truststore file for GUI from self-signed certificate
   (removing if already exists)
:: Import PKCS12 keystore into JAVA keystore (remove keystore if exists)
:: Change alias for Tomcat
:: Generate Dispatcher certificate
:: Sign DISPATCHER CERT
:: Package Dispatcher certs for SB_Dispatcher
:: Storing passphrase for WebServer JAVA Truststore as tomcat_truststore...
:: Storing passphrase for WebServer JAVA Keystore as tomcat_keystore...
:: Storing passphrase for Dispatcher private key as dispatcher_keystore...
:: Restricting permissions on certificate files...
            
:: Security credentials created.

8. At the Would you like to configure and start Security Blanket now? [y,n] prompt, type y for yes.
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Would you like to configure and start Security Blanket now? [y,n]: y

CHECKING YOUR LINUX ENVIRONMENT
- WARNING: CentOS 5.4 has not been tested yet
- Running on CentOS 5.4 (i686)
- en_US.utf8 language support available.
- SELinux is disabled
- 'python' package (rpm) is installed
- Python version 2.4.3 found
- Security Blanket packages:
  : security-blanket is installed
  : security-blanket-license is installed
  : security-blanket-modules is installed
  : security-blanket-modules-mini is NOT installed
  : security-blanket-dispatcher is installed
  : security-blanket-console is installed
            
  NOTE: If you are troubleshooting this installation, consider 
  using Security Blanket's built-in diagnostics module 
  for a detailed analysis of this environment.
            
  # /usr/sbin/security-blanket -D

9. License configuration begins.

The script determines whether a license key exists on the system.

• If a license key does not exist, at the Enter the license key now? [y,n] prompt, type y for yes.

• Type your license key, as obtained in Section 2.1: “Security Blanket Deployment Steps”, step #2.

.:: LICENSE CONFIGURATION ::.
**************************************************************************
No license key found.
            
If this is a Standalone or Enterprise Edition 
Console, you will need to enter a license key.
            
Enter the license key now?  [y,n]: y
                     
Please enter a license key: <sample key ABC123def456GHI789=>
Security Blanket Enterprise - License Registration Utility
Copyright (c) 2007-2010 Trusted Computer Solutions, Inc.
All rights reserved.
                     
Enterprise license appears to be valid for this machine.
Creating /var/lib/security-blanket/files/.sb_enterprise.dat
/var/lib/security-blanket/files/.sb_enterprise.dat updated with enterprise license.
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• If a license key exists, at the Found valid key for the Enterprise/Standalone version, enter a new
license key? [y,n] prompt, type n for no.

.:: LICENSE CONFIGURATION ::.
**************************************************************************
Found valid key for the Enterprise/Standalone version, enter a new license key? 
  [y,n]: n

Note

If the following error appears, contact Customer Support to verify the license key:

Error: License does not appear valid on this machine, aborting.

Continue with the installation. You can enter your license key later in the installation process.

10. Security Blanket Console configuration begins.

At the By what network name do the clients know the console? prompt, type the network address.

If the default network address is automatically populated, press <Enter> to accept the default.

Note

This prompt does not appear if you are installing the Security Blanket Standalone edition. Skip to step #11.

.:: CONSOLE CONFIGURATION ::. 
**************************************************************************
            
By what network name do the clients know the console?
            
When communicating with clients, the console expects them to
respond to "localhost.localdomain".
            
If clients are unable to reach this address, specify a different 
one. Otherwise, press [ENTER] to accept this as the default.
            
Use this address [localhost.localdomain]: <Enter>

11. At the How will web browsers connect to this console? prompt, type the port.

If the default port is automatically populated, press <Enter> to accept the default.
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How will web browsers connect to this console?
            
By default, the console will listen on port "8443".
            
Console port [8443]:<Enter>

12. At the On what TCP port do you want to use for Tomcat Management? prompt, type the Tomcat server’s
management port.

If the default port is automatically populated, press <Enter> to accept the default.

On what TCP port do you want to use for Tomcat Management?
            
By default, the Tomcat Server will listen on TCP port 8444 for 
shutdown and management commands. This port MUST be different than any 
other Tomcat servers that may be running on this system.
            
Tomcat Server's Management port [8444]:<Enter>

13. At the What Java JDK 1.6+ software do you want the console to use? prompt, type the directory in
which the JDK was installed.

If the directory is automatically populated, press <Enter> to accept the default.

What Java JDK 1.6+ software do you want the console to use?
            
Enter JAVA_HOME [/usr/lib/jvm/java-1.6.0-openjdk-1.6.0.0]: <Enter>
- Updated /usr/share/security-blanket/console/.profile
- JAVA_HOME=/usr/lib/jvm/java-1.6.0-openjdk-1.6.0.0

14. At the Start the Security Blanket Console now? prompt, perform the following:

At the Should sb-console start at boot? [y,n] prompt, type y for yes.

At the Start the "sb-console" service now? [y,n] prompt, type y for yes.
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Start the Security Blanket Console now?
            
Service sb-console is not configured to start at boot time.
Should sb-console start at boot?  [y,n]: y
Start the 'sb-console' service now?  [y,n]: y

Starting Security Blanket Console:
            
            You can manage this service yourself with:
            # /sbin/service sb-console stop
            # /sbin/service sb-console start
            # /sbin/service sb-console status
            
            Console logs are in /var/lib/security-blanket/logs

15. Security Blanket Console registration with the dispatcher begins.

Note

This step does not apply if you are installing the Security Blanket Standalone edition. Skip to step #17.

At the What Enterprise Console would you like to register this client with? prompt, type the
console’s host address and TCP port.

If the address and port are automatically populated, press <Enter> to accept the default.

.:: REGISTER LOCAL DISPATCHER WITH CONSOLE ::. 
**************************************************************************
What Enterprise Console would you like to register this client with?
   Console's host address: <type console's host address>
   Console's TCP port [8443]: <Enter>

16. At the What should the console know about this client? prompt, provide the following information:
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What should the console know about this client?
Client's descriptive name [localhost.localdomain]: <Enter>
Client's host address     [localhost.localdomain]: <Enter>
Client's TCP port         [6443]: <Enter>
                     
Client's location         : <Lab 4>
Client's contact          : <SB User1>
      
:: Attempting to register with https://localhost:8443/SecurityBlanket/services/
   clientregistration
:: Response for Console -> Registration Pending
:: Renaming /var/lib/security-blanket/files/certs/cacert.pem to /var/lib/security-
   blanket/files/certs/cacert.pem_20100412_125913
:: Writing SSL data to /var/lib/security-blanket/files/certs/cacert.pem
:: Renaming /var/lib/security-blanket/files/certs/Disp.pem to /var/lib/security-
   blanket/files/certs/Disp.pem_20100412_125913
:: Writing SSL data to /var/lib/security-blanket/files/certs/Disp.pem
:: Locking passphrase...
:: Renaming /var/lib/security-blanket/files/certs/.sb_dispatcher_keystore.dat to 
   /var/lib/security-
   blanket/files/certs/.sb_dispatcher_keystore.dat_20100412_125913
:: Writing SSL data to /var/lib/security-blanket/files/certs/.sb_dispatcher_keystore
   .dat
:: Shutting down
CHECKING YOUR LINUX ENVIRONMENT
  - WARNING: CentOS 5.4 has not been tested yet
  - Running on CentOS 5.4 (i686)
  - en_US.utf8 language support available.
  - SELinux is disabled
  - 'python' package (rpm) is installed
  - Python version 2.4.3 found
  - Security Blanket packages:
    : security-blanket is installed
    : security-blanket-license is installed
    : security-blanket-modules is installed
    : security-blanket-modules-mini is NOT installed
    : security-blanket-dispatcher is installed
    : security-blanket-console is installed
      
      NOTE: If you are troubleshooting this installation, consider 
      using Security Blanket's built-in diagnostics module 
      for a detailed analysis of this environment.
      
      # /usr/sbin/security-blanket -D

17. Dispatcher configuration begins.

At the Configure the Dispatcher on this machine? [y,n] prompt, type y for yes.

Provide the following dispatcher information:
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.:: DISPATCHER CONFIGURATION ::.
**************************************************************************
Configure the Dispatcher on this machine?  [y,n]: y
            
How will the console to connect to this dispatcher?
            
The Dispatcher normally listens on port 6443 for 
connections from the console.
            
Dispatcher port [6443]: <Enter>
            
Start the Security Blanket Dispatcher now?
            
Service sb-dispatcher is not configured to start at boot time.
Should sb-dispatcher start at boot?  [y,n]: y
Start the 'sb-dispatcher' service now?  [y,n]: y
            
Starting /sbin/SB_Dispatcher:

   You can manage this service yourself with:
       # /sbin/service sb-dispatcher stop
       # /sbin/service sb-dispatcher start
       # /sbin/service sb-dispatcher status
            
Dispatcher log is /var/log/security-blanket-dispatcher.log

18. Server time configuration begins.

This step is optional, but strongly recommended. Network Time Protocol (NTP) configuration has no impact on Security Blanket’s
functionality.

This daemon keeps the system’s clock synchronized. Accurate time is critical to the logging process and correlating events.

At the Would you like to configure NTP now? [y,n] prompt, type y for yes.

Type the address or network name of your time server.
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.:: SYNCHRONIZE SERVER TIME ::.
**************************************************************************
The 'ntpd' service is not running. NTP will synchronize 
this server's clock with another. In an enterprise,
it is critical that system clocks are synchronized for
effective logging and correlating events.

Would you like to configure NTP now? [y,n]: y
                     
What's the address of the server you'd like to synchronize
this server's time with? Port xxx on the remote server 
must be accessible from this server.

Address (or network name) of your time server: <type the address or network name 
   of your time server>
Copied /etc/ntp.conf --> /etc/ntp.conf-preSB_Setup

You can execute '/usr/sbin/ntpq -p' in a few minutes
to see if your clocks are being synchronized.

[root@localhost Security_Blanket-4.0.2-r9499]#

19. The Security Blanket Console is now installed and configured.

Proceed to Section 3.2: “Installing the Client” to install and configure a client.

OR

Proceed to Section 4.1: “Launching the Application and Logging In” to log into Security Blanket.

3.2. Installing the Client
Important

The Security Blanket Console must be installed and running prior to installing the client.

Note

This section does not apply if you are installing the Security Blanket Standalone Edition.

To install the client:

1. At the Install the graphical console package? [y,n] prompt, type n for no.
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Would you like to register this client with a console? [y,n]: y

.:: REGISTER CLIENT WITH CONSOLE ::. 
**************************************************************************

What Enterprise Console would you like to register this client with?
    Console's host address: <type IP address>
    Console's TCP port [8443]: <Enter>              
                     
What should the console know about this client?
    Client's descriptive name [localhost.localdomain]: <Enter>
    Client's host address     [localhost.localdomain]: <Enter>
    Client's TCP port         [6443]: <Enter>
                     
    Client's location         : <Herndon, VA>
    Client's contact          : <user@trustedcs.com>   
                     
:: Attempting to register with https://localhost:8443/SecurityBlanket/services/
   clientregistration
:: Response for Console -> Registration Pending
:: Renaming /var/lib/security-blanket/files/certs/cacert.pem to /var/lib/security-
   blanket/files/certs/cacert.pem_20100412_125913
:: Writing SSL data to /var/lib/security-blanket/files/certs/cacert.pem
:: Renaming /var/lib/security-blanket/files/certs/Disp.pem to /var/lib/security-
   blanket/files/certs/Disp.pem_20100412_125913
:: Writing SSL data to /var/lib/security-blanket/files/certs/Disp.pem
:: Locking passphrase...
:: Renaming /var/lib/security-blanket/files/certs/.sb_dispatcher_keystore.dat to 
   /var/lib/security-blanket/files/certs/.sb_dispatcher_keystore.dat_20100412_125913
:: Writing SSL data to /var/lib/security-blanket/files/certs/.sb_dispatcher_keystore
   .dat
:: Shutting down

4. At the Would you like to configure and start Security Blanket now? [y,n] prompt, type y for yes.
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Would you like to configure and start Security Blanket now? [y,n]: y
CHECKING YOUR LINUX ENVIRONMENT
  - Running on CentOS 5.4 (i686)
  - en_US.utf8 language support available.
  - SELinux is disabled
  - 'python' package (rpm) is installed
  - Python version 2.4.3 found
  - Security Blanket packages:
      : security-blanket is installed
      : security-blanket-license is installed
      : security-blanket-modules is installed
      : security-blanket-modules-mini is NOT installed
      : security-blanket-dispatcher is installed
      : security-blanket-console is NOT installed
                  
   NOTE: If you are troubleshooting this installation, consider 
         using Security Blanket's built-in diagnostics module 
         for a detailed analysis of this environment.
                  
         # /usr/sbin/security-blanket -D

5. Dispatcher configuration begins.

At the Configure the Dispatcher on this machine? [y,n] prompt, type y for yes.

Provide the following dispatcher information:
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.:: DISPATCHER CONFIGURATION ::.
**************************************************************************
Configure the Dispatcher on this machine?  [y,n]: y
                     
How will the console connect to this dispatcher?
                     
The Dispatcher normally listens on port 6443 for 
connections from the console.
                     
Dispatcher port [6443]: <Enter>
                     
Start the Security Blanket Dispatcher now?
                     
Service sb-dispatcher is not configured to start at boot time.
Should sb-dispatcher start at boot?  [y,n]: y
Start the 'sb-dispatcher' service now?  [y,n]: y
                     
Starting /sbin/SB_Dispatcher:   

   You can manage this service yourself with:
    # /sbin/service sb-dispatcher stop
    # /sbin/service sb-dispatcher start
    # /sbin/service sb-dispatcher status
                     
    Dispatcher log is /var/log/security-blanket-dispatcher.log

6. Server time configuration begins.

This step is optional, but strongly recommended. Network Time Protocol (NTP) configuration has no impact on Security Blanket’s
functionality.

This daemon keeps the system’s clock synchronized. Accurate time is critical to the logging process and correlating events.

At the Would you like to configure NTP now? [y,n] prompt, type y for yes.

Type the address or network name of your time server.
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.:: SYNCHRONIZE SERVER TIME ::.
**************************************************************************
The 'ntpd' service is not running. NTP will synchronize 
this server's clock with another. In an enterprise,
it is critical that system clocks are synchronized for
effective logging and correlating events.
                     
Would you like to configure NTP now? [y,n]: y
                     
What's the address of the server you'd like to synchronize
this server's time with? Port xxx on the remote server 
must be accessible from this server.
                     
Address (or network name) of your time server: <type the address or network name 
      of your time server>
Copied /etc/ntp.conf --> /etc/ntp.conf-preSB_Setup
                     
You can execute '/usr/sbin/ntpq -p' in a few minutes
to see if your clocks are being synchronized.
                     
[root@localhost Security_Blanket-4.0.2-r9499]#

If the server was previously synchronized during the Security Blanket Console installation, the following text appears:

.:: SYNCHRONIZE SERVER TIME ::.
**************************************************************************
Good, the 'ntpd' service is already running.

[root@localhost Security_Blanket-4.0.2-r9499]#

7. The client is now installed and configured.

Proceed to Section 4.1: “Launching the Application and Logging In” to log into Security Blanket.
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Chapter 4. Security Blanket Basics
This chapter describes basic Security Blanket functions, such as launching the application, logging in, logging out, and graphical user
interface (GUI) elements.

4.1. Launching the Application and Logging In
To launch and log into the Security Blanket application:

1. From a computer that has web access, invoke a browser and use one of the following addresses to access the system depending
on your Security Blanket edition:

Security Blanket Enterprise Edition: https://<hostname>:8443/SecurityBlanket

Security Blanket Standalone: https://<localhost>:8443/SecurityBlanket

Note

Refer to Section 2.3: “Recommended Web Browsers” for a list of recommended web browsers.

The Security Blanket Console displays (Figure 4.1).

Figure 4.1. Security Blanket Console

Note

The Warning banner can be disabled by removing the /usr/share/security-blanket/cfg/
ConsoleWarningBanner.txt file. The banner can also be modified using standard HTML if your organization
requires a specific application level login banner.
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Figure 4.3. Dashboard (Home Page) - Enterprise Edition
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