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Preface

1. Purpose

This document serves as both the administrative and user guide. It describesthe tasks required to install, administer, and run the Security
Blanket application.

Note

To report a bug or make a suggestion regarding the Security Blanket v4.0.2 release or this document, send an e-mail to
SecurityBlanket@TrustedCS.com.

2. Audience

Thisguideisintended for system administrators and end-users responsible for installing, administering, and running the Security Blanket
application.

3. Document Overview

This guide is divided into five chapters, and five appendices, organized as follows:

Chapter 1: Introduction

This chapter introduces you to the Security Blanket application, including an architecture and system element overview.

Chapter 2: Deployment Planning

This chapter lists the steps to deploy the Security Blanket application.

Chapter 3: Security Blanket I nstallation and Configuration

This chapter explains how to install the Security Blanket Console and client; and how to configure Security Blanket after installation.
Chapter 4: Security Blanket Basics

This chapter introduces you to the basics of the Security Blanket application, such as launching the application, and logging in and out.
Chapter 5: Using Security Blanket

This chapter provides adetailed explanation of the Security Blanket application elements, and stepsto create your custom security policy.
Appendix A: Mounting a CD-ROM Driveon Linux®

This appendix explains how to mount a CD-ROM drive on a Linux® operating system.

Appendix B: Mounting a CD-ROM Drive on Solaris™

This appendix explains how to mount a CD-ROM drive on a Solaris™ operating system.

Appendix C: Command Line Options

This appendix explains how to run the application from the command line.
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Appendix D: Troubleshooting

This appendix explains how to troubleshoot the system if the Security Blanket Console does not start, and how to start and stop Security
Blanket services.

Appendix E: Diagnostics

This appendix details the diagnostics tools used to help troubleshoot the Security Blanket installation process.

4. Conventions Used in this Guide

The following conventions identify particular information within the body of this guide.
Note
Refers you to helpful information pertaining to the associated task.
Caution
Alertsyou to critical tasks or information or to actions that may be damaging to your system or its security.
I mportant

Alertsyou to additional information that must be considered before continuing.

The following typographic conventions are used in this guide:

Text Use Example

Bold font Graphical user interface (GUI) elements Figure 3-2. Level Selector Password field.
(e.g., field, button, and list labels, etc.).

Italic font Book titles, words to be emphasized. Read the User’s Guide.

Y ou must perform this step.

Monospaced font The names of commands, files, directories, |Usethel s - a commandtolist all files.
and on-screen outpuit.
Monospaced bol d font What you type, contrasted with on-screen # /usr/bin/ls
output. Used for non-printing characters and
keyboard functions. Press ESCto interrupt the boot process.
wor d(#) References a Linux manual (man) page. Is(1) indicates the manua page for the |'s

command, section 1.

5. Related Publications

The Security Blanket documentation set consists of:
e Security Blanket® Administration Guide

» Security Blanket® Modules Guide
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6. Customer Support

For those customers with a Maintenance Agreement, Trusted Computer Solutions (TCS) Customer Support can be reached from 9:00
AM - 5:00 PM Eastern Standard Time (EST), Monday through Friday. If you have followed the instructions in the documentation and
need further assistance, please send an e-mail to SecurityBlanket@TrustedCS.com or call 1.866.230.1317. To help direct you to the
correct TCS Customer Support group, please supply the following information:

 Your contract number and Maintenance Agreement start/termination dates, which helps Customer Support track problems recorded
for each customer and identify you as a supported customer;

» Release numbers of the TCS product(s);
* Details of error numbers and messages, which help Customer Support track down the problem more quickly; and

* A description of the problem, including exceptions and log files.

7. Documentation Sales and Client Relations

To order hardcopy documentation, call Documentation Sales at 1.866.230.1307.

For shipping inquiries, product exchanges, or returns, call Client Relations at 1.866.230.1307.




Chapter 1. Introduction

Security Blanket® is an economical operating system hardening tool for Red Hat® Enterprise Linux® versions 4 and 5, CentOS 4 and
5, Oracle® Enterprise Linux (OEL) 4 and 5, Fedora™ 10 and 11, openSUSE® 11, Solaris™ 10 (SPARC® and x86), and Nove |®
SUSE® 11 operating systems. Through a centralized web console (the Security Blanket Console), it enables you to periodically check
and re-check the state of security in your enterprise-wide systems and apply changes by configuring the operating systems based on
site security requirements.

With arich set of configuration options available for assessing the security state of your systems, Security Blanket assists you in defining
and applying security settings applicable to your systems. The module descriptions described in the Security Blanket® Modules Guide
are context sensitive and provide default information and guidance on how to use each module. The Security Blanket Console has a
web interface to facilitate the management of security settings. With the enhanced reporting capabilities of Security Blanket, you can
generate an Assessment report as arecord of the security state of each system in the enterprise and view alog of changes and activity.

In accordance with established security guidelines, Security Blanket provides security profiles that are based on requirements from
organizations such as Defense Information Systems Agency (DISA), SysAdmin, Audit, Network, Security (SANS) Institute and the
Center for Internet Security (CIS). Security Blanket uses the profiles that you select (or create) to assess your enterprise-wide servers
(or clients) aswell asto automatically configure the client operating systemsto comply with the security profile. Y ou can create groups
to organize the clients in your enterprise and collectively apply security settings. Security Blanket then assesses and configures each
group of clients according to the security profile you select.

1.1. Security Blanket Editions

Security Blanket is available in two editions: Security Blanket Enterprise Edition and Security Blanket Standalone.

e Security Blanket Enterprise Edition is designed for medium to large Linux® information technology (IT) organizations. The
Security Blanket Enterprise Edition provides a centralized console to monitor and control clients. The Security Blanket Console is
installed on a single host. It issues commands to the clients, and manages generated reports, communicating with each client through
adispatcher process running on each client machine (authenticating over Hypertext Transfer Protocol Secure (HTTPS)). The Security
Blanket Console allows multiple machines to be locked down using the same profile. A machine may belong to a single group, but
multiple groups are allowed using criteria such as location, mission function, or a desired lock down profile to define the group. A
particular security profile can be used to lock down a group consisting of heterogeneous operating systems, with each system only
applying those modules that are supported for that system.

» Security Blanket Standalone is applicable for locking down and monitoring operating system security for a handful of servers
individually. A standalone license is installed on each server with an easy to use graphical user interface (GUI) or command line
capability to run the Scan, Apply, Undo, and Baseline actions. The application is structured around profiles, which contain detailed
security information to prevent security risks. The profiles are made up of clients, groups, modules, and guidelines. Each module
controls specific security functions, such as limiting password length and reuse. You can add or remove modules, and change
configuration optionsinyour profile, depending on your system’ s security needs, to build acustomized security platform that addresses
your system’s specific security risks.

1.2. Security Blanket Architecture

The Security Blanket application is implemented as a multi-tiered architecture. Console-to-client communications use Simple Object
Access Protocol (SOAP) messages using HTTPS over Transport Layer Security (TLS) so that the communication is both secure and
encrypted. The Security Blanket Console provides user access restriction through both Role-Based Access Control (RBAC) and requires
an HTTPS connection. This multi-tiered architecture provides for sound security out-of-the-box, as end-users do not require access to
the client machines that are being monitored. In addition, its flexibility offers a greater number of deployment options.

The Security Blanket Console is protected from standard cross-side scripting and Structured Query Language (SQL) injection attacks
through the Grails™ framework. Access to the database is performed by Object-Relational Mapping (ORM), as opposed to direct SQL
queries, and all strings that are sent to the database are sanitized prior to being persisted.
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Figure 1.1. Enterprise Architecture
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1.3. An Introduction to the System Elements
1.3.1. Profiles

Profiles conveniently manage a collection of modules and their associated parameters. Security Blanket profiles are completely
customizable, allowing you to use common tools across multiple systems such aslarger enterprises. Y ou can create new security profiles
based on proven industry standards or your own site security needs. When you create or select profiles, you are building a system security
policy that contains modules with configured options.

Security Blanket provides the following industry-standard profiles:

CIS Benchmarks - contains requirements from the Center for Internet Security (CIS) benchmarks.
DCID - contains regquirements from the Director of Central Intelligence Directives (DCID).

DISA UNIX® STIG - contains modules that address Defense Information Systems Agency (DISA) UNIX® Security Technical
Implementation Guides (STIGs) security recommendations.

FERC CIP - contains modules that address the Critical Infrastructure Protection (CIP) standards for electricity distributors.

JAFAN - the Joint Air Force-Army-Navy (JAFAN) manual established the security policy and proceduresfor storing, processing, and
communicating classified Department of Defense (DoD) Specia Access Program (SAP) information in information systems.

NISPOM - contains modules that address the National Industrial Security Program Operating Manual (NISPOM).

PCI DSS - Payment Card Industry (PCl) Security Standards Council includes members from Visa®, MasterCard®, American
Express®, Discover®, and JCB International Credit Card Company. This council administers the Data Security Standard (DSS).

Web Services Protection - contains modules that address standard security functionality to provide protection.
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1.4. Security Features

Console-to-Client Communications. All console-to-client communications are encrypted and authenticated using the Transport
Layer Security (TLS) protocol.

Key Features:

» Connections between the browser and the Security Blanket Console are over HTTPS

» Commands from the Security Blanket Console to clients are over mutually authenticated HTTPS

Theinstallation process assists in generating SSL certificates using a self-signed, customer-generated Certificate Authority (CA).

Client Protections- Performance. The dispatcher providesthe ahility to define peak hours and aload threshold. These controls help
protect the client during peak hours or when it is too busy by refusing to respond to Security Blanket Console requests. For example,
if the client’s peak operational hours are defined as 8:00 AM to 12:00 PM, Security Blanket Console operators are not alowed to run
remote scans on the client during that time. Doing so could cause a denial of service.

Client Protections - Network Availability. The dispatcher can also be requested to bind to a specific address. The address can be
a hostname/nodename, or an explicit | Pv4 dotted decimal address.

1.5. Network Connectivity

The Security Blanket Console offers an efficient way to remotely administer Security Blanket protected machines. Users connect to the
Security Blanket Console through aweb browser and the Security Blanket Console connects to client dispatchers. Users and clients do
not have to be on the same network. Security Blanket currently supports |Pv4 networking.

TCP/6443 - Client (dispatcher) accepts Security Blanket Console connections (encrypted). The default configuration setsremote
client dispatchers to accept TCP connections on port 6443; you can change this port during the execution of the SB_| nst al | script
(refer to Chapter 3: “ Security Blanket Installation and Configuration” for details). For Security Blanket Consoles managing clients on
other subnetworks separated by firewalls, ensure that the firewall allows connections to the dispatcher’s TCP port.

TCP/8443 - Security Blanket Console accepts web browser connections (encrypted). By default, the Security Blanket Console
accepts HTTPS browser connections on TCP port 8443; you can change this during or after the installation. For Security Blanket
Consoles that service users (web browsers) from other subnetworks separated by firewalls, ensure that the firewall allows connections
to the TCP (SSL) port.

Communication between the Security Blanket Console and client’ s dispatcher iskept short to preserve bandwidth. The Security Blanket
Console sends a message to the dispatcher, which initiates an action (Scan, Apply, Undo, or Baseline). When the command segquence
successfully finishes, it generates areport. Once areport is generated a copy is then sent back to the Security Blanket Console over the
encrypted connection. Y ou can view the report in your web browser, or in PDF (portable document format), TXT (text file), or CSV
(commarseparated values) format. Since the reports arein XML format, you can customize them by using XSLT style sheets.




Chapter 2. Deployment Planning

This chapter lists the prerequisites to deploy Security Blanket.

Note

Solaris™ Zones and Security Blanket

A global zone comprisesthe entire system and is equivalent to anormal Solaris™ operating system instance. It has accessto the
physical hardware and can see and control all processes. Inside the global zone are non-global zones. These zones are isolated
from the physical hardware characteristics of the machine.

There are two basic types of non-global zones, whole root and sparse root.

A whole root zone includes a complete copy of the operating system on disk.

A sparse root zone does not include its own copy of the operating system binaries and libraries. This means it does not have
copies of the/ usr,/shin,/platformor/|ib directories. Instead, programs in the non-global zone use the files that
reside in the global zone vialoopback file system (L OFS) mount point.

Please note that part of Security Blanket installsin/ usr/ fi | esyst emwhich isshared as read-only to a sparse root zone. It

isrecommended at thistimethat you not install Security Blanket in asparse root zone. Only install Security Blanket in aglobal
zone or awhole root non-global zone. Also, do not change the installation location when installing Security Blanket.

2.1. Security Blanket Deployment Steps

The following steps are required for deploying the Security Blanket application:

Note

Execute all commands with root permissions.
1. Select the server hardware and coordinate network connectivity. Refer to Section 2.2: “ Console Hardware” for details.

2. Obtain a license key from Trusted Computer Solutions (TCS). The license key determines the edition of the product (Enterprise
Edition or Standalone).

To abtain a license key, provide TCS (SecurityBlanket@TrustedCS.com) with the Media Access Control (MAC) address of the
primary ethernet interface (ethO) for Linux® users, or the host identification number (hostid) for Solaris™ users.

For Linux® Users:

Execute the following command:

# /sbin/ifconfig ethO

The following is an example return value:

et hO Li nk encap: Et hernet HWaddr 00: 23: AE: 79: EO: FO
i net addr:192.168.1.30 Bcast:192.168.1.255 Mask: 255.255.255.0
inet6 addr: fe80::223:aeff:fe79:e0f0/64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric: 1
RX packets: 2074593 errors: 0 dropped: 0 overruns: 0 frane: 0
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2.2. Console Hardware

It is recommended that you have at least aP4 2.0 GHz or Sun™ UltraSPARC® |11 processor for your Security Blanket Console host.

Capacity and performance information for estimating the server configurations are provided in this section. This information was
extrapolated using basic linear equations and other “assumptions’. These are not meant to be absolute values.

It is recommended that you limit clientsto only 1000 per console. The following two levels of configuration are also recommended.
Consoles with fewer than 500 clients:

» 1GB Random Access Memory (RAM)

» 4GB of storage for reports (reports are run once aweek and archived for six months)

Consoles with 500 - 1000 clients:

* 2GB RAM (or more)

» 6-8GB of storage for reports (reports are run once aweek and archived for six months)

Network bandwidth is not greatly affected. Small protocol commands (fewer than 256 Bytes) are sent to clients. When the Security
Blanket Console pushes profiles to the clients, the profiles can range from 7KB and up (depending on the size of the profile) which
transfersinlessthan 1 second. When the Security Blanket Consol e retrievesreports, it retrieves Baseline reports (6-8M B) and A ssessment
reports (<1IMB).

2.3. Recommended Web Browsers

The preferred web browsers for the Security Blanket Console in Security Blanket v2.0 and later are:
 Firefox® 3 and higher

* Internet Explorer® 7 and higher

Since the Security Blanket Console uses Transport Layer Security (TLS) for encryption, you must enable it.
Toenable TLS in Firefox®:

1. Select Tools > Options. The Options page displays.

2. Click the Advanced icon.

3. Click the Encryption tab.

4. Select theUse TL S 1.0 checkbox.

5. Click OK.

To enable TLSin Internet Explorer®:

1. Select Tools > Internet Options. The I nternet Options page displays.

2. Click the Advanced tab.

3.  Select the Use TL S 1.0 checkbox.

4. Click OK.
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[root @ocal host]# /bin/tar xvf SecurityBl anket-Full.tar

Security_ Bl anket-4.0.2-r9499/ docs/

Security_ Bl anket-4.0.2-r9499/docs/ Security_ Bl anket Adm ni strati on_QCui de. pdf
Security_ Bl anket-4.0. 2-r9499/ docs/ RELEASE- NOTES

Security_ Bl anket-4.0.2-r9499/docs/ Security_ Bl anket Mdul es_Qui de. pdf
Security Bl anket-4.0.2-r9499/t ool updat es/

Security_ Bl anket-4.0.2-r9499/ SB Renove

Security_ Bl anket-4.0.2-r9499/ sb- convert - db2xm . sh

Security_ Bl anket-4. 0. 2-r 9499/ UPGRADI NG

Security_ Bl anket-4. 0. 2-r 9499/ RPM5/

Security Bl anket-4.0.2-r9499/ RPM5/ r edhat /

Security_ Bl anket-4.0.2-r9499/ RPMS/ r edhat / 5/

Security_ Bl anket-4. 0. 2-r9499/ RPMS/ r edhat / 5/ noar ch/

Security_ Bl anket-4.0.2-r9499/ RPMS/ r edhat / 5/ noar ch/ securi t y- bl anket - nodul es-4. 0. 2
-r9499. el 5. noarch. rpm

Security_ Bl anket-4.0.2-r9499/ RPMS/ r edhat / 5/ noar ch/ securi ty- bl anket - 4. 0. 2-r 9499. el 5.
noar ch. r pm

Security_ Bl anket-4.0.2-r9499/ RPMS/ r edhat / 5/ i 386/

Security_ Bl anket-4.0.2-r9499/ RPMS/ redhat / 5/ i 386/ securi ty-bl anket - di spat cher-4.0. 2
-r9499. el 5.i 386.rpm
Security_ Bl anket-4. 0.
.el 5.i386.rpm
Security_ Bl anket-4. 0.
Security_ Bl anket-4. 0.
noar ch. rpm
Security_ Bl anket-4. 0.
[root @ocal host ] #

2-r 9499/ RPVS/ r edhat / 5/ 1 386/ security-bl anket-I1icense-4.0.2-r9499

2-r 9499/ RPMS/ noar ch/
2-r 9499/ RPVS/ noar ch/ securi ty- bl anket - consol e- 4. 0. 2- r 9499.

2-r 9499/ SB I nstal |

Change directories.

[root @ocal host]# cd Security Bl anket-4.0.2-rxxxx/
[root @ocal host Security Bl anket-4.0.2-rxxxx/]#

RuntheSB I nstal | script.

[root @ocal host Security Bl anket-4.0.2-rxxxx/]# ./SB | nstall

Read the license agreement and at theDo you accept the terns of the license agreenment? [y, n] prompt,
typey to accept the terms.

10
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Trusted Conputer Sol utions, Inc.
Sof t war e Product License Agreenent
Security Bl anket (R

This I's A License, Not A Sal e

This software product (the "Product") is provided by Trusted Conputer
Solutions, Inc. ("TCS') to the departnent, organization, or other business
unit ("Licensee") of a U S. Government agency, conmercial company, or other
entity designated on the acknow edged purchase order and/or TCS quotation for
the product under the follow ng |icense agreenent ("Agreenent") which defines
what Licensee may do with the product and contains linitations on warranties
and renedies. This docunment is a |l egal agreenment between Licensee and

TCS.

Pl ease read this Agreenent carefully before installing or using the

Product. If Licensee is not willing to be bound by this Agreement, do not
proceed with installation or use of the Product. Installation or use of the
Product, or obtaining a |license key to activate operation of the Product, shal
be deened acceptance of this Agreement on behal f of Licensee.

Do you accept the terns of the |icense agreenent? [y,n]: y

7. Proceed to Section 3.1: “Installing the Security Blanket Console” to install the Security Blanket Console.
OR

Proceed to Section 3.2: “Installing the Client” to install a client.

3.1. Installing the Security Blanket Console

Important
The Security Blanket Console must be installed and running prior to installing a client.
Toinstall the Security Blanket Console:
1. Atthelnstall the graphical consol e package? [y, n] prompt, typey for yes.

Note

Although not required, the graphical console package is strongly recommended for Security Blanket Standalone
installations.

11
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LI NUX | NSTALLATI ON : : .

RS I S bk O S S S I kS O R O S S
St oppi ng current Security Bl anket services...
Checki ng for Security Bl anket v3.x Enterprise Consol e dat abase. ..
Checki ng for previous versions of Security Bl anket...

* Found the following installed Security Bl anket packages:
- security-blanket-4.0.2-r9499.el 5
- security-bl anket - nodul es-4. 0. 2-r9499. el 5
- security-blanket-license-4.0.2-r9499.el5
- security-bl anket-consol e-4. 0. 2-r 9499
- security-bl anket-di spatcher-4.0.2-r9499. el 5

Renove and repl ace packages? [y, n]: y

Renovi ng previous Security Bl anket packages.. .

* Don't worry... all existing reports, logs, and profiles will be saved.
Checki ng for dependent software packages.. .

Installing Security Bl anket packages. ..

security-bl anket-4.0.2-r9499. el 5
security-bl anket-Ilicense-4.0.2-r9499.el 5
security- bl anket - di spat cher-4.0.2-r9499. el 5
security- bl anket - consol e-4. 0. 2-r 9499
security- bl anket - nodul es- 4. 0. 2-r9499. el 5

+ o+ + + o+

Checki ng for m nor updates included with product bundle....

The script checks for security credentials on your system.

Security credentials are used to encrypt communications from web browsers to console, and to encrypt and authenticate console-
to-client communications.

Note

The default certificate key size is RSA-2048 bit key length. If you need to change the default size, contact Customer
Support for assistance.

If no security credentialsarefound, at the Cr eat e security credentials now? [y, n] prompt, typey for yes.

If security credentials are found, skip to step #8.

Looking for existing certificates and keystores...
No pre-existing security credentials found on the system

Create security credentials now? [y,n]: y

13
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4, AttheEnter JAVA HOME [ your path to the JDK binaries ] prompt, type the directory in which the Java
Development Kit (JDK) was installed during step #4 in Section 2.1: “ Security Blanket Deployment Steps”.

The script determines the most current JDK installed. If the directory is automatically populated, press <Ent er > to accept the
default.

CREATE SECURI TY CREDENTI ALS : :.

IR R R R S R R S I S R S R R R S R R R S R R S S R S R S R S R S R O S R S R S O S

Create consol e certificates

Certificates will be used to:

* Encrypt communi cations fromweb browsers to consol e

* Encrypt and Aut henticate consol e-to-client conmmunications

Enter JAVA HOVE [ /usr/lib/jvmjava-1.6.0-openjdk-1.6.0.0 ]:<Enter>

5. AttheDirectory does not exist, create it? [y, n] prompt, typey for yes.

The system createsthe/ var /| i b/ security-bl anket/fil es/certs directory.

Looking for Certificates directory: /var/lib/security-blanket/files/certs

Directory does not exist, create it? [y/n]: y

Created certificates directory: /var/lib/security-blanket/files/certs
Logging to /var/lib/security-blanket/files/certs/.working/ssl _|ogs.txt...

6. Set the following three passphrases using at least six characters and no whitespaces:
Note

It is strongly recommended to securely store the passphrases in case they are needed for future use.

Set Passphrases:

Pl ease use at | east 6 characters (no whitespaces) for each passphrase.

ROOT CA passphrase (for signing) . <passphrasel>
WebServer passphrase . <passphrase2>
Di spat cher passphrase . <passphrase3>

7. Provide the following base certificate information:
Note

It is strongly recommended to provide accurate values, as this information appears on the security certificate.

14
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Certificate Base | nformation:

Certificate lifetime (days) : 1000

Enter Country (2 letters) : US

Enter State or Province : Virginia

Enter Locality (city) . Herndon

Ent er Organi zati on/ conpany : TCS

Enter Unit nanme/section Dounit A

Enter contact email (optional) . user @rust edcs. com

Saving answers for |ater use...

Cenerate Root CA REQ

Generate signed ROOT CA

Creating root.pemfile for signing other certs

Generate Webserver certificate for |ocal host.| ocal domain

QU CERT is passphrasel

Sign GU CERT

Create PKCS12 file (removing if already exists)

Create new JAVA truststore file for GJ from self-signed certificate
(removing if already exists)

I mport PKCS12 keystore into JAVA keystore (renove keystore if exists)
Change alias for Tontat

Generate Di spatcher certificate

Si gn DI SPATCHER CERT

Package Di spatcher certs for SB_Di spatcher

Storing passphrase for WebServer JAVA Truststore as tontat _truststore...
Storing passphrase for WebServer JAVA Keystore as tontat_keystore...
Storing passphrase for D spatcher private key as di spatcher_keystore...
Restricting perm ssions on certificate files...

Security credentials created.

8. AttheWuld you like to configure and start Security Bl anket now? [y, n] prompt, typey for yes.

15
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Wul d you like to configure and start Security Bl anket now? [y,n]: vy

CHECKI NG YOUR LI NUX ENVI RONVENT

- WARNING CentOS 5.4 has not been tested yet
Runni ng on CentOS 5.4 (i 686)

- en_US. utf8 | anguage support avail abl e.

- SELinux is disabled

- 'python' package (rpm) is installed

- Python version 2.4.3 found

- Security Bl anket packages:

: security-blanket is installed
security-blanket-license is installed
security-bl anket-nodules is installed
security-bl anket - nbdul es-nmini is NOT installed
security-bl anket -di spatcher is installed
security-bl anket-console is installed

NOTE: 1f you are troubl eshooting this installation, consider
using Security Blanket's built-in diagnostics nodul e
for a detailed analysis of this environnent.

# [usr/sbin/security-blanket -D

9. License configuration begins.
The script determines whether alicense key exists on the system.
 If alicense key doesnot exist, attheEnt er the |icense key now? [y, n] prompt, typey for yes.

» Typeyour license key, as abtained in Section 2.1: “ Security Blanket Deployment Steps’, step #2.

LI CENSE CONFI GURATI ON : : .

R Ik kS S S S S S O O O O S S S S O S I kO

No |icense key found.

If this is a Standal one or Enterprise Edition
Consol e, you will need to enter a |icense key.

Enter the license key now? [y,n]: Yy

Pl ease enter a license key: <sanple key ABCl123def456CGHI 789=>
Security Bl anket Enterprise - License Registration Utility
Copyright (c) 2007-2010 Trusted Conputer Sol utions, Inc.

Al'l rights reserved.

Enterprise |license appears to be valid for this nachine.
Creating /var/lib/security-blanket/files/.sb _enterprise. dat
[var/lib/security-blanket/files/.sb enterprise.dat updated with enterprise |license.
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 If alicensekey exists, at theFound val id key for the Enterprise/ Standal one version, enter
license key? [y, n] prompt, typen for no.

a hew

LI CENSE CONFI GURATI ON : : .

Rk R Sk Sk S Sk R Sk O R O O S R R R Rk S kO kI ke Rk kR R

Found valid key for the Enterprise/ Standal one version, enter a new |icense key?
[y,n]: n

Note

If the following error appears, contact Customer Support to verify the license key:
Error: License does not appear valid on this machine, aborting.
Continue with the installation. Y ou can enter your license key later in the installation process.
10. Security Blanket Console configuration begins.
AttheBy what network name do the clients know the consol e? prompt, type the network address.

If the default network addressis automatically populated, press <Ent er > to accept the defaullt.

Note

This prompt does not appear if you areinstalling the Security Blanket Standalone edition. Skip to step #11.

CONSOLE CONFI GURATI ON : : .

EE R R R S I R R S R I R O S R S R S R O S R R R S S R R O S O S R S O S S O O

By what network nane do the clients know the consol e?

When communicating with clients, the consol e expects themto
respond to "l ocal host. | ocal donai n".

If clients are unable to reach this address, specify a different
one. O herw se, press [ENTER] to accept this as the default.

Use this address [l ocal host. | ocal donai n]: <Enter>

11. AttheHow wi ||l web browsers connect to this consol e? prompt, typethe port.

If the default port is automatically populated, press <Ent er > to accept the default.
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How wi || web browsers connect to this consol e?
By default, the console will listen on port "8443".

Consol e port [8443]:<Enter>

12. AttheOn what TCP port do you want to use for Tontat Managenent ? prompt, type the Tomcat server's
management port.

If the default port is automatically populated, press <Ent er > to accept the default.

On what TCP port do you want to use for Tontat Managenent ?

By default, the Tontat Server will listen on TCP port 8444 for

shut down and nmanagenent commands. This port MJST be different than any
ot her Tontat servers that nmay be running on this system

Tontat Server's Managenent port [8444]:<Enter>

13. AttheWhat Java JDK 1.6+ software do you want the console to use? prompt, type the directory in
which the JDK wasinstalled.

If the directory is automatically populated, press <Ent er > to accept the default.

What Java JDK 1.6+ software do you want the console to use?

Enter JAVA HOVE [/usr/lib/jvm java-1.6.0-openjdk-1.6.0.0]: <Enter>
- Updated /usr/sharel/security-bl anket/consol e/.profile
- JAVA HOVE=/usr/lib/jvm java-1.6.0-openjdk-1.6.0.0

14. AttheStart the Security Bl anket Consol e now? prompt, perform the following:
Atthe Shoul d sb-consol e start at boot? [y, n] prompt, typey for yes.

AttheStart the "sb-consol e" service now? [y, n] prompt, typey for yes.
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Start the Security Bl anket Consol e now?

Service sb-console is not configured to start at boot tine.
Shoul d sb-consol e start at boot? [y,n]: y
Start the 'sb-console' service now? [y,n]: y

Starting Security Bl anket Consol e:
You can manage this service yourself wth:
# [/ sbin/service sb-consol e stop
# [/ sbin/service sb-console start
# [/ sbin/service sb-consol e status

Console logs are in /var/lib/security-blanket/| ogs

15. Security Blanket Console registration with the dispatcher begins.

Note

This step does not apply if you are installing the Security Blanket Standalone edition. Skip to step #17.

AttheVWhat Enterprise Console would you like to register this client w th? prompt, typethe

console' s host address and TCP port.

If the address and port are automatically popul ated, press <Ent er > to accept the default.

REG STER LOCAL DI SPATCHER W TH CONSOLE : : .
EE R R S I b R R S b I R I R S I I R I R R S S I R I R S S I I I R S S S I I I I S
What Enterprise Console would you like to register this client with?
Consol e' s host address: <type consol e's host address>
Consol e's TCP port [8443]: <Enter>

16. AttheWhat shoul d the consol e know about this client? prompt, providethe following information:

19



Security Blanket Installation
and Configuration

What shoul d the consol e know about this client?
Client's descriptive nane [l ocal host.| ocal domai n]: <Enter>

Client's host address [l ocal host. | ocal domai n]: <Enter>
Client's TCP port [ 6443]: <Enter>

Client's | ocation . <Lab 4>

Client's contact : <SB User1>

Attenpting to register with https://| ocal host: 8443/ Securi tyBl anket/servi ces/
clientregi stration
Response for Consol e -> Registration Pendi ng
Renam ng /var/lib/security-blanket/files/certs/cacert.pemto /var/lib/security-
bl anket/fil es/certs/cacert.pem 20100412 125913
Witing SSL data to /var/lib/security-blanket/files/certs/cacert.pem
Renam ng /var/lib/security-blanket/files/certs/Di sp.pemto /var/lib/security-
bl anket/fil es/certs/ D sp. pem 20100412 125913
Witing SSL data to /var/lib/security-blanket/files/certs/D sp.pem
Locki ng passphrase. .
Renam ng /var/lib/security-blanket/files/certs/.sb_di spatcher_keystore.dat to
[var/lib/security-
bl anket/fil es/certs/.sb_di spat cher keystore.dat 20100412 125913
Witing SSL data to /var/lib/security-blanket/files/certs/.sb_di spatcher_keystore
. dat
Shutti ng down
CHECKING YOUR LI NUX ENVI RONVENT
- WARNING CentOS 5.4 has not been tested yet
- Running on CentCS 5.4 (i 686)
- en_US. utf8 | anguage support avail abl e.
- SELinux is disabled
- 'python' package (rpnm) is installed
- Python version 2.4.3 found
- Securlty Bl anket packages:
security-blanket is installed
security-blanket-license is installed
security-bl anket-nodules is installed
security-bl anket - nbdul es-nmini is NOT installed
security-bl anket -di spatcher is installed
security-bl anket-console is installed

NOTE: 1f you are troubl eshooting this installation, consider
using Security Blanket's built-in diagnostics nodul e
for a detailed analysis of this environnent.

# [usr/sbin/security-blanket -D

17. Dispatcher configuration begins.
AttheConfi gure the Di spatcher on this machine? [y, n] prompt, typey for yes.

Provide the following dispatcher information:
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DI SPATCHER CONFI GURATI ON : : .
RS I S bk O S S S I kS O R O S S
Configure the Dispatcher on this machine? [y,n]: y
How wi || the console to connect to this dispatcher?

The Dispatcher normally |istens on port 6443 for
connections fromthe consol e.

Di spatcher port [6443]: <Enter>
Start the Security Bl anket Di spatcher now?
Servi ce sb-dispatcher is not configured to start at boot tine.
Shoul d sb-di spatcher start at boot? [y,n]: y
Start the 'sb-dispatcher' service now? [y,n]: y
Starting /sbin/SB D spatcher:
You can manage this service yourself wth:
# [/ sbin/service sb-di spatcher stop
# [/ sbin/service sb-di spatcher start

# [/ sbin/service sb-di spatcher status

Di spatcher log is /var/| og/security-bl anket-di spatcher.| og

18. Server time configuration begins.

Thisstep isoptional, but strongly recommended. Network Time Protocol (NTP) configuration has no impact on Security Blanket's
functionality.

This daemon keeps the system’ s clock synchronized. Accurate timeis critical to the logging process and correlating events.
AttheWwul d you like to configure NTP now? [y, n] prompt, typey for yes.

Type the address or network name of your time server.
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SYNCHRONI ZE SERVER TI ME : : .
RS I S bk O S S S I kS O R O S S
The 'ntpd'" service is not running. NTP will synchronize
this server's clock with another. In an enterprise,
it is critical that systemcl ocks are synchroni zed for
ef fective | ogging and correl ati ng events.

Wul d you like to configure NTP now? [y,n]: Yy

What's the address of the server you'd |like to synchronize

this server's tinme wth? Port xxx on the renote server

nmust be accessible fromthis server.

Address (or network name) of your tinme server: <type the address or network nane
of your time server>

Copi ed /etc/ntp.conf --> /[etc/ntp.conf-preSB Setup

You can execute '/usr/sbin/ntpg -p' in a few m nutes
to see if your clocks are being synchroni zed.

[root @ocal host Security_ Bl anket-4.0.2-r9499]#

19. The Security Blanket Consoleis now installed and configured.
Proceed to Section 3.2: “Installing the Client” to install and configure a client.
OR

Proceed to Section 4.1: “Launching the Application and Logging In” to log into Security Blanket.

3.2. Installing the Client

I mportant

The Security Blanket Console must be installed and running prior to installing the client.

Note
This section does not apply if you are installing the Security Blanket Standal one Edition.
Toinstal the client:

1. Atthelnstall the graphical consol e package? [y, n] prompt, typen for no.
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4.

Wuld you like to register this client with a console? [y,n]: vy

REA STER CLI ENT W TH CONSCLE : : .

Rk R Sk Sk S Sk R Sk O R O O S R R R Rk S kO kI ke Rk kR R

What Enterprise Console would you like to register this client with?

Consol e' s host address: <type |IP address>
Consol e's TCP port [8443]: <Enter>

What shoul d the consol e know about this client?

Client's descriptive nane [l ocal host.| ocal domai n]: <Enter>

Client's host address [l ocal host. | ocal domai n]: <Enter>
Client's TCP port [ 6443]: <Enter>

Client's location . <Herndon, VA>

Client's contact . <user @rust edcs. conp

Attenpting to register with https://| ocal host: 8443/ Securi tyBl anket/servi ces/
clientregi stration

Response for Consol e -> Registration Pendi ng

Renam ng /var/lib/security-blanket/files/certs/cacert.pemto /var/lib/security-

bl anket/fil es/certs/cacert.pem 20100412 125913

Witing SSL data to /var/lib/security-blanket/files/certs/cacert.pem

Renam ng /var/lib/security-blanket/files/certs/Di sp.pemto /var/lib/security-

bl anket/fil es/certs/ D sp. pem 20100412 125913

Witing SSL data to /var/lib/security-blanket/files/certs/D sp.pem

Locki ng passphrase. .

Renam ng /var/lib/security-blanket/files/certs/.sb_di spatcher_keystore.dat to
[var/lib/security-blanket/files/certs/.sb_dispatcher_keystore.dat 20100412 125913
Witing SSL data to /var/lib/security-blanket/files/certs/.sb_di spatcher_keystore
. dat

Shutti ng down

AttheWwpul d you like to configure and start Security Bl anket now? [y, n] prompt, typey for yes.
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Wul d you like to configure and start Security Bl anket now? [y,n]: vy
CHECKI NG YOUR LI NUX ENVI RONVENT

- Running on CentCS 5.4 (i 686)

- en_US. utf8 | anguage support avail abl e.

- SELinux is disabled

- 'python' package (rpm) is installed

- Python version 2.4.3 found

- Security Bl anket packages:

: security-blanket is installed
security-blanket-license is installed
security-bl anket-nodules is installed
security-bl anket - nbdul es-nmini is NOT installed
security-bl anket -di spatcher is installed
security-bl anket-console is NOT installed

NOTE: 1f you are troubl eshooting this installation, consider
using Security Blanket's built-in diagnostics nodul e
for a detailed analysis of this environnent.

# [usr/sbin/security-blanket -D

5. Dispatcher configuration begins.
AttheConfi gure the Di spatcher on this machine? [y, n] prompt, typey for yes.

Provide the following dispatcher information:
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DI SPATCHER CONFI GURATI ON : : .
RS I S bk O S S S I kS O R O S S
Configure the Dispatcher on this machine? [y,n]: y
How wi || the consol e connect to this dispatcher?

The Dispatcher normally |istens on port 6443 for
connections fromthe consol e.

Di spatcher port [6443]: <Enter>
Start the Security Bl anket Di spatcher now?
Servi ce sb-dispatcher is not configured to start at boot tine.
Shoul d sb-di spatcher start at boot? [y,n]: y
Start the 'sb-dispatcher' service now? [y,n]: y
Starting /sbin/SB D spatcher:
You can manage this service yourself wth:
# [/ sbin/service sb-di spatcher stop
# [/ sbin/service sb-di spatcher start

# [/ sbin/service sb-di spatcher status

Di spatcher log is /var/| og/security-bl anket-di spatcher.| og

Server time configuration begins.

Thisstep isoptional, but strongly recommended. Network Time Protocol (NTP) configuration has no impact on Security Blanket's
functionality.

This daemon keeps the system’ s clock synchronized. Accurate timeis critical to the logging process and correlating events.
AttheWwul d you like to configure NTP now? [y, n] prompt, typey for yes.

Type the address or network name of your time server.
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SYNCHRONI ZE SERVER TI ME : : .
EE R I R I S I b R b S b I R S I S I I R I R I S I S I R I R I S I S I I I R S S I I S
The 'ntpd" service is not running. NTP will synchronize
this server's clock with another. In an enterprise,
it is critical that systemcl ocks are synchroni zed for
ef fective | ogging and correl ati ng events.

Wul d you like to configure NTP now? [y,n]: vy

What's the address of the server you'd |like to synchronize

this server's time with? Port xxx on the renote server

nmust be accessible fromthis server.

Address (or network name) of your tinme server: <type the address or network nane
of your tinme server>

Copi ed /etc/ntp.conf --> [etc/ntp.conf-preSB Setup

You can execute '/usr/shin/ntpg -p' in a few m nutes
to see if your clocks are being synchroni zed.

[root @ocal host Security Bl anket-4.0.2-r9499]#

If the server was previously synchronized during the Security Blanket Console installation, the following text appears:

SYNCHRONI ZE SERVER TI ME : :.

EE R R R I R R R I I R O S R S O S R R O S R R S S R R R O S S R S O S S O

Good, the 'ntpd' service is already running.

[root @ocal host Security Bl anket-4.0.2-r9499]#

7. Theclient isnow installed and configured.

Proceed to Section 4.1: “Launching the Application and Logging In” to log into Security Blanket.
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Chapter 4. Security Blanket Basics

This chapter describes basic Security Blanket functions, such as launching the application, logging in, logging out, and graphical user

interface (GUI) elements.

4.1. Launching the Application and Logging In

To launch and log into the Security Blanket application:

1

From a computer that has web access, invoke a browser and use one of the following addresses to access the system depending

on your Security Blanket edition:

Security Blanket Enterprise Edition: ht t ps: / / <host nane>: 8443/ Securi t yBl anket

Security Blanket Standalone: ht t ps: // <l ocal host >: 8443/ Securi t yBl anket

Note

Refer to Section 2.3: “Recommended Web Browsers’ for alist of recommended web browsers.

The Security Blanket Console displays (Figure 4.1).

Figure4.1. Security Blanket Console
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Note

The Warning banner can be disabled by removing the /usr/share/security-blanket/cfg/
Consol eVar ni ngBanner . t xt file. The banner can also be modified using standard HTML if your organization

requires a specific application level login banner.
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Figure 4.3. Dashboard (Home Page) - Enterprise Edition
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