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Chapter 1. Audit Group
1.1. Enable the Audit Subsystem

Module Description. Enables the audit subsystem to record security-relevant events occurring on your system. This information is
critical to understanding security breaches or vulnerabilities. Once auditing is enabled, it is recommended that you periodically review
the audit logs.

Tip. The audit rules configuration determines how many eventswill be recorded by the audit subsystem. The audit rules configuration
needs to carefully balance the number of events recorded against system performance needs. An overload of event records can occur
and substantially reduce system performance.

(O] Packages or Config File Service Name or parameter
Fedora™ 10 & 11
Red Hat® Enterprise Linux®4

- - audit auditd
Red Hat Enterprise Linux 5
SUSE 11
Solaris™ 10 (Global Zone Only)|/ et ¢/ syst em set c2audit:audit_load =1

When this module is applied to Solaris systems, the bsmconv(1M) utility is used.
Compliancy

DoD JAFAN 6/3 (Oct 2004)
. 4B.1b(2)a
. 4B.2b(B)a

. 4B.3b(8)a

DoD NISPOM (Feb 2006)

» 8.303a- Unique Identification

» 8.602al - Automated Audit Trail Creation
CIA DCID 6/3 (May 2000)

« 4B.1b(2a

. 4B.2.b(5)a

. 4B.3b(8)a

NIST FISMA (SP 800-53)

» AU-1- Audit and Accountability Policy and Procedures

e AU-4 - Audit Storage Capacity
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PCI DSS (1.1)

e 10.2 - Implement automated audit trails for all system components
CISRHEL5(1.1.2)

* 11.1 - Configure and enable the auditd and sysstat services, if possible
DISA UNIX STIG (5R1.22)

» GENO002660 - Configure and Implement Auditing

ClS Solaris 10 (4.0)

e 4.9 - Enable Kernel Level Auditing

NVD CCE (None)

» CCE-4292-9

» CCE-4675-5

FERC CIP (Jan 2007)

» CIP-007-1-R5.1.2

CAG 20 Critical Security Controls(2.1)

» CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs

* CC-11 - Account Monitoring and Control

1.2. Audit Log Rotation

Module Description. Controls audit log rotation. It is recommended that you rotate the audit logs daily.

Tip. With daily rotation the logs can be compressed more often to help reduce the storage requirements. It is recommended that you
create a process that ensures the audit logs are transferred to a secure location. For example, use an isolated server or offline physical
mediasuch astapesor DV Ds. Thetypeof information your system processesand your business requirementswill determinethe necessary

retention period and help to define the "secure location."

oS Config File Setting

Fedora 10 /var/log/audit/audit.log {

& 11 daily

Red Hat rotate 14

Enterprise conpress

Linux 4 _ noti fenpty
/etc/logrotate.d/ audit m ssi ngok

Red Hat postrotate

Enterprise / shin/service auditd \

Linux 5 restart 1>/dev/null 2>& || true

SUSE 11 endscri pt

Solaris10 |Root's crontab
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* CCE-4610-2

» CCE-4679-7

CIA DCID 6/3 (May 2000)
. 4B.1b2)(a)

. 4B.1.b(2)(d)(1)

. 4B.1b(2)(0)(2)

. 4B.1b2)(d)(3)

NIST FISMA (SP 800-53)

* AU-2- Auditable Events

» AU-3 - Content of Audit Records

* AU-8- Time Stamps

» AU-10 - Non-repudiation

PCI DSS (1.1)

» 10.2.2 - Audit Events: All actions taken by any individual with root or administrative privileges
* 10.2.3 - Audit Events: Accessto all audit trails

» 10.2.7 - Audit Events: Creation and deletion of system-level objects.
+ 10.3.1 - Audit Events: User identification

* 10.3.2 - Audit Events: Type of event

* 10.3.3 - Audit Events: Date and time

* 10.3.4 - Audit Events: Success or failure indication

» 10.3.5- Audit Events: Origination of event

» 10.3.6 - Audit Events: Identity or name of affected data, system component

CISRHEL5 (1.1.2)

e 11.1 - Configure and enable the auditd and sysstat services, if possible

DISA UNIX STIG (5R1.22)

e GENO002720 - Audit Failed File and Program Access Attempts

» GENO002740 - Audit File and Program Deletion

» GENO002760 - Audit Administrative, Privileged, and Security Actions

» GENO002800 - Audit Login, Logout, and Session Initiation
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« 4B.1b2)(d)2)
. 4B.1b2)(d)(3)

NIST FISMA (SP 800-53)

* AU-2- Auditable Events

» AU-3 - Content of Audit Records

* AU-8- Time Stamps

* AU-10 - Non-repudiation

PCI DSS(1.1)

* 10.2.2 - Audit Events: All actions taken by any individual with root or administrative privileges
+ 10.2.3 - Audit Events: Accessto all audit trails

» 10.2.7 - Audit Events: Creation and deletion of system-level abjects.
+ 10.3.1 - Audit Events: User identification

* 10.3.2 - Audit Events: Type of event

* 10.3.3 - Audit Events: Date and time

+ 10.3.4 - Audit Events: Success or failure indication

» 10.3.5- Audit Events: Origination of event

10.3.6 - Audit Events: Identity or name of affected data, system component
DISA UNIX STIG (5R1.22)

» GENO002720 - Audit Failed File and Program Access Attempts

» GENO002740 - Audit File and Program Deletion

GENO002760 - Audit Administrative, Privileged, and Security Actions

GENO002800 - Audit Login, Logout, and Session Initiation

GENO002820 - Audit Discretionary Access Control Permission Modifications

DoD NISPOM (Feb 2006)

» 8.303a- Unique Identification

+ 8.602al - Automated Audit Trail Creation

» 8.602d1 - Audit 4 Requirements

CAG 20 Critical Security Controls(2.1)

* CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs
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e CC-11 - Account Monitoring and Control

1.5. System Accounting

Module Description. Enables system accounting to gather system usage such as CPU utilization and Disk 1/0.

Tip. It is recommended that you apply this module and routinely analyze the system's operating behavior to determine a baseline.
Spikesin activity could expose potentially malicious or abnormal activity.

(O] Package Service Name

Fedora10 &
11

Red Hat

Enterprise
Linux 4

Red Hat
Enterprise
Linux 5

Sysstat sysstat

SUSE 11 sysstat boot.sysstat

Package: SUNWaccu

Sys crontab:

Solaris 10 svc:/system/sar:default
0,20,40 * * * * [usr/lib/salsal

45 23 * * * [fusr/lib/sa/sa2 -s 0:00 -e 23:59 -i \
1200 - A

Compliancy

NVD CCE (None)

« CCE-4075-8

CISSUSE (2.0

e 1.4 - Enable System Accounting

CAG 20 Critical Security Controls (2.1)

* CC-11 - Account Monitoring and Control

CISRHEL5(1.1.2)

* 11.1 - Configure and enable the auditd and sysstat services, if possible

e 2.4 - Enable System Accounting

1.6. Cron Logging

Module Description. Configures cron(8) logging so that cron-related logging information is sent to / var / | og/ cr on, which is
readable only by the superuser.
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Tip. It is recommended that you review and archive/ var /| og/ cr on on aregular basis. Cron logging is enabled by default, so
enabling this module should not impact normal operations.

(O] Config File Setting
Fedora 10
& 11 [ etc/rsysl og. conf
Red Hat
Enterprise
Linux 4 cron.* [var/log/cron
/ et c/ sysl og. conf
Red Hat
Enterprise
Linux 5
Solaris10 |/ et c/ defaul t/cron CRONLOG=yes
filter f_cron { facility(cron); };
/ et c/ sysl og- ng/ sysl og- destination cron { file("/var/log/cron"); };
SUSE 11 Lo )
ng. conf log { source(src); filter(f_cron); \
destination(cron); };

NOTE: The Solarislocation for cron loggingis/ var/ cron/ | og.
Compliancy

CIS Solaris 10 (4.0)
* 4.7 - Enable cron Logging
DoD NISPOM (Feb 2006)

e 8.602al - Automated Audit Trail Creation

CAG 20 Critical Security Controls(2.1)

» CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs
DISA UNIX STIG (5R1.22)
» GENO003160 - Cron Logging

NIST FISMA (SP 800-53)
* AU-2 - Auditable Events

» AU-3 - Content of Audit Records

1.7. Enable Vsftpd Additional Logging

M odule Description. Configures Vsftpd daemon to log all FTP requests and responses.

Tip. Itisrecommended that you apply thismodule. If Vsftpd serviceisnot installed or configured, then thismodulewill exit. However,
if Vsftpdisinstalled it is recommended that you routinely review the audit logs produced by this service
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(OF Config File Settings

Fedora10 & 11

Red Hat Enterprise Linux
4 letc/vsftpd/vsftpd.conf and/or /etc/ |xferlog_std_format YES

Red Hat Enterprise Linux |Vsf t pd. conf | og_ftp_protocol = YES
5

SUSE 11

Solaris 10 Not part of the standard Solaris distribution.

Compliancy

DoD NISPOM (Feb 2006)

» 8.602al - Automated Audit Trail Creation

CAG 20 Critical Security Controls(2.1)

* CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs
CISRHEL5(1.1.2)

* 6.2- Turn On Additional Logging For FTP Daemon

DISA UNIX STIG (5R1.22)

» GENO004980 - FTP Daemon Logging

NIST FISMA (SP 800-53)
¢ AC-17 - Remote Access
* AU-2 - Auditable Events

* AU-3 - Content of Audit Records

1.8. Secure Authpriv Logging

M odule Description. Secures authpriv logging so that security-related logging information is sent to / var / | og/ secur e, which
is readable only by the superuser.

Tip. It isrecommended that you review and archive/ var / | og/ secur e on aregular basis.

oS Config File Setting

Fedora 10
& 11

Red Hat
Enterprise
Linux 4

Red Hat
Enterprise
Linux 5

[ etc/rsysl og. conf

authpriv.* [var/log/secure

/ et c/ sysl og. conf
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(ONS) Config File Setting
Solaris10 |/ et ¢/ sysl og. conf auth.info [ var/ | og/ aut hl og
filter f_auth { facility(auth,authpriv); };
/ et c/ sysl og- ng/ sysl og- destination d _auth { file("/var/log/secure"); };
SUSE 11 .o )
ng. conf |l og { source(src); filter(f_auth); \

destination(d_auth); };

The module will put the appropriate TAB characters between the parameters
Compliancy

DoD NISPOM (Feb 2006)
» 8.303a- Unique Identification

» 8.602al - Automated Audit Trail Creation

CAG 20 Critical Security Controls(2.1)
e CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs
* CC-8- Controlled Use of Administrative Privileges

* CC-11 - Account Monitoring and Control

CISRHEL5 (1.1.2)

e 6.1 - Capture Messages Sent To sydog AUTHPRIV Facility

DISA UNIX STIG (5R1.22)
» GENO001060 - Log Root Access Attempts
» GENO003660 - Authentication Data L ogging

» GENO006600 - Access Control Program Logging

NIST FISMA (SP 800-53)
* AU-2 - Auditable Events

* AU-3 - Content of Audit Records

10



Chapter 2. Password Policy Group

2.1. Maximum Time Between Password Changes

Module Description. Controls the maximum allowed time period between password changes.

NOTE:

This module does not change the current settings on existing, active user accounts. The parameter this module sets applies to
newly created local user accounts.

Tip. Thisis a standard security practice that should have no impact on daily operation. Change the password of each password-
protected account routinely. One to three months is a reasonable amount of time, which also limits the time frame in which a password
can be shared.

(O] Configfile Settings
Fedoral10 & 11
Red Hat Enterprise Linux

4 /etc/login.defs
- - PASS_MAX_DAYS
Red Hat Enterprise Linux -~
5
SUSE 11
Solaris 10 / etc/ defaul t/passwd MAXWVEEKS

Compliancy

DoD JAFAN 6/3 (Oct 2004)

. 4.B.1b(3)(e)
CIA DCID 6/3 (May 2000)

. 4B.1b(3)(e)

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management
CISRHEL5(1.1.2)

e 9.3 - Set Account Expiration Parameters On Active Accounts

DISA UNIX STIG (5 R1.22)
» GENO000700 - Password Change Every 60 Days

« GENO000820 - Global Password Configuration Files

11
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DoD NISPOM (Feb 2006)

» 8.303i - Protection of Individual Passwords

FERC CIP (Jan 2007)

e CIP-007-1-R5.3.3 - Passwords shall be changed at least annually

CAG 20 Critical Security Controls(2.1)

e CC-8- Controlled Use of Administrative Privileges

PCI DSS (Jan 2007)

* 859

2.2. Password Policy Length Minimum

M odule Description. Controls the minimum length of the user password. This module sets the parameter in the | ogi n. def s(5)
configuration file (which is used by many older commands). It also sets the parameter for the system's pluggabl e authentication module
(PAM), which uses various libraries such aspam cr ackl i b( 8) . This alters the minimum default length that pam cr ackl i b( 8)
uses to determination satisfactory passwords.

On Solaris systems, this module sets the PASSLENGTH parameter inthe/ et ¢/ def aul t / passwd file.

Tip. Ingeneral, longer passwords are lessvulnerable to brute force attacks than short passwords. Thisis dependent on the enforcement
of astrong password policy. It is recommended that you apply this module, along with other password policy controls.

(OF Config file Settings
Fedoral0 & 11
Red Hat Enterprise |/ et ¢/ | ogi n. def s Inthel ogi n. def s file, set PASS M N_LENGTH.
Linux 4 /et ¢/ pam d/ svst em aut h Inthesyst em aut h file, check any passwor d lines using the
Red Hat Enterprise P y pam crackl i b. solibrary. If found, settheni nl en parameter.
Linux 5
Solaris 10 / et c/ defaul t/passwd PASSLENGTH
The pam-config -a --cracklib-minlen=X command is used to set
SUSE 11 / et ¢/ pam d/ cormmon- password the parameter and the -q option is used to query. If cracklib is not
disabled, this module will disable pwcheck and enable cracklib.
Compliancy

DoD NISPOM (Feb 2006)

» 8.303i - Protection of Individual Passwords

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

CISRHEL5 (1.1.2)

e 9.3 - Set Account Expiration Parameters On Active Accounts

12
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e 11.4 - Utilize PAM to Enforce Userl D password complexity

DISA UNIX STIG (5R1.22)

» GENO0O00580 - Password Length

CIS Solaris 10 (4.0)

» 7.4 - Set Strong Password Creation Policies
FERC CIP (Jan 2007)

» CIP-007-1-R5.3.1 - Passwords shall be aminimum of six characters

CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges

2.3. Limit Password Reuse

Module Description. Limits the number of times a password can be reused. Requiring users to change passwords on aroutine basis
is only effective when the use of previous passwords is disallowed. This module enables limitations on password reuse. It restricts users
from selecting one of their previous five passwords whenever they attempt to make password changes.

Tip. Limiting the number of previous passwords that the system remembers prevents users always using same password.

oS Config file Settings
Fedora10 & 11
Red Hat Enterprise

Ensure that password lines using pam uni X. so has

Linux 4 [ etc/ pam d/ system auth r emenber =X
Red Hat Enterprise
Linux 5
Solaris 10 / et c/ def aul t/ passwd H STORY=X
The pam-config -a --pwhistory-remember=X command is used
SUSE 11 / et ¢/ pam d/ conmon- passwor d to set the parameter and the -q option is used to query. If pwhistory

is not disabled, this module will enable it.

Compliancy

DoD JAFAN 6/3 (Oct 2004)

« 4.B.3.3(9)(f)

CAG 20 Critical Security Controls (2.1)

e CC-8- Controlled Use of Administrative Privileges

DISA UNIX STIG (5R1.22)

» GENO00080O - Password Reuse

13
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2.4. No Empty Passwords

Module Description. Prevents user accounts from having empty password fields. If a user account has an empty password field,
then that account can be used to log in without entering a password. Therefore, it is recommended that you lock local user accounts

that have empty password fields.

Tip. If direct login access to the account is not required, then it is recommended that you lock the account. Many applications such
as Apache set the effective user ID to a non-privileged account such as"daemon." Locking the account does not prevent the application

from functioning normally.

(O] Configfile Settings

Fedoral0 & 11

Red Hat Enterprise

Linux 4 /' etc/ pam d/ systemaut h Ensure that auth lines using pam uni x*. so do not have
Red Hat Enterprise nul | ok set.

Linux 5

SUSE 11 / et ¢/ pam d/ comon- aut h

Compliancy

NIST FISMA (SP 800-53)
* AC-3- Access Enforcement

e |A-2 - User Identification and Authentication

CISRHEL5 (1.1.2)

e 9.2 - Verify That There Are No Accounts With Empty Password Fields

DISA UNIX STIG (5 R1.22)

» GENO000560 - Password Protect Enabled Accounts

DoD NISPOM (Feb 2006)
e 8.303b - Authentication at Login
» 8.303i - Protection of Individual Passwords

» 8.607e - Identification and Authentication 5 Requirements

FERC CIP (Jan 2007)

* CIP-007-1-R5.3.1 - Passwords shall be aminimum of six characters

CIS SUSE (2.0)
» 8.2-Verify That There Are No Accounts With Empty Password Fields

CAG 20 Critical Security Controls(2.1)

e CC-8- Controlled Use of Administrative Privileges

14
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2.5. Minimum Delay Between Password Changes

M odule Description. Controls the minimum amount of time that must pass before users can change their passwords.

NOTE:

This module does not change the current settings on active user accounts. The parameter this module sets appliesto newly created
local user accounts.

Tip. Setting the minimum delay between password changes to less than one day allows users to change their password as many times
as necessary so that they can return to using their original password. This security setting does not affect daily system operation but it
does require careful consideration of itsimpact on system usability.

(O] Configfile Settings
Fedoral0 & 11
Red Hat Enterprise Linux

4 /etc/login.defs PASS M N_DAYS
Red Hat Enterprise Linux

5

Solaris 10 [ etc/ defaul t/passwd M NVEEKS
Compliancy

CISRHEL4 (1.0.5)

» 8.3 - Set Account Expiration Parameters On Active Accounts

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

CISRHEL5(1.1.2)

* 9.3 - Set Account Expiration Parameters On Active Accounts

DISA UNIX STIG (5R1.22)

» GENO000540 - Password Change 24 Hours

» GENO000820 - Global Password Configuration Files

CIS Solaris 10 (4.0)

e 7.3 - Set Password Expiration Parameters on Active Accounts
CAG 20 Critical Security Controls(2.1)

e CC-8- Controlled Use of Administrative Privileges

15
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2.6. Password Policy Lowercase Minimum

Module Description. Requires that new user-created passwords have at |east one lowercase character.

Tip. Each password policy module sets a small portion of the overall security objective for passwords. The objective is to establish
passwords that cannot be easily guessed. Thisis done through password policy settings that guide users to create passwords that are not
ordinary words, but instead are a mix of alphanumeric characters that are easy to remember.

(OF Config file Settings
Fedoral0 & 11
Red Hat Enterprise Linux Check for password lines using the
4 [ etc/ pam d/ system auth pam cracklib.so library. If found, set the
Red Hat Enterprise Linux I credit parameter.
5
Solaris 10 [ etc/ defaul t/passwd M NLONER
The pam-config -a --cracklib-lcredit=X command
i is used to set the parameter and the -q option is used
SUSELL /'etc/ pam d/ comon- passwor d to query. If cracklib is not disabled, this module will
disable pwcheck and enable cracklib.
Compliancy

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

CISRHEL5(1.1.2)

» 9.3 - Set Account Expiration Parameters On Active Accounts
DISA UNIX STIG (5R1.22)

» GENO0O00600 - Password Character Mix (Mixed case)

DoD NISPOM (Feb 2006)

» 8.303i - Protection of Individual Passwords

FERC CIP (Jan 2007)

» CIP-007-1-R5.3.2 - Passwords shall consist of a combination of alpha, numeric, and special characters

CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges

2.7. Password Policy Numeric Minimum

Module Description. Controls the minimum number of numeric characters in a user password. The default is at least 2 numeric
characters, and this parameter cannot be changed.
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Tip. Requiring passwords to have at least two numeric characters makes them more complex. This increases the time required for a
brute force attack to succeed, and in turn decreases the potential for a successful attack.

(O] Configfile Settings
Fedoral0 & 11
Red Hat Enterprise Linux Check for password lines using the
4 / etc/ pam d/ syst em aut h pam cracklib.so library. If found, set the
Red Hat Enterprise Linux deredi t parameter.
5
Solaris 10 / etc/ defaul t/ passwd MNDIA T
The pam-config -a --cracklib-dcredit=X command
i is used to set the parameter and the -q option is used
SUSE 11 /'etc/ pam d/ common- passwor d to query. If cracklib is not disabled, this module will
disable pwcheck and enable cracklib.

Compliancy

DoD NISPOM (Feb 2006)

* 8.303i - Protection of Individual Passwords

FERC CIP (Jan 2007)

» CIP-007-1-R5.3.2 - Passwords shall consist of a combination of alpha, numeric, and special characters
CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges

DISA UNIX STIG (5R1.22)

« GEN000620 - Password Character Mix (Digits)

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

2.8. Password Policy Special Characters

Module Description. Controls the minimum number of special characters in a user password. The default is at least 2 specia
characters, and this parameter cannot be changed.

Tip. Ingeneral, long and complex passwords make the system less vulnerabl e to brute force attacks. By requiring that passwords have
at least two special characters the password becomes more complex. Thisincreases the time required for abrute force attack to succeed,
and in turn decreases the potential for a successful attack.

(OFS) Configfile Settings

Fedora10 & 11 Check for password lines wusing the
Red Hat Enterprise Linux |/ et ¢/ pam d/ syst em aut h pam cracklib.so library. If found, set the
4 ocredi t parameter.
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(OF Config file Settings

Red Hat Enterprise Linux

5

Solaris 10 / etc/ def aul t/ passwd M NSPEC!I AL

The pam-config -a --cracklib-ocredit=X command
is used to set the parameter and the -q option is used
to query. If cracklib is not disabled, this module will
disable pwcheck and enable cracklib.

SUSE 11 / et ¢/ pam d/ cormon- password

Compliancy

DoD NISPOM (Feb 2006)

* 8.303i - Protection of Individual Passwords

FERC CIP (Jan 2007)

» CIP-007-1-R5.3.2 - Passwords shall consist of a combination of alpha, numeric, and special characters
CAG 20 Critical Security Controls(2.1)

e CC-8- Controlled Use of Administrative Privileges

DISA UNIX STIG (5R1.22)

» GENO000640 - Password Character Mix (Special)

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

2.9. Password Policy Uppercase Minimum

Module Description. Requires that passwords chosen by users have at |east one uppercase character.

Tip. In general, long and complex passwords make the system less vulnerable to brute force attacks. Passwords with at least two
uppercase characters are more complex. This increases the time required for a brute force attack to succeed, and in turn decreases the
potential for a successful attack.

(O] Configfile Settings
Fedoral0 & 11
Red Hat Enterprise Linux Check for password lines using the
4 / et c/ pam d/ system aut h pam cracklib.so library. If found, set the
Red Hat Enterprise Linux ucredi t parameter.
5
Solaris 10 / et c/ def aul t/ passwd M NUPPER
The pam-config -a --cracklib-ucredit=X command
i is used to set the parameter and the -q option is used
SUSE 11 /'etc/ pam d/ common- passwor d to query. If cracklib is not disabled, this module will
disable pwcheck and enable cracklib.
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Compliancy

DoD NISPOM (Feb 2006)

* 8.303i - Protection of Individual Passwords

FERC CIP (Jan 2007)

» CIP-007-1-R5.3.2 - Passwords shall consist of a combination of alpha, numeric, and specia characters
CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges

DISA UNIX STIG (5R1.22)

» GENO000600 - Password Character Mix (Mixed case)

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

2.10. No Plus Entries in Password Files

Module Description. Removes any "+" characters from local identification and authentication (IA) repositories. passwd, shadow,
and group files.

Tip. The"+" character is used to include Network Information Service (NIS) maps into local |A mechanisms. If you do not use NIS,
then do not use the "+" character because it poses a security risk.

Compliancy

CISSUSE (2.0)

» 8.4 - Verify No Legacy '+' Entries Exist In passwd, shadow, And group Files
CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges

CISRHEL5(1.1.2)

» 9.4 - Verify No Legacy '+' Entries Exist In passwd, shadow, And group Files

DISA UNIX STIG (5R1.22)

» GENO001980 - Plus (+) in Access Control Files

2.11. Password Expiration Warning

M odule Description. Controlswhen users receive warnings of password expiration. Y ou can set the number of days before password
expiration when the user starts receiving warnings. Warnings are sent to the user starting on the date of the expiration warning. This
module has an adjustable parameter. The default parameter is 28 (days). The minimum acceptable parameter is 1.
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NOTE:

This module does not change the current settings on existing, active user accounts. The parameter this module sets applies to
newly created local user accounts.

Tip. This module should have no impact on daily operation. The user only receives warning messages according to the date of the
expiration warning.

Compliancy

CISRHEL4 (1.0.5)

e 8.3 - Set Account Expiration Parameters On Active Accounts
CIS Solaris 10 (4.0)

» 7.3 - Set Password Expiration Parameters on Active Accounts
CAG 20 Critical Security Controls(2.1)

e CC-8- Controlled Use of Administrative Privileges
CISRHEL5(1.1.2)

* 9.3 - Set Account Expiration Parameters On Active Accounts
NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

* |A-6 - Authenticator Feedback

2.12. Set Password Aging on Active Accounts

Module Description. Setsal active accounts (except system accounts) to force password changes every MAX days, and then prevents
password changesfor M N daysthereafter. Users begin receiving warnings WARN days before their password expires. Once the password
expires, the account islocked after | NACT days. The option value you provide to this module must be four integersin acomma separated
list: M N, MAX, WARN, | NACT. The default and recommended values are: 7,90,28,7

Tip. Setspassword aging on non-system accountsthat are not already |ocked and have aging parametersthat do not match the specified
values.

Compliancy
CISRHEL4 (1.0.5)
» 8.3 - Set Account Expiration Parameters On Active Accounts

DoD JAFAN 6/3 (Oct 2004)

* 4B.1.b(3)(e)
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. 4B.3.a9)(e)
CIA DCID 6/3 (May 2000)

. 4B.1b(3)(e)

NIST FISMA (SP 800-53)

* |A-5 - Authenticator Management

CISRHEL5(1.1.2)

e 9.3 - Set Account Expiration Parameters On Active Accounts
DISA UNIX STIG (5R1.22)

» GENO000540 - Password Change 24 Hours

» GENO000700 - Password Change Every 60 Days

CIS Solaris 10 (4.0)

e 7.3 - Set Password Expiration Parameters on Active Accounts
CIS SUSE (2.0)

» 8.3 - Set Account Expiration and Password Parameters On Active Accounts
CAG 20 Critical Security Controls(2.1)

» CC-8- Controlled Use of Administrative Privileges

e CC-11 - Account Monitoring and Control
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Chapter 3. User Account Protections Group

3.1. Default umask

Module Description. Sets the default unmask so that newly created files or directories are only accessible by the user who created
them.

Tip. If other users require access to files or directories you can manually change the permissions. If this creates problems for
applications that must share files, then modify the application account's personal shell resource files to a less restrictive unmask. It is
recommended that this only be done on a case-by-case basis and that al changes are well documented.

(O] Shell Resource Script Setting
Fedoral10 & 11
Red Hat Enterprise Linux

letc/profile
letc/.login

4
/ et c/ bashrc
Red Hat Enterprise Linux|/ et ¢/ csh. | ogi n umask 077
5
/etc/profile
Solaris 10 /etc/.login

letc/default/login UMASK=077

Compliancy

CIS SUSE (2.0)

e 8.10 - Set Default umask For Users

CISRHELS5 (1.1.2)

* 9.9 - Set Default umask For Users

DISA UNIX STIG (5R1.22)

» GENO002560 - Default umask

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

3.2. Block System Accounts

Module Description. Setsthe shellsfor these accountsto/ sbi n/ nol ogi n becauseit is not avalid login shell and the system will
not operate properly if an attacker successfully replaces it with a copy of avalid shell.

Tip. You can make non-user system accounts less useful to an attacker by setting the shell to a shell that does not appear in/ et ¢/
shel | s.
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Compliancy

NIST FISMA (SP 800-53)

* AC-2 - Account Management

PCI DSS (1.1)

» 2.1- Do not use vendor-supplied defaults for system passwords and other security parameters
CISRHEL5(1.1.2)

* 9.1- Block Login of System Accounts

DISA UNIX STIG (5R1.22)

» GENO002640 - Disabled Default System Accounts

FERC CIP (Jan 2007)

» CIP-005-1-R4.4 - Review of controls for default accounts, passwords, and network management community strings

e CIP-007-1-R5.2.1 - Remove, disable, or rename factory default accounts

CISSUSE (2.0
e 8.1- Block System Accounts
CAG 20 Critical Security Controls(2.1)

e CC-8- Controlled Use of Administrative Privileges

* CC-11 - Account Monitoring and Control

3.3. Expired Password Invalidation

M odule Description. Sets the inactivity interval to seven days. The account islocked if there is no activity on the account for seven
days after the account's password expires. Once locked, the account cannot be used until an administrator unlocks it. This prevents old
accounts from being used by an attacker.

Tip. If auser's password expires, it is recommended that you apply this module to lock the user's account after a period of inactivity.

oS Accounts Command
Fedora10 & 11

Red Hat
Enterprise Linux
4 UIDs>= 500 /usr/bin/chage-l 7user _account

Red Hat
Enterprise Linux
5
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oS Accounts Command
Solaris 10 UIDs >= 100 None: _Once an account's password expires in Solaris, the account is
immediately locked.

Compliancy

DoD NISPOM (Feb 2006)

» 8.303i - Protection of Individual Passwords

CAG 20 Critical Security Controls(2.1)
* CC-8- Controlled Use of Administrative Privileges

e CC-11 - Account Monitoring and Control

NIST FISMA (SP 800-53)

e AC-2 - Account Management

3.4. Home Directory Permissions

Module Description. Configures user home directories to have file permissions that prevent all access by other users, while also
preventing write access by users in the same group.

Tip. If it is necessary for other users to have access to the files, then manually change the permissions. If this creates problems for
applications that must share files, configure the application, if possible, to use another more common directory such as/ var /| og or
a spooling directory which is common between applications. It is recommended that this only be done on a case-by-case basis and that
all changes are well documented.

As shown in the diagram below, the module has some safeguards in-place. This includes ignoring system accounts (UID < 100 and
Solaris UID < 500) because many of them require permissions greater than expected by this module. Additionally, this module builds
an exclusion list. Thisisalist of directoriesin which permissions will never be changed by this module. The list includes the following
directories:./ ,/ usr,/etc,/lib,/proc,/opt,/sbin,/usr/bin,/usr/sbin,and/var/lib/nfs.

Figure 3.1. Home Directory Perms- Scan Flow

no more accts
Iterate over

local accounts [T

IsUID < 1007

IsUID < 5007

no

ls account

nfsnobody or nobody
or home directory
on exclusion list?

\
Directory YES Fail
Perms = 7507

When the module is applied, the process is repeated except when it finds a directory with permissions > 750; the permissions are set
to 750.
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Compliancy
DoD NISPOM (Feb 2006)
» 8.606b1 - Access 2 Requirements

CIS SUSE (2.0)

e 8.7 - User Home Directories Should Be Mode 750 or More Restrictive

CISRHEL5(1.1.2)

* 9.6 - User Home Directories Should Be Mode 0750 or More Restrictive

DISA UNIX STIG (5 R1.22)

» GENO001480 - Home Directories Permissions

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

3.5. Home Directory Ownership

Module Description. Sets user and group ownership of normal users to the primary user and group identified in the user account.
In Linux, this module only handles user accounts with an identification number between 500 and 65534. In Solaris, this module only
handles user accounts with an identification number between 100 and 65534. It does not change ownership of key system directories
suchas/ opt or/ var incaseauser account has an incorrectly configured home directory.

Tip. Itisimportant that the system administrator ensures that user accounts own their own directories. If ashared directory is needed,

don't use a designated home directory.

As shown in the diagram below, the module has some safeguards in-place. This includes ignoring system accounts (UID < 100 and
Solaris UID < 500) because many of them require different ownership than expected by this module. Additionally, this module builds
an exclusion list. Thisisalist of directoriesin which ownership will never be changed by this module. The list includes the following

directories:/ ,/ usr,/etc,/lib,/proc,/opt,/sbin,/usr/bin,/usr/sbin,and/var/lib/nfs.

Figure 3.2. Home Directory Owner ship - Scan Flow

no more accts
Iterate over

local accounts [~

IsUID = 1007

IsUID < 5007

no

Is account
nfsnobody or nobody
or home directory
on exclusion list?

\

Wrong owner YES Fail
oF gQroup?
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Compliancy

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

DISA UNIX STIG (5 R1.22)
» GENO001500 - Home Directories Ownership

» GENO001520 - Home Directories Group Ownership

3.6. Home Directory Contents

M odule Description. Ensures files and directories inside user home directories are secured. This means these files and directories
must be:

» owned by the owner of the home directory
» must not have world (other) permissions

e must not have group write permissions

in addition to the previous two; all local initiaization files (dot files) do not have group execute

» Xauhtority files do not have group or world permissions
Compliancy

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

DISA UNIX STIG (5R1.22)

* GENO001540 - Home Directories File Ownership

» GENO001560 - Home Directories File Permissions
» GENO001860 - Local Initialization Files Ownership

» GENO005180 - .Xauthority File Permissions

3.7. Disable Rhosts Support

Module Description. Disables support for . r host s files. Some login services (such asrlogin or rsh) can optionally use. r host s
files for authentication.

Tip. It isrecommended that you apply this module because .rhosts authentication is weak.
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(ON) Config File Setting

Fedoral0 & 11

Red Hat Enterprise Linux 4 /etc/ pamd/* Remove lineswith pam r host s

Red Hat Enterprise Linux 5

Solaris 10 / et c/ pam conf Remove lineswith pam r host s_aut h

Compliancy

FERC CIP (Jan 2007)

e CIP-005-1-R2.2 - Enable only ports and services needed for operations
» CIP-007-1-R2.2 - Disable ports and services not needed for operations
CISSUSE (2.0

e 7.1- Remove .rhosts Support In PAM Configuration Files

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5 (1.1.2)

» 8.1 - Remove .rhosts Support In PAM Configuration Files

DISA UNIX STIG (5R1.22)

* GENO002100 - The .rhosts Supported in PAM

3.8. User Dot File Perms

Module Description. Prevents user dot files from being writable by other users. User dot files are local initialization files located
in user's home directories. They are used by shells and other applications during startup. Typical user dot filesinclude . bashr ¢ and
.profile.

Thismodulewill obtainalist of local, non-system user accountsfrom/ et ¢/ passwd. Non-system accountsin Linux arethose with user
identification numbers greater than or equal to 500 and in Solaris with an identification number greater than or equal to 100. The module
then checks each account'shome directory and ensuresthat $HOVE/ . [ A- Za- z0- 9] * doesnot have group or world-write permissions.

Tip. It is recommended that you apply this module to prevent users from modifying other user initialization files. Not applying this
modul e leaves the system vulnerable to malicious users who could introduce Trojan Horses.

Compliancy
DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

CIS SUSE (2.0)

» 8.8- No User Dot-Files Should Be World-Writable
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CISRHELS5 (1.1.2)

e 9.7 - No User Dot-Files Should Be World-Writable

DISA UNIX STIG (5R1.22)

 GENO001880 - Local Initialization Files Permissions

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

3.9. Lock Invalid Accounts

M odule Description. Locks any non-system user account that has an invalid configuration. At aminimum, valid configurations must
contain user accounts with:

* unigque user names

« valid user and group identifiers (uid and gid)

* valid primary groups

+ valid home directories

« validlogin shells

In addition to verifying user account information, group accounts are also checked but only reported. These checksinclude:

* unique group name

+ valid list of members

Tip. Since this module only locks user accounts with invalid configurations, it is imperative that the you manually review the logs

and correct user account configurations. Outside of Security Blanket you can use the pwck (8) and grpck(8) utilitiesto manually correct
invalid configurations.

Compliancy

DoD NISPOM (Feb 2006)

» 8.303a- Unique Identification
CISRHELS5 (1.1.2)

» 11.2 - Verify no duplicate userl Ds exist

DISA UNIX STIG (5 R1.22)
» GENO000300 - Unique Account Name
» GENO000320 - Unique UID

» GENO000380 - Groups Referenced in /etc/passwd
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e GENO001440 - Assign Home Directories

» GENO001460 - Assigned Home Directories Exist

NIST FISMA (SP 800-53)

* AC-2 - Account Management

3.10. Limit Term Write Access to Owner

Module Description. Restricts write-access to a user's terminal to only that user. See mesg(1) and write(1) for more information.

Tip. This communication method between users is seldom used anymore. Setting this should have no impact on normal system
operations.

(O] Config File Setting
Fedoral0 & 11 / et c/ bashrc
Red Hat Enterprise Linux 4 letclprofile
— /etc/csh.cshrc
Red Hat Enterprise Linux 5 /etc/csh.login mesg n

letcl/profile
Solaris 10 [ etc/csh.cshrc
letc/csh.login

Thismodule setsmesg n instead of mesg - n. In Red Hat, the preceding dash is not correct and in Solaris the command will work
with or without the dash. Thisinformation is provided to help explain false positives produced by other assessment tools.

Compliancy
NIST FISMA (SP 800-53)
* AC-3- Access Enforcement

DISA UNIX STIG (5 R1.22)

» GENO0O01780 - Global Initialization Files do not Contain mesg -n

3.11. Restrict use of Mesg command

Module Description. Restricts the use of the mesg(1) command to the superuser (root).
Tip. This prevents users from adjusting access to their own terminals with the mesg(1) command. By default, only the owner can

read and write to their terminal. Some guidelines recommend scanning every user's local initialization files for use of the command.
However, the smpler method is to use this module to restrict the use of the command.

Compliancy

NIST FISMA (SP 800-53)

¢ AC-3- Access Enforcement
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DISA UNIX STIG (5R1.22)

* GENO001960 - Local Initialization Files mesg -y

3.12. Sync Shells File

Module Description. Configures/ et c/ shel | s to contain shells assigned to usersin / et ¢/ passwd. Theshel | s(5) fileis
consulted by chsh(1) and is available to be queried by other programs. There are programs that consult thisfile to find out if auser isa
normal user. For example, FTP daemons traditionally disallow access to users with shellsnot includedin/ et ¢/ shel | s.

Tip. This module examines the / et ¢/ passwd files and builds a unique list of shells assigned to users and then updates / et c/
shel | s with missing shells. This process excludes shells assigned to system accounts, including / dev/ nul |, / sbi n/ nol ogi n,

and/ bi n/ sync. It isrecommended that you review current user accountsin/ et ¢/ passwd and manually review / et ¢/ shel | s.
This module will not remove shellsfrom/ et ¢/ shel | s if they arenot assigned to auser in/ et ¢/ passwd.

Compliancy
NIST FISMA (SP 800-53)
e AC-3- Access Enforcement

DISA UNIX STIG (5 R1.22)
* GENO002120 - The /etc/shells File Does Not Exist

» GENO002140 - The /etc/shells Contents
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Chapter 4. Root Account Protections Group
4.1. Root Console Only Logins

Module Description. Prevents direct login access to the root account (except in single-user mode). This ensures that personnel using
the account have physical access to the machine or have permission to use the switch user command (su(1)) to the account. Utilizing
su(1) asthe vehicle to gain access to the root account provides an additional measure of accountability through auditing.

Tip. When thistechnique is used on a system with auditing enabled and where su(1) isrestricted to members of the "wheel" group, you
get amuch more detailed audit trail. If you intend to control the system through serial consolesthis security modificationisrecommended,
with one additional step. After exiting from this application, add the specific serial consoles being usedtothe/ et ¢/ securetty file

IMPORTANT: Linux-based Virtual Machines

When running the operating system in a virtual machine, a common misconception is that adirect login on the virtual console is
thesameas/ dev/ consol e. Many virtualization frameworks such as VMWare configurethisast t y 1. Therefore, this module
may prevent direct login to the root account.

Compliancy

CIS SUSE (2.0)

e 7.7 - Restrict Root Logins To System Console

CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges
CISRHEL5(1.1.2)

» 8.6 - Redtrict Root Logins To System Console
DISA UNIX STIG (5R1.22)

» GENO000980 - Root Console Access

» GENO001000 - Remote Consoles

4.2. Root Home Directory Permissions

Module Description. Restricts access to the root home directory to only those users with root privileges. This module expects the
root home directory to be/ r oot . If itisnot, it will fail and the module will NOT change the root home directory.

Tip. If scripts or applications are running as root, consider rewriting them to run as a non-privileged user. Rarely must an application
or a script absolutely have to be run as root. If the module fails because the home directory is not / r oot , then you must manually
configure the root home directory to/ r oot .

31



Root Account Protections Group

Compliancy
DoD NISPOM (Feb 2006)
e 8.606b1 - Access 2 Requirements

CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges

DISA UNIX STIG (5R1.22)
» GENO000900 - Root's Home Directory

» GENO000920 - Root's Home Directory Permissions

NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

4.3. Single User Mode Password

M odule Description. This module modifies the system to require password authentication prior to allowing root access from within

single user mode.

Tip. Thereislittle reason to alow unauthenticated root access to a machine. In environments where physical access cannot be strictly

controlled, allowing unauthenticated root access greatly increases the risk of a security breach.

(ON) Conifg File

Settings

Fedoral0 & 11
Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5

/etc/inittab

~~:S:wai t:/sbin/sulogin

Solaris 10 / etc/defaul t/sul ogin

PASSREQ=YES

On Solaris systems, if the/ et ¢/ def aul t / sul ogi n file does not exist; this module will still pass. Thisis because the default value
is PASSREQ=YES however, it is always best to have the file and implicitly set the parameter to avoid false positives of many third-

party assessment tools.
Compliancy

DoD NISPOM (Feb 2006)

» 8.613al - Accessto Protection Functions

CIS SUSE (2.0)

* 7.9 - Require Authentication For Single-User Mode

CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges
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CISRHELS5 (1.1.2)

» 8.8 - Require Authentication For Single-User Mode

DISA UNIX STIG (5R1.22)
» GENO000020 - Single User Mode Password
» GENO000040 - Single User Mode Password Incompatibility Documentation

» GENOO00060 - Single User Mode Password Incompatibility Location

4.4. Secure Option for NFS Server

Module Description. This module searches for NFS-exported filesystems that havethe"i nsecur e" option set in the configuration
file, and replaces the option with "secur e".

Tip. Using the "secur e" option causes the NFS server to ignore NFS client requests that do not originate from the privileged port
range (ports less than 1024). This should not hinder norma NFS operations but may block automated NFS attacks that are run by
unprivileged users.

(ON) Config File Setting

Fedoral0 & 11 _ _

Red Hat Enterprise Linux 4 /etclexports Rgplace any insecure export options
withsecur e

Red Hat Enterprise Linux 5

Solaris 10 Not applicable

Compliancy

CISRHEL4 (1.0.5)

» 7.10 - Restrict NFS Client Requests To Privileged Ports
CISSUSE (2.0

e 7.10 - Restrict NFS Client Requests To Privileged Ports
CISRHEL5(1.1.2)

* 8.9 - Redtrict NFS Client Requests To Privileged Ports

DISA UNIX STIG (5R1.22)

» LNX00540 - The insecure Option

4.5. Remove Insecure_Locks option for NFS Server

Module Description. Searches for exported filesystems that have the"i nsecur e_| ocks" option set in the configuration file and
removes the option.
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0s

Config File

Setting

Fedora10 & 11

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

/etclexports

Removes any i nsecur e_| ocks export
options

Solaris 10

Not applicable

Compliancy
NVD CCE (None)
* CCE-3857-0

CISRHEL4 (1.0.5)

e 7.10 - Restrict NFS Client Requests To Privileged Ports

CISRHEL5(1.1.2)

e 8.9 - Restrict NFS Client Requests To Privileged Ports

DISA UNIX STIG (5 R1.22)

e LNX00560 - The insecure_locks Option

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

4.6. Deny NFS Client Access Without UID or GID

Module Description. Denies NFS client access without UID or GID by setting the NFS export options to change the UID and GID

of the anonymous account to " nfsnobody"

Tip. Thisisthe default setting.

(O

Config File

Setting

Fedora10 & 11

Red Hat Enterprise Linux 4

/etclexports

Red Hat Enterprise Linux 5

Ensuresall anonui d andanongi d export
options are set to -1, 60001, 65534, or
65535.

Solaris 10

[ etc/ df s/ df stab

Ensures all anon export options are set to
-1, 60001, 65534, or 65535

On Solaris systems, thismodule will also report afailureif the shar e(1M) command is not provided asthe absolute path: / usr / sbi n/

share.
Compliancy

NIST FISMA (SP 800-53)

¢ AC-3- Access Enforcement
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DISA UNIX STIG (5R1.22)

» GENO005820 - Deny NFS Client Access Without Userid

4.7. Root Path

M odule Description. Including the current working directory ('.") or other writable directory in the root executable path alows an
attacker to gain superuser status by forcing an administrator operating as root to execute a Trojan horse program.

Tip. This module is unable to remove the current working directory (*.") from the root path because there are too many variables
involved in locating where this insertion takes place. The system administrator must perform this task.

Compliancy

CISSUSE (2.0)

» 8.6 - No".' or Group/World-Writable Directory In Root's $PATH
CISRHEL5(1.1.2)

* 9.5- No"' or Group/World-Writable Directory In Root's $PATH

DISA UNIX STIG (5 R1.22)
* GENO000940 - Root's Search Path

* GENO000960 - Root's Search Path

4.8. Limit Access To Root From Su

Module Description. Restricts root account access to users who belong to the wheel group. This prevents users outside of the wheel
group from using the su(1) command to access the root account, even with the root password.

Tip. Before applying this module, make sure authorized users belong to the wheel group.

IMPORTANT: Empty wheel Group

If there are no members of the wheel group, this module will not apply the change, in order to prevent accidental |ockout.

(OFS) Config File Setting

Fedoral0 & 11

Red Hat
Enterprise Linux
4 [ etc/ pam d/ su auth required pam wheel .so use_uid

Red Hat
Enterprise Linux
5

Solaris 10 Not applicable

See pam wheel (8) for moreinformation
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Compliancy

CISRHEL4 (1.0.5)

e 8.11 - Limit Access To The Root Account From su

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

CISRHEL5 (1.1.2)

e 9.11 - Limit Access To The Root Account From su

DISA UNIX STIG (5R1.22)

» GENO001020 - Direct Root Login

CIS Solaris 10 (4.0)

e 7.6 - Verify No UID 0 Accounts Exist Other than root
CISSUSE (2.0)

e 8.12 - Limit Access To The Root Account From su

CAG 20 Critical Security Controls(2.1)

* CC-8- Controlled Use of Administrative Privileges

4.9. Lock Non-Root Accounts with UID O

Module Description. Locks any account that has a user identification (UID) of zero that is also not the root user. Only the root user
should have this unique UID. A user with the same UID will have the same privileges as root.

Tip. Itishighly recommended that you apply this module.

NOTE: Manual action may be required

This module will only lock the questionable account. Subsequent scans will also fail until you manually remove the account in
guestion.

Compliancy
CISRHEL4 (1.0.5)
* SN.11 - Verify That No UID 0 Accounts Exist Other Than Root

DoD NISPOM (Feb 2006)

» 8.303a- Unique Identification
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NIST FISMA (SP 800-53)
* AC-2 - Account Management

e |A-2 - User Identification and Authentication

CISRHELS5 (1.1.2)

* SN.11 - Verify That No Unauthorized/Duplicate UID 0 Accounts Exists

DISA UNIX STIG (5R1.22)

» GENO000880 - Root's UID

CIS Solaris 10 (4.0)

» 7.6 - Verify No UID 0 Accounts Exist Other than root

CIS SUSE (2.0)

» 8.5- Verify That No UID 0 Accounts Exist Other Than Root

CAG 20 Critical Security Controls(2.1)
* CC-8- Controlled Use of Administrative Privileges

* CC-11 - Account Monitoring and Control

4.10. Disable PAM Console Library

M odule Description. Disables PAM from granting sole access to administrative privilegesto the first user who logs into the console.
The PAM Console library gives users (at the physical console) capabilities that they would not otherwise have, and removes those
capabilities when the users are no longer logged in at the console. It provides two main kinds of capabilities: file permissions and
authentication.

Tip. This module affects the ability for non-privileged usersto reboot and perform power-management functions from the console.

Seepam consol e( 8) for moreinformation.
Compliancy

DoD NISPOM (Feb 2006)

» 8.613al - Access to Protection Functions

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

DISA UNIX STIG (5 R1.22)

« LNX00600 - PAM Configuration
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4.11. Root shell must be on / filesystem

Module Description. Changes the root account's shell to the default / bi n/ bash if the current shell does not reside on the /
filesystem. On Solaris systems, this module will set the shell to/ sbi n/ sh if the module fails.

Tip. It isrecommended that you apply this module. This module ensures that root has a shell which residesonthe/ filesystem. Itis
important for root to have a shell if it has problems mounting other filesystems.

Compliancy

DISA UNIX STIG (5R1.22)

+ GENO001080 - Root Shell
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5.1. Disable Innd

Module Description. The Internet Network News daemon (Innd), handles al incoming NNTP feeds and coordinates the storage,

retransmission, and overview generation for all accepted articles.

Tip. Innd can waste bandwidth and presents a possible attack vector on your network. In a secure environment machinesrunning Innd

should be separated from machines that host critical services.

(O] Packages Service Name
Fedoral10 & 11

Red Hat Enterprise Linux 4 inn innd

Red Hat Enterprise Linux 5

Solaris 10 Not part of the standard Solaris distribution.

SUSE 11 inn inn
Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services
CISRHELS5S (1.1.2)
» 4.6 - Disable Standard Boot Services

DISA UNIX STIG (5R1.22)

* GENO006240 - INN Documentation

5.2. Disable Dhcpd

Module Description. Dhcpd isadaemon that provides Dynamic Host Control Protocol addressing assignments.

Tip. IP address assignment will typically be handled by your network administrator and the presence of a DHCP server on your
network can potentially cause a network failure. Disable this daemon unless you need it running.

(O] Packages

Service Names

Fedoral10 & 11 dhcp

dhepd
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(O] Packages Service Names

Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5

Solaris 10 SUNW(dhcsr svc:/network/dhcp-server:default
SUSE 11 dhcp-server dhcp
Compliancy

CISRHEL4 (1.0.5)

e Appendix C

NVD CCE (None)

» CCE-4585-9
CISRHEL5(1.1.2)

* 4.6 - Disable Standard Boot Services
CIS Solaris 10 (4.0)

e 2.4.3- Enable NFS client processes

FERC CIP (Jan 2007)

e CIP-005-1-R2.2 - Enable only ports and services needed for operations
» CIP-007-1-R2.2 - Disable ports and services not needed for operations
CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

5.3. SSH Parameters

Module Description. Configures the secure shell (SSH) to only use protocol version 2 on outbound client connections by default.
Version 1 of the SSH supported protocols contains security concerns and known vulnerabilities.

Tip. The default SSH behavior is for both client and server to negotiate a protocol version 2 connection before it tries a version 1
connection. This module limits the negotiation to only protocol version 2.

Tip
Some older network devices only support version 1; for example, an old router with legacy firmware. If you cannot upgrade

the device but must connect to it, you can force protocol version 1 on the command line from your host with the" - 1" option.
See the ssh(1) manual page for more details.

Compliancy

CIS SUSE (2.0)

» 1.3 - Configure SSH

40



Network Group

DISA UNIX STIG (5R1.22)

e GENO005500 - SSH Version 1 Compatibility

5.4. SSHD Protocol

Module Description. Configures the secure shell daemon to not accept protocol 1 as an acceptable means of communication.

Tip. Itisstrongly recommended that you apply this module. It should have little or no impact on system operation.

(O Config File Setting
Fedoral0 & 11

Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5 /etcl/ssh/sshd_config Prot ocol 2
Solaris 10
SUSE 11

Compliancy

CISRHEL4 (1.0.5)

e 1.3- Configure SSH

ClIS Solaris 10 (4.0)

* 6.3 - Configure SSH
CISSUSE (2.0)

» 1.3- Configure SSH

» 1.3- Configure SSH
CISRHEL5(1.1.2)

e 2.3- Configure SSH

DISA UNIX STIG (5R1.22)

» GENO005500 - SSH Version 1 Compatibility

5.5. SSHD Disable Root Login

Module Description. Configures the secure shell (SSH) daemon to refuse remote connections to the server made by logging directly
into the root account.

Tip. You should always prevent individuals from directly accessing the root account. It is more secure to have individuals log into
their normal account and then use the su(1) command to access the root account. When this techniqueis used on a system with auditing
enabled, amore detailed audit trail is provided.
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(ON) Config File Setting

Fedoral0 & 11

Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5 /etc/ssh/sshd _config Per ni t Root Logi n no
Solaris 10
SUSE 11

Compliancy
CISRHEL4 (1.0.5)

» 1.3- Configure SSH

DoD NISPOM (Feb 2006)
» 8.303a- Unique Identification
CISRHEL5(1.1.2)

e 2.3- Configure SSH

DISA UNIX STIG (5 R1.22)
» GENO001020 - Direct Root Login

» GENO001120 - Encrypting Root Access

CIS Solaris 10 (4.0)

e 6.3 - Configure SSH
CISSUSE (2.0)
» 1.3- Configure SSH

CAG 20 Critical Security Controls (2.1)

» CC-8- Controlled Use of Administrative Privileges

5.6. SSHD Disable Empty Passwords

M odule Description. Configures the secure shell daemon to not allow logins for accounts with empty password strings.

Tip. It is strongly recommended that you apply this module. It should have little or no impact on system operation.

(ON) Config File Setting

Fedoral0 & 11

Red Hat Enterprise Linux 4 / etc/ssh/sshd_config Per i t Enpt yPasswor ds no
Red Hat Enterprise Linux 5
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0s

Config File

Setting

Solaris 10

SUSE 11

Compliancy

CISRHEL4 (1.0.5)

» 1.3- Configure SSH

DoD NISPOM (Feb 2006)

e 8.303b - Authentication at Login

» 8.607e - Identification and Authentication 5 Requirements

CISRHEL5 (1.1.2)

» 2.3- Configure SSH

CIS Solaris 10 (4.0)

* 6.3 - Configure SSH

FERC CIP (Jan 2007)

* CIP-007-1-R5.3.1 - Passwords shall be aminimum of six characters

CIS SUSE (2.0)

» 1.3- Configure SSH

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

* |A-2 - User |dentification and Authentication

5.7. SSHD Disable Host-based Authentication

Module Description. Configures the secure shell daemon to not accept host-based authentication.

Tip. It isstrongly recommended that you apply this module. It should have little or no impact on system operation.

(O

Config File

Setting

Fedora10 & 11

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

/etc/ssh/sshd_config

Solaris 10

SUSE 11

Host basedAut henti cati on no
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Compliancy

CISRHEL4 (1.0.5)

e 1.3- Configure SSH
CIS Solaris 10 (4.0)
* 6.3 - Configure SSH
CISSUSE (2.0)

e 1.3- Configure SSH

CISRHEL5 (1.1.2)

» 2.3- Configure SSH

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

5.8. SSHD Disable Rhosts Authentication

M odule Description. Configures the secure shell daemon to not accept rhost-based authentication.

Tip. It isrecommended that you apply this module; it should have little or no impact on system operation.

(O

Config File

Setting

Fedora10 & 11

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

Solaris 10

SUSE 11

/etc/ssh/sshd_config

Rhost sAut henti cati on no

The Rhost sAut henti cat i on isadeprecated option but this module is provided to avoid false positives from third party scanners.
Applying this module may result in awarning message similar to the following during system boot:

Starting sshd: /etc/ssh/sshd config Iine 121: Deprecated opti on RhostsAuthentication

Compliancy
CISRHEL4 (1.0.5)
» 1.3- Configure SSH

CIS Solaris 10 (4.0)

* 6.3 - Configure SSH
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CIS SUSE (2.0)

» 1.3- Configure SSH

CISRHELS5 (1.1.2)

» 2.3- Configure SSH

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

5.9. SSHD Disable Rhosts RSA Authentication

Module Description. Configuresthe secure shell daemon to not accept rhost-based authentication in concert with RSA authentication.

Tip. It isrecommended that you apply this module; it should have little or no impact on system operation.

0s

Config File

Setting

Fedora10 & 11

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

Solaris 10

SUSE 11

/ etc/ssh/sshd_config

Rhost sRSAAut henti cati on no

Compliancy
CISRHEL4 (1.0.5)
» 1.3- Configure SSH
ClIS Solaris 10 (4.0)
* 6.3 - Configure SSH
CISSUSE (2.0)

» 1.3- Configure SSH

CISRHELS5 (1.1.2)

» 2.3- Configure SSH

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

5.10. SSHD Enable Ignore Rhosts

M odule Description. Configures the secure shell daemon to not accept rhosts files for login authentication.

Tip. It isrecommended that you apply this module; it should have little or no impact on system operation.
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0s

Config File

Setting

Fedora10 & 11

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

Solaris 10

SUSE 11

/ etc/ssh/sshd_config

| gnor eRhosts yes

Compliancy
CISRHEL4 (1.0.5)
» 1.3- Configure SSH
ClIS Solaris 10 (4.0)
* 6.3 - Configure SSH
CISSUSE (2.0)

» 1.3- Configure SSH

CISRHEL5 (1.1.2)

e 2.3 - Configure SSH

5.11. Disable IP Forwarding

Module Description. Disables | P forwarding. By default, your system is configured to forward | P packets for |Pv4 network traffic. If
your system isnot being used as arouter or gateway for other machines, then apply this module to your profile to disable IP forwarding.
The setting will be changed from 1 to 0. In the event that your system is serving as a router or gateway, do not apply this configuration

change.

Thismodule will alter thenet . i pv4. i p_f or war d kernel parameter stored inthesysct | . conf (5) file. On Solaris systems, the

routeadm(1M) command is used to modify thei pv4_f orwar di ng andi pv6_f or war di ng parameters.

Tip. Unless your system is routing network traffic for other machines on your network it is safe to disable IP forwarding. This will

have no impact on system operation.
Compliancy

CISRHEL4 (1.0.5)

» 4.1 - Network Parameter Modifications

NIST FISMA (SP 800-53)

* SC-5- Denial of Service Protection

CISRHEL5 (1.1.2)

* 5.1 - Network Parameter Modifications

46




Network Group

DISA UNIX STIG (5 R1.22)
» GENO0O03600 - Network Security Settings

» GENO005600 - Disable |P Forwarding

CIS Solaris 10 (4.0)

» 3.4 - Modify Network Parameters

CISSUSE (2.0

» 4.2 - Additional Network Parameter Modifications

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

5.12. Adjust Maximum Pending Connections

M odule Description. Configures the maximum number of SY N requeststo keep in memory. These SY N requests are part of the TCP
handshake process used to establish connections.

Tip. This module has adjustable parameters; the default is 4096. A high number of connection requests can take up memory and
processor power and can lead to denial-of-service situations. Reduce this number if your machine islow on resources.

Tableb5.1. Setting the maximum number of TCP SYN requests kept in memory

oS Config File Setting

Fedora 10
& 11

Red Hat
Enterprise
Linux4 |/ etc/sysctl.conf net.ipv4.tcp_max_syn_backl og = 4096
Red Hat
Enterprise
Linux 5

SUSE 11

tcp_conn_req_max_q = 1024

Solaris10 |/ et c/ def aul t/ ndd tcp_conn_req_max_q0 = 4096

Compliancy
CISRHEL4 (1.0.5)
» 4.1 - Network Parameter Modifications

NIST FISMA (SP 800-53)

* SC-5- Denial of Service Protection
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CISRHEL5(1.1.2)

* 5.1 - Network Parameter Modifications

DISA UNIX STIG (5R1.22)

» GENO003600 - Network Security Settings

ClS Solaris 10 (4.0)

* 3.4 - Modify Network Parameters
CISSUSE (2.0)

* 4.1 - Network Parameter Modifications

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

5.13. Enable TCP Syncookies

Module Description. Enables the system to send out requests (syncookies) to remote hosts if they are flooding your system's backlog
gueue with SYN packets. These requests check whether or not the inbound SY N packets are legitimate. In cases where these inbound
SY N packets are not legitimate, your system might be experiencing a"SYN flood" denial-of-service attack.

Tip. Enabling this option on a system under normal load is useful. If your system isunder high load it will make new connections but
without advanced features such as explicit congestion notification (ECN) or selective acknowledgement (SACK).

Table5.2. TCP setting to enable sending of SYN cookies

(OK] Config File Setting

Fedora 10
& 11

Red Hat
Enterprise
Linux4 |/ etc/sysct!l.conf net.i pv4.tcp_syncookies = 1

Red Hat
Enterprise
Linux 5

SUSE 11
Solaris 10

Not applicable. Thisisadefault, built-in feature of Solaris

Compliancy
CISRHEL4 (1.0.5)
» 4.1 - Network Parameter Modifications

NIST FISMA (SP 800-53)

» SC-5- Denial of Service Protection
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CISRHEL5(1.1.2)

* 5.1 - Network Parameter Modifications
DISA UNIX STIG (5R1.22)

» GENO0O03600 - Network Security Settings
CIS Solaris 10 (4.0)

e 3.4 - Modify Network Parameters
CISSUSE (2.0)

* 4.1 - Network Parameter Modifications

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

5.16. Disable Accepting Secure Redirects

Module Description. Configures the system to block secure ICMP redirects.

A secureredirect messageis sent by agateway that appearsin the host's default gateway list. This message notifies the system that there
isashorter route to a particular destination.

Tip. Spoofing arouter's|P addressisfairly simple; therefore, an attacker could use ICMP redirectsin apotent denial-of -service attack
if your system is configured to accept such redirects.

Table5.5. | P settings to block secureredirects

(O] Config File Setting

Fedora 10
& 11

Red Hat
Enterprise
Linux4 |/ etc/sysctl.conf

Red Hat
Enterprise
Linux 5

SUSE 11
Solaris10 | Not applicable

net.ipv4.conf.all.secure_redirects =0
net.ipv4.conf.default.secure_redirects =0

Compliancy
CISRHEL4 (1.0.5)
» 4.1 - Network Parameter Modifications

NIST FISMA (SP 800-53)

* SC-5- Denial of Service Protection
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Compliancy

CISRHEL4 (1.0.5)

» 4.1 - Network Parameter Modifications

NIST FISMA (SP 800-53)

* SC-5- Denid of Service Protection

CISRHEL5(1.1.2)

* 5.1 - Network Parameter Modifications
DISA UNIX STIG (5R1.22)

» GENO0O03600 - Network Security Settings
CIS Solaris 10 (4.0)

* 3.4 - Modify Network Parameters

CIS SUSE (2.0)

* 4.1 - Network Parameter Modifications

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

5.18. Disable Sending ICMP Redirects

M odule Description. Prohibits the system from sending ICMP redirects.

ThelCMP protocol uses "redirect" messagesto notify atraffic source regarding its suboptimal use of routing. Such aredirect isnormally
sent by the default router to the system to indicate that there is a shorter route to a particular destination.

Tip. Allowing your system to send ICMP redirects is a security risk. It is recommended that you apply this module to prevent your
system from being involved in denial-of-service attacks.

Table5.7. I P settings to prohibit the sending of ICMP redirects

(0N Config File Setting

Fedora 10
& 11

Red Hat
Enterprise Jetc/svsctl . conf net.ipv4.conf.all.send redirects =0
Linux 4 y ' net.ipv4.conf.default.send_redirects = 0
Red Hat
Enterprise
Linux 5
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(ON) Config File

Setting

Fedoral0 & 11

Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5 / etc/ssh/sshd_config
SUSE 11
Solaris 10

Banner /etc/issue. net

Banner /etc/issue

Compliancy
CISRHEL4 (1.0.5)

» 1.3- Configure SSH

DoD NISPOM (Feb 2006)

» 8.609al - User Naotification
DoD JAFAN 6/3 (Oct 2004)

. 4.B.1.46)()
. 4.B.1.a6)(b)

DISA UNIX STIG (5R1.22)

« GENO000400 - Logon Warning Banner Display
CIS Solaris 10 (4.0)

e 6.3 - Configure SSH

FERC CIP (Jan 2007)

e CIP-005-1-R2.6 - Appropriate Use Banner
CISSUSE (2.0)

e 1.3- Configure SSH

NIST FISMA (SP 800-53)

e AC-8- System Use Notification

5.21. SSHD Enable X11 Forwarding

M odule Description. Configures the secure shell daemon to allow X11 sessions to be tunneled over the connection.

Tip. Thismodule is strongly recommended and should have little or no impact on system operation.

(O] Config File

Setting

Fedoral0 & 11 / etc/ ssh/sshd_config

X11Forwardi ng yes
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0s

Config File

Setting

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

Solaris 10

SUSE 11

Compliancy
CISRHEL4 (1.0.5)
» 1.3- Configure SSH
CIS Solaris 10 (4.0)
* 6.3 - Configure SSH

CIS SUSE (2.0)

» 1.3- Configure SSH

5.22. Disable Gated

Module Description. Disables the gated service. This service manages routing protocols, but it is seldom deployed and is not part

of the base operating system installation.

Tip. It is recommended that you apply this module. If you must use the gated service, apply the appropriate firewall settings with
iptables(8) apply appropriate patches, and document the configuration with the security officer.

Red Hat Enterprise Linux 5

(OFS) Packages Service Name
Fedoral0 & 11
Red Hat Enterprise Linux 4 gated gated

Solaris 10

Not part of the standard Solaris distribution

Compliancy

CISRHEL4 (1.0.5)

e 1.5- Install and Run Bastille

FERC CIP (Jan 2007)

e CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls (2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services
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5.23. Disable Routed

Module Description. Disables the routed service. This service dynamically updates the route table based on other machines on your
network.

Tip. It is recommended that you apply this module. If you must use this service, apply appropriate firewall settings and patches and
document the configuration with your security officer.

(O] Packages Service Name

Fedora10 & 11
Red Hat Enterprise Linux 4

- - routed routed
Red Hat Enterprise Linux 5
SUSE 11
Solaris 10 SUNWTroute svc:/network/routing/route:default
Compliancy

CISRHEL4 (1.0.5)

e 1.5- Install and Run Bastille

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

5.24. Disable Network Analysis Tools

Module Description. Disables network analysis tools by removing execution permissions. These include wireshark, tcpdump, and
ethereal.

Compliancy

DISA UNIX STIG (5R1.22)

» GENO003865 - Network analysis tools enabled.

5.25. Enable Strong TCP Sequence Number
Generation

Module Description. Sets the mechanism for generating the order of TCP packets. For Solaris systems, this module sets the
mechanism to use RFC 1948 sequence number generation, unique-per-connection-ID.
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Chapter 6. File Sharing and Transfer Services

Group

6.1. Disable FTP (vsftpd)

Module Description. Disablesvsftpd, whichisaFTP server. FTPisan unencrypted protocol and should be replaced with SSH-based
file-transfer mechanisms such as scp(1) and sftp(1) when possible.

Tip. Replacing FTP with SSH file transfer mechanismsis strongly recommended.

0s

Package

Service Name

Fedoral0 & 11

Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5
SUSE 11

vsftpd

vsftpd

Solaris 10 Not part of the standard Solaris distribution.

Compliancy

CISRHEL4 (1.0.5)

e 2.1- Disable Standard Services
NIST FISMA (SP 800-53)
* AC-17 - Remote Access

CISRHELS (1.1.2)
e 3.1- Disable Standard Services

e 3.4-0Only Enable FTP, If Absolutely Necessary

DISA UNIX STIG (5 R1.22)

» GENO004800 - Unencrypted FTP or Telnet

CIS Solaris 10 (4.0)

e 2.1 - Establish a Secure Baseline

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations
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CISSUSE (2.0
e 2.4-0Only Enable FTP If Absolutely Necessary

» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

6.2. Disable FTP (gssftp)

Module Description. Disables gssft p, which is a FTP server provided with the Kerberos Workstation package. FTP is an
unencrypted protocol and should be replaced with SSH-based file-transfer mechanisms such as scp(1) and sftp(1) when possible.

Tip. Replacing FTP with SSH file transfer mechanismsis strongly recommended.

(O] Packages

Service Name or Configuration File

Fedoral10 & 11
Red Hat Enterprise Linux 4

Set di sabl e=yes in letcl/

- - krb5-workstation )
Red Hat Enterprise Linux 5 xinetd. d/ gssftp
SUSE 11
Solaris 10 Not part of the standard Solaris distribution.
Compliancy

CISRHEL4 (1.0.5)

e 2.1- Disable Standard Services

CIS Solaris 10 (4.0)

o 2.1 - Establish a Secure Baseline

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CISRHELS5 (1.1.2)
* 3.1 - Disable Standard Services

NIST FISMA (SP 800-53)

¢ AC-17 - Remote Access

6.3. Remove ftp Account

Module Description. Removes the 'ftp' account from /etc/passwd
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Compliancy

FERC CIP (Jan 2007)

» CIP-007-1-R5.2.1 - Remove, disable, or rename factory default accounts
NIST FISMA (SP 800-53)

e AC-2- Account Management

DISA UNIX STIG (5 R1.22)

» GENO004820 - Anonymous FTP

6.4. Create ftpusers File

Module Description. Createsthe files/ et ¢/ ft pusers,/etc/ftpd/ ftpusers,or/etc/vsftpd.ftpusers if they do
not exist. It then adds the root user and all the system users to these files. These files contain the usernames of users who are NOT
allowed to use FTP on the system. If these files already exist, this module will leave existing entries but add missing system accounts.

For Linux systems, this module will add all user accounts with UID less than 100 and for Solaris systems; all accounts with aUID less
than 500. Additionally, the nfsnobody, nobody, nobody4, and noaccess accounts will be added.

Tip. Even if you don't plan on implementing an FTP server, it is recommended that you apply this module. Thiswill limit the access
to non-system usersin the event someone enables the FTP services.

Compliancy
CISRHEL4 (1.0.5)
e 7.2 - Create ftpusers Files
CISRHEL5(1.1.2)
» 8.2 - Create ftpusers Files

DISA UNIX STIG (5R1.22)
» GENO004780 - FTP or Telnet Userids and Passwords
» GENO0O04880 - The ftpusers File

» GENO004900 - The ftpusers File Contents
CIS Solaris 10 (4.0)

* 6.5-Restrict FTPUse

CIS SUSE (2.0)

e 7.2 - [etc/ftpusers
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NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

6.5. Set FTP Umask (gssftp)

Module Description. Sets the default umask on the GSS FTP Server. This umask setting is 077 and it affects files upl oaded by users.
Thisisto prevent other users from reading or writing to other user files.

Tip. If you do not need an FTP server, it is best to disable this service.
Compliancy

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

DISA UNIX STIG (5R1.22)

» GENO005040 - FTP User's umask

6.6. Disable TFTP

Module Description. Disables TFTP, which is typically used for network booting of diskless workstations, X-terminals, and other
remote devices.

Tip. Unless this system will be used in this type of role, always disable TFTP.
Compliancy

CISRHEL4 (1.0.5)

e 2.1- Disable Standard Services

CISRHEL5 (1.1.2)
» 3.1- Disable Standard Services

» 3.6 - Only Enable TFTP Server, If Absolutely Necessary
CIS Solaris 10 (4.0)
e 2.1- Establish a Secure Baseline

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

e 2.6-Only Enable TFTP Server if Absolutely Necessary

63



File Sharing and Transfer Services Group

» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

6.7. Set TFTP Startup Directory

Module Description. Setsthe TFTP startup directory to/ t f t pboot for incoming connections.

On Linux systems, this module checksthe/ et ¢/ xi net d. d/ t f t p fileto ensure that the ser ver _ar gs parameter includes the -
s /tftpboot argument.

On Solaris systems, this module ensuresthat TFTP'si net d_st ar t / exec service property includesthe-s /t ft pboot argument.
Thisis done using the svcprop(1) command.

Tip. Thisis the default configuration. If you do not need TFTP, it is recommended that you use Security Blanket's "Disable TFTP"
module to disable the TFTP service.

Compliancy
CISSUSE (2.0)
e 2.5-Only Enablerlogin/rsh/rcp If Absolutely Necessary

DISA UNIX STIG (5R1.22)

» GENO005080 - TFTP Secure Mode

6.8. Disable UUCP

Module Description. Disables the Unix-to-Unix Copy (UUCP) service. Thisis a utility and protocol that enables one computer to
send files to another computer over adirect serial connection or via modems and the telephone system.

Tip. Thisserviceis not part of the base operating system installation. For most file transfer applications, UUCP has been superseded
by other protocols, such as SSH, FTP, SMTP and NNTP.

oS Packages Service Name and Configuration

Fedoral0 & 11

Red Hat Enterprise Linux 4 . Set di sabl e = yes in /etc/
- - Xinetd & uucp )

Red Hat Enterprise Linux 5 xinetd. d/ uucp

SUSE 11

Solaris 10 SUNWbnuu svc:/network/uucp:default

Compliancy

CISRHEL4 (1.0.5)

e 2.1- Disable Standard Services
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CISRHEL5(1.1.2)

* 3.1- Disable Standard Services

DISA UNIX STIG (5 R1.22)

» GENO005280 - Disable UUCP

CIS Solaris 10 (4.0)

o 2.1 - Establish a Secure Baseline

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations
» CIP-007-1-R2.2 - Disable ports and services not needed for operations
CISSUSE (2.0

+ 2.1- Disable Standard Services

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

6.9. Disable NetFS

Module Description. Disables the NetFS functionality, which encapsulates NFS, Novell® Netware, and Windows file sharing
Services.

Tip. If network file sharing functionality is not needed, the NetFS functionality can safely be disabled. Although NetFS is not a
persistent daemon, deactivating these protocols makes the system much easier to audit.

(OFS) Packages Service Names
Fedora10 & 11

Red Hat Enterprise Linux 4 No check netfs

Red Hat Enterprise Linux 5

Solaris 10 Not part of the standard Solaris distribution.

Compliancy
CISRHEL4 (1.0.5)
» 3.13- Only Enable netfs Script If Absolutely Necessary

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services
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CISRHEL5(1.1.2)

» 4.13 - Only Enable netfs Script, If Absolutely Necessary

6.10. Disable NFS Client

Module Description. Disables the NFS client. The NFSis afile system exported by remote servers. This module prevents the client
from sharing network files remotely.

Tip. NFS is frequently exploited to gain unauthorized access to files and systems. Unless there is a specific need for NFS, it is
recommended that it be disabled.

(O] Packages Service Names
Fedoral0 & 11
Red Hat Enterprise Linux 4 nfs-utils & autofs nfdock & autofs

Red Hat Enterprise Linux 5

svc:/network/nfs/client:default
svc:/network/nfs/status:default
Solaris 10 SUNWNfscr svc:/network/nfs/nlockmgr:default
svc:/network/nfs/rquota:default
svc:/system/filesystem/autofs:default

SUSE 11 nfs-client & autofs nfs & autofs

Compliancy

CISRHEL4 (1.0.5)

* 3.9- Only Enable NFS Client Processes If Absolutely Necessary
NVD CCE (None)

» CCE-4359-6

CISRHEL5(1.1.2)

* 4.9 - Only Enable NFS Client Processes, If Absolutely Necessary

CIS Solaris 10 (4.0)

e 2.4.3- Enable NFS client processes

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

» 3.6 - Disable Standard Boot Services
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e 3.9 - Only Enable NFS Client Processes If Absolutely Necessary

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

6.11. Disable NFS Server

Module Description. Disablesthe NFS server. The NFSisafile system exported by remote servers. This module prevents the server

from sharing network files remotely.

Tip. NFS is frequently exploited to gain unauthorized access to files and systems. Unless there is a specific need for NFS, it is

recommended that it be disabled.

(O] Package Service Names
Fedoral0 & 11
Red Hat Enterprise Linux 4 nfs-utils nfs
Red Hat Enterprise Linux 5
svc:/network/nfs/mapid:default
Solaris 10 SUNWNfssr svc:/network/nfs/chd: default
svc:/network/nfs/server:default
SUSE 11 nfs-kernel-server nfs

Compliancy

CISRHEL4 (1.0.5)

» 3.8- Only Enable NFS Server Processes If Absolutely Necessary

CISRHEL5(1.1.2)

* 4.8- Only Enable NFS Server Processes, If Absolutely Necessary
CIS Solaris 10 (4.0)

e 2.4.2 - Enable NFS server processes

FERC CIP (Jan 2007)

* CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CISSUSE (2.0)
* 3.6 - Disable Standard Boot Services

» 3.8- Only Enable NFS Server Processes If Absolutely Necessary

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services
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6.12. Disable rpc.ugidd

Module Description. r pc. ugi dd isavailablefor many Linux distributions. It performs user and group identification matching jobs
for NFS servers.

Tip. rpc.ugidd is currently not available for a Red Hat Enterprise Linux environment and must be built from source. This module
will disable rpc.ugidd if it isinstalled.

(O] Packages Service Name

Fedoral0 & 11
Red Hat Enterprise Linux 4

rpc.ugidd rpc.ugidd
Red Hat Enterprise Linux 5 peug pc.ug
SUSE 11
Solaris 10 Not part of the standard Solaris distribution.
Compliancy

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations
» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

DISA UNIX STIG (5 R1.22)
» LNX00300 - The rpc.ugidd Daemon is Enabled

6.13. Disable SMB

Module Description. Disables SMB, which is the Windows file sharing protocol. The SMB server provides file and print services
to Windows-based systems.

Tip. It isrecommended that you disable SMB if this functionality is not required.

(OFS) Packages Service Name

Fedora10 & 11
Red Hat Enterprise Linux 4

- - samba smb
Red Hat Enterprise Linux 5
SUSE 11
Solaris 10 SUNWsmbar svc:/network/samba:defaul t
Compliancy

CISRHEL4 (1.0.5)
e 3.7 - Only Enable SMB (Windows File Sharing) Processes If Absolutely Necessary21
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NVD CCE (None)

» CCE-4517-9

CISRHEL5(1.1.2)

* 4.7 - Only Enable SMB (Windows File Sharing) Processes, If Absolutely Necessary

DISA UNIX STIG (5R1.22)

» GENO006060 - Sambaiis Enabled

CIS Solaris 10 (4.0)

» 2.3.9 - Disable Samba Support

FERC CIP (Jan 2007)

* CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

» 3.6 - Disable Standard Boot Services

e 3.7 - Only Enable SMB (Windows File Sharing) and NMB (NetBlIOS Message Block) Processes If Absolutely Necessary

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

6.14. Remove SMB Guest Authentication

Module Description. Disables support for guest access to Samba shares and printers.

Tip. Settingthe"guest ok" flag onaresourcedeclared inside of thesnb. conf filewill allow accessto that resource from any user
that can seetheresource. This can provide many security risks. It isrecommended that you apply this module which will removethisflag.

oS

Package

Config File

Setting

Fedoral0 & 11

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

SUSE 11

samba-common

[ et c/ sanba/ snb. conf

Solaris 10

SUNWsmbar

[ etc/sfw snb. conf

Remove "guest ok" from

resources.

Compliancy

NIST FISMA (SP 800-53)

¢ AC-3- Access Enforcement
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* AC-14 - Permitted Actions w/o Identification or Authentication

DISA UNIX STIG (5R1.22)

» GENO006220 - smb.conf Configuration

6.15. SMB Configuration

M odule Description. Checks for recommended global Samba configuration settings. This module sets the "guest  ok" flag for
sharesto " no" in the globals section.

Tip. Sambais afile sharing protocol for Windows machines. Unlessit is necessary for your environment you should turn it off.

(OF] Package Config File Setting
Fedora10 & 11
Red Hat Enterprise Linux 4 samba-common ot of sanbal sib ;
et ¢/ sanba/ snb. con " "
Red Hat Enterprise Linux 5 ?hangeglob?l guest ok"to
guest no
SUSE 11 samba
Solaris 10 SUNWSsmbar [ etc/ sfw snb. conf
Compliancy

SANS Top-20 Security Risks (2.16 Annual Update)

« Cl4

6.16. Disable Instant Messenger Client (gaim)

M odule Description. Disablesthe GAIM and Pidgin instant messenger client. If the GAIM or Pidgin packageisinstalled, thismodule
will remove al permissions from / usr/ bi n/ gai mand/ usr/ bi n/ pi dgi n. On Solaris systems, this module will look in/ usr/
[ ocal / bi n.

Tip. If an instant messenger is needed, you should configure your network to restrict with whom end-users can communicate. If this
client is not needed, you should remove the package.

Compliancy

DISA UNIX STIG (5R1.22)

» GENO0O06000 - Public Instant Messaging Client is Installed

6.17. Disable Instant Messenger Client (Yahoo!)

Module Description. Disablesthe Y ahoo! instant messenger client. If the "ymessenger” package isinstalled, this modulewill remove
all permissionsfrom/ usr/ bi n/ ymessenger so it cannot be used.

Tip. If an instant messenger is needed, you should configure your network to restrict with whom end-users can communicate. If this
client is not needed, you should remove the package.
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Compliancy

DISA UNIX STIG (5R1.22)

» GENO006000 - Public Instant Messaging Client is Installed

6.18. Disable File Sharing Networks

M odule Description. Peer-to-peer transfer services allow for the anonymoustransfer of files. If not configured correctly, your system
files may become writable. This module will disable the executables and connection daemons for most of the file sharing networks
available to Linux.

This module searches for the following executables in most standard directories: apol | on, bittorrent, bittorrent-
console, bittorrent-curses, giftd, gift-gnutella, gift-setup, gtk-gnutella, LimeWre.jar,
m bt, m dc, mdonkey, m gnut, mslsk, nap, napping, and gtell a.lIf found, the permissionswill be set to zeros.

Tip. Some of the clientsfor file sharing networks that run on Windowswill also work on Linux if launched using Wine. It is suggested
that unless Wine is necessary for your environment you should disable it as well.

Compliancy

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations
CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services
DISA UNIX STIG (5R1.22)

» GENO006040 - Peer-to-Peer Application Authorization with DAA

6.19. Disable Fspd

Module Description. Disable the f spd daemon. If f spd isinstalled, this module will remove al permissions from the executable
so it cannot be used.

Tip. Fspd isthe server for an anonymous FTP style archive called File Service Protocol (FSP). Anonymous style file transfer services
do not meet normal security constraints and allow for potential dataleaks.

oS Executable File
Fedoral0 & 11 Change permissions of any of the following to 000 (non-
Red Hat Enterprise Linux 4 executable):
Red Hat Enterprise Linux 5 / bi n/ f spd
Solaris 10 / sbin/fspd
/usr/bin/fspd
SUSE 11 /usr/ sbi n/fspd
/usr/1ocal /bin/fspd
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oS Executable File

[ usr/sfw bin/fspd
/usr/local/sbin/fspd

Compliancy

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

DISA UNIX STIG (5 R1.22)

+ GENO005060 - FSP Is Enabled
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7.1. Disable Sendmail

Module Description. Sendmail is apopular target of computer attackers. If this system is not intended to processincoming mail itis
recommended that you disable the Sendmail daemon to avoid potential security vulnerabilities.

Tip. The Sendmail daemon does not have to be running for email to be sent.

(O] Packages Service Name

Fedoral10 & 11
Red Hat Enterprise Linux 4

- - sendmail sendmail
Red Hat Enterprise Linux 5
SUSE 11
Solaris 10 SUNWSsndmr svc:/network/smtp:sendmail

On non-Solaris systems, this module also ensures that DAEMON=no issetin/ et ¢/ sysconfi g/ sendmai | .
Compliancy

CISRHEL4 (1.0.5)

» 3.3 - Disable sendmail Server, If Possible

NVD CCE (None)

» CCE-4375-2

CISRHEL5(1.1.2)

e 4.3 - Ensure sendmail isonly listening to the localhost, If Possible

CIS Solaris 10 (4.0)

» 2.2.4- Disable Local sendmail Service

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

7.2. Disable Sendmail if older than 8.13.8

Module Description. Disables the Sendmail service if the currently installed version isn't at least 8.13.8. When this module was
written, prior versions of Sendmail had many vulnerabilities including WIZ and DECODE problems.

73



Mail Services Group

Tip. It isrecommended that you run the Sendmail that you updated to the latest version.

Compliancy

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

DISA UNIX STIG (5R1.22)

* GENO004600 - Sendmail Version

» GENO004640 - Sendmail DECODE Command

» GENO004700 - Sendmail W1Z Command

7.3. Configure Sendmail Options

M odule Description. Sets various Sendmail optionsto mask its version, enforce privacy (noexpn and novr f y), disableinteractive
help, ensure log level is at least nine, and prevent sendmail from finding and using $HOVE/ . f or war d files.

Tip. This module sets the privacy options and the log level to the defaults.

(O] Config File Settings
Fedora 10 &
11
Red Hat
Enterprise ,
Linux 4 letc/ mail/ O PrivacyOpti ons=aut hwar ni ngs, novr fy, noexpn, restrictqrun
sendmai | . cf =
Red Hat O LoglLevel =9
Enterorise O Forwar dPat h=/ dev/ nul |
Aterp O St pG eeti ngMessage=Mai | Server Ready ; $b
Linux 5
Solaris 10
SUSE 11 /etc/sendmai |l . cf

NOTE:The DISA UNIX STIG (GEN004580) requests the removal of each user's. f or war d file. However, this module sets the
For war dPat h optionto/ dev/ nul | to prevent Sendmail from finding them. Y ou should manually remove individual . f or war d
files to satisfy auditors.

Compliancy

CISRHEL4 (1.0.5)

* SN.2 - Change Default Greeting String For sendmail

CIS Solaris 10 (4.0)

» 8.7 - Change Default Greeting String for Sendmail

CISRHELS5 (1.1.2)

e SN.2 - Change Default Greeting String For sendmail
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DISA UNIX STIG (5 R1.22)

» GENO004440 - Sendmail Logging

* GENO004540 - Sendmail Help Command

* GENO004560 - Sendmail Greeting to Mask Version
» GENO004580 - .forward Files

» GENO004620 - Sendmail DEBUG Command

» GENO004660 - Sendmail EXPN Command

* GENO004680 - Sendmail VRFY Command

7.4. Disable Sendmail Help

M odule Description. Disables Sendmail help. ThismoduleremovestheHel pFi | e optionfromsendnai | . cf aswell asemptying
the/etc/mail / hel pfile.

(0K Config File Setting to Remove

Fedora10 & 11

Red Hat Enterprise Linux
4

/etc/ mail/sendmail . cf

Eed Hat Enterprise Linux O Hel pFi | e=/ et c/ mai |/ hel pfile

Solaris 10
SUSE 11 [ etc/sendmui | . cf

Compliancy
CISRHEL4 (1.0.5)
* SN.2 - Change Default Greeting String For sendmail

CIS Solaris 10 (4.0)

» 8.7 - Change Default Greeting String for Sendmail

CISRHELS5 (1.1.2)

e SN.2 - Change Default Greeting String For sendmail

DISA UNIX STIG (5 R1.22)

» GENO004540 - Sendmail Help Command

7.5. Log Critical Sendmail Messages

Module Description. Logs critical-level Sendmail messagesto/ var/ | og/ mai | | og.

75



Mail Services Group

Tip. It isrecommended that you review and archive/ var / | og/ mai | | og on aregular basis.

(O] Config File Setting
Fedora /etc/rsyslog.conf |mail.crit -/var/log/maillo
10& 11 ystog. ' 9 9
Red Hat
Enterprise
Linux 4 i i )
/ et c/ sysl og. conf mail.crit -/var/log/ maillog
Red Hat
Enterprise
Linux 5
Solaris . . .
10 / et c/ sysl og. conf mail.crit /var/l og/ maill og
i filter f_mailerr { level(err, crit) and facility(mil); };
iJSE {se;cgsyﬁl 020:?/ destination mailerr { file("/var/log/mail.err" fsync(yes)); };
y g-ng- log { source(src); filter(f_mailerr); destination(mailerr); };

The module will put the appropriate TAB characters between themai | . cri t and the log location.
Compliancy

DoD NISPOM (Feb 2006)

» 8.602al - Automated Audit Trail Creation

CAG 20 Critical Security Controls (2.1)

» CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs

DISA UNIX STIG (5R1.22)
» GENO004460 - Critical Level Sendmail Messages Logging

» GENO006600 - Access Control Program Logging

NIST FISMA (SP 800-53)
* AC-17 - Remote Access
* AU-2 - Auditable Events

* AU-3 - Content of Audit Records

7.6. Disable Mail (Cyrus mail server)

Module Description. Disables Cyrus, which isamail server that provides IMAP, POP3, and KPOP support. IMAPS/POP3S/INNTPS
support (IMAP/POP3/NNTP encrypted using SSL) can be used for security.

Tip. IMAP and POP3 are unencrypted mail protocols and their useis not recommended. If this machine needs to serve mail to remote
mail clients, Cyrus can be used to support encrypted versions of these protocols. If this machine does not need to serve mail, then disable
this service.
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(O] Package Service Name
Fedoral0 & 11

Red Hat Enterprise Linux 4 cyrus-imapd cyrus-imapd
Red Hat Enterprise Linux 5

Solaris 10 Not part of the standard Solaris distribution.

SUSE 11 cyrus-imapd cyrus

Compliancy

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations
» CIP-007-1-R2.2 - Disable ports and services not needed for operations
CISSUSE (2.0)

e 2.7-0nly Enable IMAP If Absolutely Necessary

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services
CISRHEL5(1.1.2)

« 421

* 4.6 - Disable Standard Boot Services

SANS Top-20 Security Risks (2.17 Annual Update)

+ S35

7.7. Disable Mail (Dovecot mail server)

Module Description. Disables Dovecot, which isamail server written primarily with security in mind. It provides IMAP and POP3
support. The IMAPS and POP3S support (IMAP and POP3 encrypted using SSL) can be used for security.

Tip. IMAP and POP3 are unencrypted mail protocols and their useis not recommended. If this machine needs to serve mail to remote
mail clients, Dovecot can be used to provide encrypted versions of these protocals. If this machine does not need to serve mail, then
disable this service.

(O] Package Service Name
Fedoral10 & 11

Red Hat Enterprise Linux 4 dovecot dovecot

Red Hat Enterprise Linux 5

Solaris 10 Not part of the standard Solaris distribution.

SUSE 11 dovecot11 dovecot
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Compliancy

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations
CAG 20 Critical Security Controls(2.1)
» CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5 (1.1.2)

. 422

* 4.6 - Disable Standard Boot Services

SANS Top-20 Security Risks (2.17 Annual Update)

*+ S35
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8.1. Disable Apache

Module Description. Disables Apache, whichisan HTTP server.

Tip. Unlessthis machinewill be serving web content, it isrecommended that you disable Apache. If you need to enable Apache, there
are many external references that provide secure configuration information for Apache.

(O] Packages Service Name

Fedoral10 & 11

Red Hat Enterprise Linux 4 httpd httpd

Red Hat Enterprise Linux 5

Solaris 10 SUNWapchr svc:/network/http:apache2
Compliancy

CISRHEL4 (1.0.5)

+ 3.6 - Disable Standard Boot Services

NVD CCE (None)

» CCE-4306-7

SANS Top-20 Security Risks (2.17 Annual Update)

+ S35

CISRHEL5(1.1.2)
e 4.15 - Only Enable Web Server Processes, |f Absolutely Necessary

* 4.6 - Disable Standard Boot Services

CIS Solaris 10 (4.0)

e 2.3.11 - Disable Apache services

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services
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8.2. Disable Tux

Module Description. Disables Tux, which is akernel-based web server. It increases performance but islessflexible than atraditional
web server like Apache.

Tip. A successful attack against Tux can lead to system-wide compromise, because it runs as part of the kernel. Traditional web
servers such as Apache should be used instead.

(O] Package Service Name
Fedoral10 & 11

Red Hat Enterprise Linux 4 tux tux

Red Hat Enterprise Linux 5

Solaris 10 Not part of the standard Solaris distribution.
Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services
CISRHELS5 (1.1.2)
* 4.6 - Disable Standard Boot Services

SANS Top-20 Security Risks (2.17 Annual Update)

+ S35

8.3. Disable Java Web Console

Module Description. Disables the Solaris Java Web Console (smcwebserver(1M)).

Tip. If thereisno need to use web-based management applications, it is recommended that you apply this module.

(OFS) Packages ‘Service Name

Fedora1l0 & 11
Red Hat Enterprise Linux 4

Not applicable
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(O] Packages ‘ Service Name

Red Hat Enterprise Linux 5

Solaris 10 SUNWmconr ‘ svc:/system/webconsol e:console
Compliancy

CIS Solaris 10 (4.0)

o 2.2.5- Disable Local Web Console

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)

* CCE-4393-5

8.4. Disable WBEM

M odule Description. Disables the Solaris Web-Based Enterprise Management (WBEM) services.

Tip. If thereis no need to use web-based management applications or the Sun Management Console (SMC), it is recommended that
you apply this module.

(OFS) Packages ‘ Service Name

Fedora10 & 11

Red Hat Enterprise Linux 4 Not applicable

Red Hat Enterprise Linux 5

Solaris 10 SUNWwbcor svc:/application/management/wbem
Compliancy

CIS Solaris 10 (4.0)

* 2.2.6 - Disable Loca WBEM

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations
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CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)

» CCE-3662-4

8.5. Disable Squid

Module Description. Squid is acaching proxy server used to increase web transaction speed.

Tip. Squid can be beneficial to security because it imposes a proxy between the client and the server. If it isnot being used, deactivate
it. Otherwise, configure it carefully.

(O] Packages Service Name
Fedoral0 & 11
Red Hat Enterprise Linux 4 squid squid
Red Hat Enterprise Linux 5
. SUNWsquidr squid
Solaris 10 CSKsquid svc:/network/http:squid-csk

Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations
CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services
CISRHEL5(1.1.2)

* 4.19 - Only Enable Squid Cache Server, If Absolutely Necessary

* 4.6 - Disable Standard Boot Services

8.6. Disable Squid if older than 2.4STABLEG6

Module Description. Disables the Squid service if the currently installed version is at least 2.4.STABLEG. When this module was
written, prior versions of Squid had vulnerabilities including a vulnerability in the authentication header.

Tip. It isrecommended that you run latest version of Squid.
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0s

Command Used

Serviceto disable

Fedora10 & 11

Red Hat
Enterprise Linux

/bin/rpm-q squid \

4 - queryformat "% VERSI ON}, % RELEASE} " soid
Red Hat
Enterprise Linux
5
Solaris 10 [ usr/ bi n/ pkgpar am SUNWsqui dr VERSI ON squid
[ usr/ bi n/ pkgpar am CSKsqui d VERSI ON svc:/network/http:squid-csk
Compliancy

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

DISA UNIX STIG (5R1.22)

» GENO005640 - Squid Web Proxy Authentication Header Vulnerability

« GENO005660 - Squid Web Proxy MSNT Auth Helper Vulnerability

» GENO005680 - Squid Web Proxy Version

8.7. Disable Firefox if older than 3.0

Module Description. Disables the Firefox browser if the currently installed version is not at least 3.0. This module will set the
permissionsonthef i r ef ox fileto zeros, preventing it from being executed.

Tip. System administrators are encouraged to update their Firefox package to the most current version available.

(O

Command Used

Fileto disable

Fedora10 & 11

Red Hat
Enterprise Linux
4

[binfrpm-q firefox \
--queryformat "% VERSI O\}, %4 RELEASE} "

Red Hat
Enterprise Linux
5

fusr/bin/firefox

Solaris 10

[ usr/ bi n/ pkgparam SFW i r ef ox VERSI ON
[ usr/ bi n/ pkgparam SUNW i r ef ox VERSI ON

[opt/sfw lib/firefox3/firefox
fusr/lib/firefox/firefox

Compliancy

DISA UNIX STIG (5R1.22)

* GENO004240 - Browser Version
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8.8. Configure User Firefox Prefs

Module Description. Configures each user's Firefox browser to display an alert when leaving encrypted sites or viewing mixed
security content. Also disables Java, JavaScript, and the automatic installation of updates.

Tip. DISA establishes strict guidelines for the use of web browsers. This module addresses more than ten guidelines. However, if
you must use aweb browser to manage an application, and it requires Java or JavaScript, it is recommended that you apply this module.
Once applied, you can re-enable Java and JavaScript for the specific user and then document this fact with the security officer.

In all operating systems, this module will edit the SHOVE/ . mozi | | a/ firefox/ */ prefs.j s fileand configure the following:

user _pref("javascript.enabled", false);
user_pref("security.enable_java", false);
user_pref("security. OCSP. enabl ed", 1);
user_pref("browser.startup. honmepage", "about:blank");
user_pref("app.update.auto", false);

user _pref("security.enable ssl2", true);

user _pref("security.enable ssl 3", true);
user_pref("security.enable tls", true);

user _pref ("network. cooki e. cooki eBehavior", 2);
user_pref("security.warn_entering_weak", true);
user _pref("security.warn_| eavi ng_secure", true);
user_pref("security.warn_entering _secure", true);
user_pref("security.warn_subnmt _insecure", true);

user _pref("security.warn_view ng_m xed", true );

NOTE:

This module writes changes to user's SHOVE / . nozi | | a/firefox/* / prefs.|s. Users change their preferences quite
often even when they acknowledge annoying dial ogs such as*"Do you want to beinformed of .." type messages. Therefore, Security
Blanket will have to correct it again.

After running Security Blanket, examine the / var /| og/ securi ty- bl anket . | og (or through the graphical console) to
identify which users are changing their preferences.

Compliancy

DISA UNIX STIG (5R1.22)

GENO004040 - Browser Software Update Feature
GENO004100 - Browser Allows Active Scripting
GENO004120 - Browser Data Redirection Warning
GENO004160 - Browser Certificate Warning
GENO004180 - Browser Home Page

GENO004200 - Browser SSL Configuration
GENO004260 - Browser Cookie Warning

GENO004280 - Browser Form Data Warning
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» GENO004300 - Browser Secure and Non-secure Content Warning

» GENO004320 - Browser Leaving Encrypted Site Warning

8.9. PHP - General Security

Module Description. Configuresthe PHP framework to help protect web applications from security defects, ranging from insufficient
validation to application logic errors.

 Disalows functions that use a filename as a parameter from using HTTPand FTP URLs. (al | ow_ur| _f open=of f)

» Disables the registering of globals (r egi st er _gl obal s). Thiswill help prevent the injection of variables into your scripts, like
reguest variables from HTML forms.

» Enablesthenagi c_quot es state for GPC (Get/Post/Cookie) operations. When magic_quotes are on, all ' (single quote), " (double
quote), \ (backslash) and NUL's are escaped with a backslash automatically.

(OFS) Config File Settings

Fedoral0 & 11

Red Hat Enterprise Linux 4 / et ¢/ php. i ni [ PHP]

Red Hat Enterprise Linux 5 regl ster_gl Obill s = Of
magi c_quotes = Of

Solaris 10 / et c/ apache2/ php. i ni allow url _fopen= O f

SUSE 11 / et ¢/ php5/ apache2/ php. i ni

Tip. Theregistering of globalsisahigh level vulnerability identified by SANS and it is disabled by default. The only parameter that
isnot adefaultistheal | ow_ur | _f open parameter. Thisis another attack vector identified by SANS and it is highly recommended
that you apply this module to disable the registering of globals.

Compliancy

SANS Top-20 Security Risks (2.17 Annual Update)

» S13

8.10. PHP - Set Error Logging

Module Description. Setslogging parameters for the PHP framework so that all web application errors are logged but not displayed
in the end-user web browsers.

Tip. These are the recommended settings for a production application. If errors are displayed in the web browsers, attackers could
gain more information regarding your application code.

oS Config File Settings

Fedoral10 & 11

Red Hat Enterprise Linux [ PHP]

4 ['etc/ php.ini display_errors = O f

Red Hat Enterprise Linux log_errors = On

5 di splay_startup_errors = Of
Solaris 10 / et c/ apache?2/ php.ini

85



Web Related Services Group

(OF Config File Settings
SUSE 11 / et c/ php5/ apache2/ php. i ni
Compliancy

CAG 20 Critical Security Controls(2.1)

» CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs

NIST FISMA (SP 800-53)
* AU-2 - Auditable Events

* AU-3 - Content of Audit Records

SANS Top-20 Security Risks (2.17 Annual Update)

* S1.3

8.11. PHP - Enhance Session Management

M odule Description. Enhances the PHP session management for web applications. This module:

* increases the randomness of session filenames

* restricts the storage location of serialized session data

* satsthe default cache control HTTP header to nocache which disallows any client/proxy caching

* only uses cookies to store the session ID on the client side. This prevents attacks involved in passing session IDsin URLS

Tip. If aweb application uses PHP's session module, avisitor accessing the web siteis assigned a unique ID, the session ID. Thisis
either stored in a cookie on the user side or is propagated in the URL. Sending session IDsin aURL could result in aleaked session that
would enable athird party to hijack the session and access all resources that are associated with a specific ID.

Session support in PHP contains a method of preserving certain data across subsequent accesses by registering an arbitrary number of
variables. All registered variables are serialized after the request finishes. This module sets parameters to help reduce the predictability
of the location of session data on the server.

The session module cannot guarantee that the information you store in a session is only viewed by the user who created the session. It
is recommended that you actively protect the integrity of the session, depending on the value associated with it.

If an application cannot run properly after applying this module, you should consider updating or rewriting the application.

(O] Config File Settings

Fedoral0 & 11 [ Sessi on]

Red Hat Enterprise session. save_handler = files

Linux 4 o session.save_path = /var/li b/ php/ session
/et c/ php.ini sessi on. use_cookies = 1

Red Hat Enterprise session.use_only cookies =1

Linux 5 session.entropy_file = /dev/urandom

session.entropy_l ength = 1024
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(OF Config File Settings
Solaris 10 / et ¢/ apache2/ php. i ni session.cookie_lifetine = 0
session.cache |limter = nocache
SUSE 11 / et ¢/ php5/ apache2/ php. i ni sessi on. hash_function =1
session. hash_bits _per_character = 6

Compliancy

CAG 20 Critical Security Controls(2.1)

* CC-11 - Account Monitoring and Control

SANS Top-20 Security Risks (2.17 Annual Update)

+ S1.3

8.12. PHP - Disallow HTTP File Uploads

Module Description. Disallows file uploads to your server viaHTTP

Tip. If your PHP application provides a feature to upload files, then you should NOT apply this module. If you do not apply this
module, examinethephp. i ni toensuretheupl oad_rmax_fi | esi ze isset to areasonable value like the default 2MB. Setting this
value too high could result in network congestion or worse: filling up your filesystem. A value that is too high could be exploited by
an attacker resulting in denia of service.

(O] Config File Settings
Fedoral10 & 11
Red Hat Enterprise
Linux 4 [ etc/ php.ini
- [ PHP]
Red Hat Enterprise file uploads = OFf
Linux 5
Solaris 10 / et c/ apache2/ php. i ni
SUSE 11 / et ¢/ php5/ apache2/ php. i ni
Compliancy

SANS Top-20 Security Risks (2.17 Annual Update)

* S1.3

8.13. PHP - Remove Stored MySQL Password

Module Description. Removes the default MySQL password stored in the globa PHP configuration file. The default PHP
configuration has no password set. Configuring PHP with a default database password is not recommended. It is possible for anyone
with PHP command access to get the database password from php. i ni withtheget cfg_var () function.

Tip. If this module breaks your PHP application, then the application should be corrected. Y ou should lock down the source code
filesand ensure that the mysqgl _connect () function calls contain the appropriate credentials.
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(OF Config File Settings

Fedoral0 & 11

Red Hat Enterprise

Linux 4 [ et c/ php. i ni

Red Hat Enterprise [M/SQL]

Linux 5 mysql . def ault _password
Solaris 10 / et c/ apache?2/ php.ini

SUSE 11 / et ¢/ php5/ apache2/ php. i ni

Compliancy

SANS Top-20 Security Risks (2.17 Annual Update)

»+ S1.3
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9.1. MySQL - Disable command history

Module Description. Disables the MySQL command history by setting the MYySQL_HI STFI LE environment variable to " for all
login sessions.

Tip. By default, all commands run in the MySQL console application are saved to a history file. Disabling the MySQL command
history reduces the probability of exposing sensitive information, such as passwords.

Applying this module may adversely affect an administrator's productivity because the familiar up/down arrow feature for recalling
command history is not available.

NOTE: On acase-by-case basis, you could authorize certain database administrators to set the MYSQL_HI STFI LE back to the default
$HOVE/ . mysql _hi st ory file. However, it is recommended that you erase this file when the session is complete. One techniqueis
to add "cat /dev/null > $SHOME/.mysqgl_history" in their $HOVE/ . bash_| ogout script.

Compliancy
CISMySQL (1.0)

« 17

9.2. Disable CDE ToolTalk Database Server

Module Description. Disables the Local CDE Tool Tak Database Server. The Tool Talk service enables independent CDE desktop
applications to communicate with each other without having direct knowledge of each other.

Tip. If you are not using the Solaris Common Desktop Environment (CDE), it is recommend that you apply this module.

(OFS) Packages Service Name

Fedora10 & 11

Red Hat Enterprise Linux 4 Not applicable

Red Hat Enterprise Linux 5

Solaris 10 SUNWIltk svc:/network/rpc/cde-ttdbserver:tcp
Compliancy

CIS Solaris 10 (4.0)

e 2.2.1- Disable Local CDE ToolTalk Database Server

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations
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CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)

» CCE-4508-8
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Group

10.1. Set Mandatory Screen Saver

M odule Description. Configures mandatory timeout and activation values for the screen saver program for all users of the Gnome
desktop.

Tip. It isrecommended that you set the timeout parameter to no more than 15 minutes.
Commands used to retrieve the current screen saver settings:

gconftool -2 --config-source xm :readwite:/etc/gconf/gconf.xm . mandatory \
--get [apps/ gnone-screensaver/idle_activation_enabl ed

gconftool -2 --config-source xm :readwite:/etc/gconf/gconf.xm . mandatory \
--get [apps/ gnone-screensaver/| ock_enabl ed

gconftool -2 --config-source xm :readwite:/etc/gconf/gconf.xm .mandatory \
--get [apps/ gnone-screensaver/ node

gconftool -2 --config-source xm :readwite:/etc/gconf/gconf.xm . mandatory \
--get [apps/ gnone-screensaver/idl e_del ay

Commands used to set the screen saver:

gconftool -2 --direct --config-source xm:readwite:/etc/gconf/gconf.xm .mandatory \
--type bool --set /apps/gnone-screensaver/idle_activation_enabled true

gconftool -2 --direct --config-source xm:readwite:/etc/gconf/gconf.xm .mandatory \
--type bool --set /apps/gnome-screensaver/l ock_enabl ed true

gconftool -2 --direct --config-source xm:readwite:/etc/gconf/gconf.xm .mandatory \
--type string --set /apps/gnome-screensaver/node bl ank-only

gconftool -2 --direct --config-source xm:readwite:/etc/gconf/gconf.xm .mndatory \
--type int --set /apps/gnone-screensaver/idle delay 15

The 15 applied to thei dl e_del ay parameter will of course be replaced with the option value provided to the profile.
Compliancy

DoD NISPOM (Feb 2006)

e 8.609b2 - User Inactivity

DoD JAFAN 6/3 (Oct 2004)
. 4.B.1.a(5)

. 4B.1.a5)()
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CAG 20 Critical Security Controls(2.1)

e CC-11 - Account Monitoring and Control
DISA UNIX STIG (5 R1.22)
» GENO000500 - Inactivity

NIST FISMA (SP 800-53)

e AC-11 - Session Lock

10.2. Set CDE Screen Saver

Module Description. Configures timeout and activation values for the screen saver program for all Solaris Common Desktop

Environment (CDE) users.

Tip. It isrecommended that you set the timeout parameter to no more than 10 minutes.

(OFS) Package

Config File

Settings

Fedoral0 & 11
Red Hat Enterprise

Linux 4 Not applicable
Red Hat Enterprise
Linux 5
i * i * i .
Solaris 10 SUNWdtwm fusr/dt/configl/*/ dt sessi on saverTl meouF : and
SyS. resources dt sessi on*l ockTi meout :
Compliancy

DoD NISPOM (Feb 2006)

» 8.609b2 - User Inactivity

DoD JAFAN 6/3 (Oct 2004)
. 4B.1a5)

. 4.B.1.a(5)(a)
CAG 20 Critical Security Controls(2.1)
* CC-11 - Account Monitoring and Control
DISA UNIX STIG (5R1.22)

» GENO000500 - Inactivity

NIST FISMA (SP 800-53)

e AC-11 - Session Lock
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10.3. Set X Screen Saver Application Defaults

M odule Description. Configures the default timeout and activation values for the X screen saver program.

Tip. It isrecommended that you set the timeout parameter to no more than 10 minutes.

(XS] Config File Setting
Fedoral0 & 11
Red Hat Enterprise Linux 4

: ; *| ock: true
Red Hat Enterprise Linux 5 *| ockTi meout : 0: 00: 00
SUSE 11 *tinmeout: 0: MM 00

[ usr/openw n/li b/ app-
def aul t s/ XScr eenSaver

[ usr/ share/ X11/ app- def aul t s/
XScreenSaver

Solaris 10

The Solaris variant of this module also ensures that the SUNWxwsvr package isinstalled. Otherwise, it will report not applicable.
Compliancy

DoD NISPOM (Feb 2006)

» 8.609b2 - User Inactivity

DoD JAFAN 6/3 (Oct 2004)

. 4B.1.a(5)

. 4B.1.a05)@a)

CAG 20 Critical Security Controls(2.1)
* CC-11 - Account Monitoring and Control
DISA UNIX STIG (5R1.22)

» GENO000500 - I nactivity

NIST FISMA (SP 800-53)

e AC-11 - Session Lock

10.4. Set shell timeout period

M odule Description. Sets shell session timeout. Any shell session that isidle for longer than the specified time will be disconnected.
The timeout value is specified in seconds and the recommended time is 15 minutes (or 900 seconds).

Tip. For accounts that require the running of long batch jobs with no termina output, override this by setting TMOUT=0 or
TI MEQUT=0. A good example of this situation is a database account which is running large batch jobs. A better method is to make the
scripts more verbose so that output activity is more visible.
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Compliancy

DoD NISPOM (Feb 2006)

» 8.609b2 - User Inactivity

DoD JAFAN 6/3 (Oct 2004)

. 4B.1a(5)

. 4.B.1.a(5)(a)

CAG 20 Critical Security Controls(2.1)
e CC-11 - Account Monitoring and Control
DISA UNIX STIG (5R1.22)

+ GENO000500 - I nactivity

NIST FISMA (SP 800-53)

e AC-12 - Session Termination

10.5. Set delay after failed login

Module Description. Controls login delay between login prompts after a failed login. The recommended parameter is at least four

seconds.

Tip. Recent DISA STIGS and other technical documents indicate that FAI L_DELAY (Linux) and SLEEPTI ME (Solaris) settings
have been deprecated. Thismodule is provided to avoid false positives reported by third-party scanners.

(O] Config File Setting
Fedoral10 & 11

Red Hat Enterprise Linux 4 /etc/login.defs FAI L_DELAY
Red Hat Enterprise Linux 5

Solaris 10 letc/default/login SLEEPTI ME
Compliancy

DoD NISPOM (Feb 2006)

» 8.609a2 - Successive Logon Attempts
NIST FISMA (SP 800-53)

* AC-7 - Unsuccessful Login Attempts

DISA UNIX STIG (5R1.22)

» GENO000480 - Login Delay
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10.6. Lock account after three failed login attempts

Module Description. Accounts are often compromised through the use of brute force account name and password guessing attempts.
These attempts can be partialy prevented by implementing account locking on your system. When an attacker attempts to force open
an account, the account becomes locked after three failed login attempts.

Tip. Enabling account locking for user accounts introduces the potential for a denial of service on user accounts. A locked account
stays locked until the administrator resets the account.

oS Config File Setting
Fedoral0 & 11
Red Hat Enterprise Linux 4 / et c/ pam d/ syst em aut h Ensure auth lines usng the
— pam tally(8) library use the deny=3
Red Hat Enterprise Linux 5 parameter.
SUSE 11 [ etc/pam d/ | ogi n
) letc/default/login RETRI ES=3
Solaris 10 . :
/etcl/security/policy.conf LOCK_AFTER _RETRI ES=YES

Manually Resetting Accounts After Excessive Failed Login
Attempts

Linux administrators can reset locked accounts by issuing the command:

i nux# pamtally --user usernane --reset=0

Solaris administrators can unlock accounts by issuing the following command:
sol ari s# passwd -u usernane

By default, the root account is exempt from lockout. Account lockout can be disabled for other accounts with the following Solaris
command:

sol aris# usermod -K | ock_after _retries=no usernane
Compliancy

DoD JAFAN 6/3 (Oct 2004)
. 4B.2.a17)()

. 4.B.3.2(20)(C)
NIST FISMA (SP 800-53)

» AC-7 - Unsuccessful Login Attempts

CISRHEL5 (1.1.2)

* SN.8 - Lockout Accounts After 3 Failures
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DISA UNIX STIG (5R1.22)

» GENO000460 - Three Failed Login Attempts

DoD NISPOM (Feb 2006)

» 8.609a2 - Successive Logon Attempts

CAG 20 Critical Security Controls(2.1)

e CC-11 - Account Monitoring and Control
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11.1. Disable Finger

Module Description. Disables the Finger service. If left enabled, this service can be used by remote systems to obtain information
about users.

Tip. Thisserviceis not part of the base operating system installation and israrely used.
Compliancy

CISRHEL4 (1.0.5)

» 2.1- Disable Standard Services

CISRHEL5(1.1.2)

» 3.1- Disable Standard Services

DISA UNIX STIG (5R1.22)

» GENO003860 - The finger Service Is Enabled

CIS Solaris 10 (4.0)

+ 2.1- Establish a Secure Baseline

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations
» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

e 2.1- Disable Standard Services

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.2. Disable Remote Exec (rexec)

Module Description. Disables rexec, which is one of the "r-commands" (rexec, rlogin, rsh) that use unencrypted protocols and are
subject to network sniffing and hijacking. Additionally, they have a number of well-known weaknesses in their authentication scheme.

Tip. It isrecommended that you always disable rexec. SSH was designed to be a drop-in replacement for these protocols.
Compliancy

CISRHEL4 (1.0.5)

e 2.1- Disable Standard Services
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CISRHELS5 (1.1.2)

e 3.1 - Disable Standard Services

DISA UNIX STIG (5R1.22)

» GENO003840 - The rexec Service |s Enabled
CIS Solaris 10 (4.0)
o 2.1 - Establish a Secure Baseline

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)
» 2.1- Disable Standard Services
e 2.5-Only Enablerlogin/rsh/rcp If Absolutely Necessary

* 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.3. Disable Remote Login (rlogin)

Module Description. Disables rlogin, which is one of the r-commands (rexec, rlogin, rsh) that use unencrypted protocols and are
subject to network sniffing and hijacking. Additionally, they have a number of well-known weaknesses in their authentication scheme.

Tip. It isrecommended that you always disable rlogin. SSH was designed to be a drop-in replacement for these protocols.
Compliancy

CISRHEL4 (1.0.5)

» 2.1- Disable Standard Services

CISRHEL5(1.1.2)

» 3.1- Disable Standard Services

DISA UNIX STIG (5R1.22)

+ GENO003820 - Remote Login or Shell Is Enabled

CIS Solaris 10 (4.0)

e 2.1 - Establish a Secure Baseline
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FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CISSUSE (2.0
e 2.1- Disable Standard Services
e 2.5-Only Enablerlogin/rsh/rcp If Absolutely Necessary

» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.4. Disable Remote Shell (rsh)

Module Description. Disablesrsh, which is one of the r-commands (rexec, rlogin, rsh) that use unencrypted protocols and are subject
to network sniffing and hijacking. Additionaly, they have a number of well-known weaknessesin their authentication scheme.

Tip. It isrecommended that you always disable rsh. SSH was designed to be a drop-in replacement for these protocols.
Compliancy

CISRHEL4 (1.0.5)

e 2.1- Disable Standard Services

CISRHEL5(1.1.2)
e 3.1- Disable Standard Services

* 3.5- Only Enablerlogin/rsh/rcp, If Absolutely Necessary
DISA UNIX STIG (5 R1.22)

» GENO003820 - Remote Login or Shell Is Enabled

CIS Solaris 10 (4.0)

o 2.1 - Establish a Secure Baseline

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations
e CIP-007-1-R2.2 - Disable ports and services not needed for operations
CISSUSE (2.0

e 2.1- Disable Standard Services
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e 2.5-Only Enablerlogin/rsh/rcp If Absolutely Necessary

» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.5. Disable Telnet

Module Description. Disables Telnet, which uses an unencrypted network protocol that allows passwords to be stolen by network

eavesdroppers or the session to be hijacked by outsiders.

Tip. It is recommended that you always disable Telnet service. SSH provides the same functionality in a secure manner and itis a

better choice.

(O] Package

Service Name

Fedoral0 & 11
Red Hat Enterprise Linux 4 telnet-server
Red Hat Enterprise Linux 5

telnet

Solaris 10 SUNW!tnetr

svc:/network/telnet:default

Compliancy

CISRHEL4 (1.0.5)

e 2.1- Disable Standard Services
NIST FISMA (SP 800-53)
¢ AC-17 - Remote Access

CISRHELS5S (1.1.2)
e 3.1- Disable Standard Services

» 3.3- Only Enable telnet, If Absolutely Necessary
DISA UNIX STIG (5R1.22)

» GENO0O04800 - Unencrypted FTP or Telnet

CIS Solaris 10 (4.0)

o 2.1- Establish a Secure Baseline

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations
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CISSUSE (2.0)
e 2.1- Disable Standard Services

e 2.3- Only Enable telnet If Absolutely Necessary

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.6. Daemon Umask

Module Description. Configures system services to create files that only the user can modify and group members can read. Setting
the system's default umask to 027 restricts newly created file and directory access to their respective owners and groups. This setting
reduces the likelihood of other services or users overwriting or reading data owned by another process.

Tip. If a particular daemon needs a less restrictive umask, consider editing the daemon's startup script so that particular daemon
has the required unask.

Compliancy

CISRHEL4 (1.0.5)

e 3.1 - Set Daemon umask

CISRHEL5(1.1.2)

e 4.1 - Set Daemon umask

DISA UNIX STIG (5 R1.22)

» GENO002560 - Default umask

CIS Solaris 10 (4.0)

e 5.1 - Set daemon umask

CISSUSE (2.0)
e 3.1 - Set Daemon umask

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

11.7. Disable Portmap Daemon

M odule Description. Disablesthe Portmap daemon that is used to convert RPC program numbersinto DARPA protocol port numbers.
RPC is an unencrypted protocol that may carry authentication information.

Tip. By default, Red Hat provides support for applications built using the Generic Security Service (GSS) API; however, applications
delivered with Red Hat do not require GSS. If you are running applications built using GSS, then you must leave the portmap daemon
enabled because both generic security services (gss) daemon and server-side rpcsec_gss daemon (rpcsvegssd) require it.
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IMPORTANT:

Before disabling the portmap daemon, ensure that dependent services such as NFS or NIS are not needed. If you do not know
which services require this daemon, use the r pcinfo(8) command to list all RPC registered programs.

(O] Package Service Name
Fedoral0 & 11 rpchind rpchind
Red Hat Enterprise Linux 4
— portmap portmap
Red Hat Enterprise Linux 5
Solaris 10 - svc:/network/rpc/bind:default

Compliancy

CISRHEL4 (1.0.5)

» 3.12 - Only Enable RPC Portmap Process If Absolutely Necessary
NVD CCE (None)

» CCE-3950-3

CISRHEL5(1.1.2)

* 4.12 - Only Enable RPC Portmap Process, If Absolutely Necessary

ClS Solaris 10 (4.0)
e 2.3.14 - Disable Local RPC Port Mapping Service
FERC CIP (Jan 2007)

* CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CISSUSE (2.0)
» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.8. Disable RPC Keyserv

Module Description. Disables the Solaris RPC encryption key storage service. The keyser v( 1M is adaemon that is used for
storing the private encryption keys of each user logged into the system. These encryption keys are used for accessing secure network
services such as secure NFS and NIS+.

Tip. If thereisaneed for the secure RPC mechanism, do not apply this module. Secured NFS should not be confused with Kerberized
NFS which does not requirethekeyser v( 1M daemon.
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(O] Package Service Name

Fedoral0 & 11

Red Hat Enterprise Linux 4 Not applicable

Red Hat Enterprise Linux 5

Solaris 10 SUNWecsr svc:/network/rpc/keyserv:default
Compliancy

CIS Solaris 10 (4.0)

e 2.3.1- Disable RPC Encryption Key

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)

» CCE-4596-3

11.9. Disable Printer Daemon

Module Description. Disables the Common UNIX Printing System (CUPS). When enabled, this service may allow unauthorized
remote systems to send print jobs to a system that is not properly configured.

Tip. As with all system daemons that provide network services, if the service is not vital to the operation of the system, it is
recommended that you disable the service. For Solaris systems, this module will disable print servicesto include: ipp-listener, rfc1179
service, and the CDE Print Viewer.

If you must run the CUPS service, restrict network access to the service within the cupsd. conf (5) configuration file using the
"Allow" directive. For added security, restrictions on both TCP and UDP port 3551 can be applied on your host with the iptables(8)
administration tool.

Compliancy

CISRHEL4 (1.0.5)
» 3.14 - Only Enable Printer Daemon Processes If Absolutely Necessary
CIS Solaris 10 (4.0)

o 2.1 - Establish a Secure Baseline

e 2.4.11 - Enable Printer Server Daemons
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FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5(1.1.2)

e 4.14 - Only Enable Printer Daemon Processes, If Absolutely Necessary

11.10. Disable Kudzu

Module Description. Kudzu is Red Hat's hardware configuration daemon. The daemon allows anyone with console access to
reconfigure the system's hardware without authentication.

Tip. The use of any system configuration tool that does not require prior authentication is strongly discouraged.

(O] Package Service Name
Fedoral0& 11

Red Hat Enterprise Linux 4 kudzu kudzu

Red Hat Enterprise Linux 5

Solaris 10 Not applicable

Compliancy

CISRHEL4 (1.0.5)

e 3.21 - Only Enable Kudzu Hardware Detection If Absolutely Necessary

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5 (1.1.2)

* 4.20 - Only Enable Kudzu Hardware Detection, If Absolutely Necessary

NIST FISMA (SP 800-53)

e AC-19 - Access Control for Portale and Mobile Systems

104






System Services Group

(O] Package Service Names

Red Hat
Enterprise Linux
4

Red Hat
Enterprise Linux
5

svc:/application/database/mysql :default

CoolSack (Solaris AMP):

Solaris 10 No check
svc:/application/database/mysql:mysgl 32-csk
svc:/application/database/mysgl:mysgl-csk
SUSE 11 mysql mysql

Compliancy

CISRHEL4 (1.0.5)

» 3.18 - Only Enable SQL Server Processes If Absolutely Necessary

CIS Solaris 10 (4.0)

e 2.1 - Establish a Secure Baseline

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5(1.1.2)

» 4.18 - Only Enable SQL Server Processes, If Absolutely Necessary

11.13. Disable Postgresql

Module Description. Disables the PostgreSQL database server.
Tip. Disabling PostgreSQL does not prevent client-based applications from connecting to remote PostgreSQL database servers.
If you must run PostgreSQL, take necessary stepsto secureit.

It is recommended that you change the PostgreSQL root password after installation and restrict access to its default TCP port of 5432
on your host with the iptables(8) administration tool.

Also, make sure that database user accounts have complex passwords and restrict the accounts on a host or network basis by avoiding
the use of the wildcard (%) in user accounts.
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Compliancy

CISRHEL4 (1.0.5)
e 3.17 - Only Enable DNS Server Process If Absolutely Necessary

» 3.6 - Disable Standard Boot Services
ClISSolaris 10 (4.0)

o 2.1 - Establish a Secure Baseline

FERC CIP (Jan 2007)
e CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls (2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5(1.1.2)

» 4.17 - Only Enable DNS Server Process, If Absolutely Necessary

11.15. Disable SNMP

Module Description. Disables SNMP, which is a protocol used for network management.

Tip. If you must use SNMP to monitor your system, ensure that the default public and private community strings are changed in
snmpd. conf (5).

(OFS) Package Service Names

Fedora10 & 11

Red Hat

Enterprise Linux

4 net-snmp snmpd

Red Hat

Enterprise Linux

5
svc:/application/management/sma:default

Solaris 10 No check svc:/application/management/seaport:default
svc:/application/management/snmpdx:defaul t

Compliancy

CISRHEL4 (1.0.5)

e 3.16 - Only Enable SNMP Processes If Absolutely Necessary
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+ 3.6 - Disable Standard Boot Services
CISRHEL5(1.1.2)

» 4.16 - Only Enable SNMP Processes, If Absolutely Necessary
DISA UNIX STIG (5R1.22)

* GENO005380 - Dedicated Hardware for SNMP

ClS Solaris 10 (4.0)

o 2.1- Establish a Secure Baseline

e 2.4.12 - Enable Simple Network Management Protocol (SNMP)
FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations
e CIP-007-1-R2.2 - Disable ports and services not needed for operations
CISSUSE (2.0

+ 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.16. Disable SNMP if default public string exists

Module Description. Disables the SNMP agent if the default community ‘public' has not been changed.

Tip. If you must use SNMP to monitor your system, ensure that the default public and private community strings are changed in
snmpd. conf (5).

See Section 11.15, “Disable SNMP” for alisting of the specific services being disabled.

NOTE: Manual action may be required

Thismodule only disablesthe agent. It does not remove the default community stringsfrom the configuration file. Therefore, other
scanners such as DISA's SRR may report it as a problem. Y ou must manually edit the configuration file and set your own strings.

Compliancy

FERC CIP (Jan 2007)

» CIP-005-1-R4.4 - Review of controlsfor default accounts, passwords, and network management community strings

PCI DSS (1.1)

e 2.1 - Do not use vendor-supplied defaults for system passwords and other security parameters
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DISA UNIX STIG (5R1.22)

* GENO005300 - Changed SNMP Community Strings

11.17. Disable NIS Server

M odule Description. Disablesthe Network Information Service (NIS) server. The NISisasystem that provides network information
such as login names and home directories to all the machines on a network.

Tip. Unlessthe use of NIS isexplicitly required, it is recommended that the NI'S Server be disabled due to security concerns.

(O] Package Service Name

Fedoral10 & 11

Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5
SUSE 11

ypserv ypserv and yppasswdd

sve:/network/rpc/nisplus:default
svc:/network/nis/server:default
Solaris 10 SUNWYypr svc:/network/nig/passwd: default
svc:/network/nis/update: default
svc:/network/nis/xfr:default

Compliancy

CISRHEL4 (1.0.5)

+ 3.11 - Only Enable NIS Server Processes If Absolutely Necessary
NVD CCE (None)

« CCE-3622-8

» CCE-4299-4

» CCE-4362-0

» CCE-4486-7

CISRHEL5(1.1.2)

* 4.11 - Only Enable NIS Server Processes, If Absolutely Necessary
CIS Solaris 10 (4.0)

+ 2.3.4- Disable NIS+ daemons

FERC CIP (Jan 2007)

e CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations
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CIS SUSE (2.0)

» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.18. Disable NIS Client

M odule Description. Disables the Network Information Service (NIS) client. The NISisasystem that provides network information

such as login names and home directories to al the machines on a network.

Tip. Unless the use of NISis explicitly required, it is recommended that the NIS Client be disabled due to security concerns.

(O] Package Service Name

Fedoral10 & 11

Red Hat Enterprise Linux 4 ypbind ypbind

Red Hat Enterprise Linux 5

Solaris 10 SUNWNhisr svc:/network/nig/client:default
Compliancy

CISRHEL4 (1.0.5)

e 3.10- Only Enable NIS Client Processes If Absolutely Necessary
NVD CCE (None)

» CCE-4592-2

CISRHEL5(1.1.2)

* 4.10 - Only Enable NIS Client Processes, If Absolutely Necessary
CIS Solaris 10 (4.0)

» 2.3.3- Disable NIS Client Daemons

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

» 3.10- Only Enable NIS Client Processes If Absolutely Necessary

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

111




System Services Group

11.19. Disable Inetd

Module Description. Disables Inetd, which is the Internet super-server daemon. It spawns a number of other servers, such as telnet
and ftp.

Tip. The operating system base installation does not enable Inetd by default. Therefore, provided that additional services were not
added during post-installation, you can safely disable it. To see what Inetd-based services are on your system, look in the / et c/
xi net d. d directory. Typical legacy servicesinclude 'finger' and 'uucp'.

(OFS) Package Service Name

Fedoral0 & 11

Red Hat Enterprise Linux 4 Xinetd Xinetd

Red Hat Enterprise Linux 5

Solaris 10 SUNWcsu svc:/network/inetd: default
Compliancy

CISRHEL4 (1.0.5)

» 3.2- Disablexinetd, If Possible
CISRHEL5(1.1.2)

» 4.2 - Disable xinetd, If Possible
DISA UNIX STIG (5R1.22)
» GENO003700 - Disable inetd/xinetd
CIS Solaris 10 (4.0)

+ 2.1- Establish a Secure Baseline

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)
e 3.2 - Disable xinetd, If Possible

» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.20. Disable Remote Syslog

Module Description. Disables the syslog daemon so that it cannot accept messages from other systems.
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(O] Config File or Property Setting
Fedoral0 & 11

Red Hat

Enterprise Linux o SYSLOGD OPTIONS  does ot
4 /etc/init.d/syslog T
contan"-r

Red Hat
Enterprise Linux
5

Solaris 10 svcprop -p config/log fromrenote systeml og fal se

Compliancy

CISRHEL4 (1.0.5)

e 7.11- Only Enable syslog To Accept Messages If Absolutely Necessary
CISRHEL5(1.1.2)

» 8.10- Only Enable syslog To Accept Messages, If Absolutely Necessary
DISA UNIX STIG (5R1.22)

» GENO005480 - Syslog Accepts Remote Messages

CIS Solaris 10 (4.0)

+ 2.1- Establish a Secure Baseline

FERC CIP (Jan 2007)

* CIP-005-1-R2.2 - Enable only ports and services needed for operations
» CIP-007-1-R2.2 - Disable ports and services not needed for operations
CAG 20 Critical Security Controls (2.1)

e CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs

11.21. Disable Bluetooth

Module Description. Disables Bluetooth services. The Bluetooth services may allow unauthorized communications with the server
if not properly configured.

Tip. It isrecommended that you disable the serviceif it is not vital to the operation of the system.

(O] Packages Service Names
Fedoral0 & 11 bluez bluetooth
Red Hat Enterprise Linux 4 . .

- - bluez-utils bluetooth & hidd
Red Hat Enterprise Linux 5
Solaris 10 Not part of the standard Solaris distribution.
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Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)
» CIP-007-1-R2.2 - Disable ports and services not needed for operations

* CIP-005-1-R2.2 - Enable only ports and services needed for operations
CAG 20 Critical Security Controls (2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5 (1.1.2)

* 4.6 - Disable Standard Boot Services

NIST FISMA (SP 800-53)
* AC-18 - Wireless Access Restrictions

» AC-19 - Access Control for Portale and Maobile Systems

11.22. Disable XFS

Module Description. Disables the X Window System font server (XFS) which supplies fontsto X Window System display servers.

WARNING: Graphical Desktop Users

If you plan on using the Security Blanket graphical user interface, DO NOT APPLY this module.

Tip. If you do not use this module, then you should at least restrict access to TCP/7100.

(O] Package Service Name

Fedoral0 & 11

Red Hat Enterprise Linux 4 xorg-x11-xfs xfs

Red Hat Enterprise Linux 5

Solaris 10 SUNWxwfs svc:/application/x11/xfs:default
SUSE 11 xorg-x11 xfs

Compliancy

CISRHEL4 (1.0.5)

» 3.5- Disable X Font Server If Possible
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FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CISSUSE (2.0)
» 3.5- Disable X Font Server |f Possible

» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHELS5 (1.1.2)
» 45 - Disable X Font Server, If Possible

* 4.6 - Disable Standard Boot Services

11.23. Disable Graphical Login

M odule Description. Disablesthe graphical login manager by changing the system'sdefault run-level from5to3in/ et c/i ni tt ab.
When the machine is rebooted, atext login will be provided instead of a graphical one.

On Linux systems, thismodulereplacesi d: 5: i ni tdef aul t: linewithi d: 3:initdefaul t: inthe/etc/inittab file
On Solaris systems, this module disablesthesvc: / appl i cat i on/ gr aphi cal -1 ogi n/ cde-1 ogi n: def aul t service.

Tip. If you plan on using this Security Blanket graphical interface, you can still start the graphical login session with 'star tx' command.
Compliancy

CISRHEL4 (1.0.5)

e 3.4 - Disable GUI Login If Possible

CISRHEL5(1.1.2)

* 4.4 - Disable GUI Login, If Possible

DISA UNIX STIG (5 R1.22)

» GENO005260 - X Window System Not Required and Not Disabled

CIS Solaris 10 (4.0)

e 2.2.3- Disable Loca Common Desktop Environment (CDE)

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations
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e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

e 3.4 - Disable GUI Login If Possible

11.24. Disable HP Printing and Imaging

Module Description. Disables HP printing and imaging. The hplip serviceis used to support HP printing and imaging services.

Tip. If printing is not enabled and the service isnot vital to the operation of the system, it isrecommended that you disable the service.

(O] Package Service Name
Fedora hplip -
Red Hat Enterprise Linux 4 ) )
—— hplip hplip
Red Hat Enterprise Linux 5
Solaris 10 Not part of the Solaris operating system

Compliancy

CISRHEL4 (1.0.5)
» 3.14 - Only Enable Printer Daemon Processes If Absolutely Necessary

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5(1.1.2)
» 4.14 - Only Enable Printer Daemon Processes, If Absolutely Necessary

* 4.6 - Disable Standard Boot Services

11.25. Disable Avahi Daemon

Module Description. Disables the Avahi daemon. The Avahi daemon facilitates automated service discovery on aloca network.

Tip. If this service is not vital to the operation of the system it is recommended that you disable the service.

(O] Package

Service Name

Fedora10 & 11 avahi

avahi-daemon

116




System Services Group

(O] Package Service Name

Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 5

Solaris 10 Not part of the Solaris operating system

Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5(1.1.2)

* 4.6 - Disable Standard Boot Services

11.26. Disable Power Management

Module Description. Disables the power management service.

Tip. If the system is not alaptop, it is recommended that you disable the service.

(O] Package Service Name

Fedoral10 & 11

Red Hat Enterprise Linux 4 apmd apmd

Red Hat Enterprise Linux 5

SUSE 11 sysvinit powerd (UPS monitoring daemon)
Solaris 10 SUNWpmu svc:/system/power:default

Compliancy
CISRHEL4 (1.0.5)
» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)

e CIP-005-1-R2.2 - Enable only ports and services needed for operations
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e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

* 3.6 - Disable Standard Boot Services

CISRHEL5 (1.1.2)

* 4.6 - Disable Standard Boot Services

11.27. Disable ISDN

Module Description. Disables the ISDN service that is used to support ISDN network configurations.

Tip. If ISDN isnot utilized by the system it is recommended that you disable the service.

(O] Package Service Name
Fedoral0 & 11

Red Hat Enterprise Linux 4 isdndk-utils isdn

Red Hat Enterprise Linux 5

Solaris 10 Not part of the standard Solaris operating system
Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5 (1.1.2)

* 4.6 - Disable Standard Boot Services

11.28. Disable Login Prompts on Serial Ports

Module Description. Disablesthe login prompt on the system serial devicesto make it more difficult for unauthorized usersto attach
modems, terminals, and other remote access devices to these ports.

Tip. On Solaris systems, this action may safely be performed even if console access to the system is provided via the seria ports,
because the login prompt on the console device is provided through a different mechanism.
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oS Scan Method

Apply Method

Fedora10 & 11

Red Hat Enterprise Linux |Do al / dev/ttyS[ 0- 4] seria device files have
4 acorresponding/ et ¢/ nol ogi n. ttyS[ 0- 4] ?If

Red Hat Enterprise Linux not, the scan fails.

5

Createempty / et ¢/ nol ogi n. ttyS[ 0- 4] files.

Solaris 10

Execute /usr/shin/padm -L -p zsmon to see if any
service tags do not have the disable flag (x) set.

Use the /usr/sbin/pmadm -d -p zsmon tty?
command to disable.

WARNING: Linux Systems

It is strongly recommended that you maintain a network login to the system before applying this module for the first time. If you
must use a serial terminal for console access then do not use this module.

Compliancy

CIS Solaris 10 (4.0)

» 6.1- Disablelogin: Prompts on Seria Ports

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.29. Disable Console Mouse Support

Module Description. Disables the GPMservice that is used to provide consol e-based mouse support.

Tip. If console mouse support is not vital to the operation of the system it is recommended that you disable the service.

Red Hat Enterprise Linux 5

(OFS) Package Service Name
Fedora10 & 11
Red Hat Enterprise Linux 4 gpm gpm

Solaris 10

Not part of the standard Solaris operating system

Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services
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FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

» 3.6 - Disable Standard Boot Services
CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

CISRHEL5 (1.1.2)

* 4.6 - Disable Standard Boot Services

11.30. Disable Printer Configuration Daemon

Module Description. Disables the CUPS printer configuration daemon that is used to configure the CUPS subsystem.

Tip. If the service isnot vital to the operation of the system it is recommended that you disable the service.

(O] Package Setting

Fedoral10 & 11

Red Hat Enterprise Linux 4 hal -cups-utils Disable the "cups-config-daemon" service.

Red Hat Enterprise Linux 5

Solaris 10 Not part of the standard Solaris operating system

SUSE 11 cups-autoconfig Set Conf i gur eNewPr I nters=no in /
et c/ cups- aut oconfi g. conf.

Compliancy

CISRHEL4 (1.0.5)

» 3.6 - Disable Standard Boot Services

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations
CISSUSE (2.0)
» 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services
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CISRHELS5 (1.1.2)

* 4.6 - Disable Standard Boot Services

11.31. Correct System RC Script PATH Variables

M odule Description. Removes single periods or double colons from PATH environment variables set in system run control scripts
(/etc/init.dl*).

Tip. By default, system run control scripts are not configured with :: or :.: . However, if this module finds a PATH variable set to
something like this:

PATH=/ bi n: : /usr/bin:.:/sbin

then it will remove the :: and :.: from the environment variable.
Compliancy

DISA UNIX STIG (5R1.22)

* GENO001600 - Run Control Scripts PATH Variable

11.32. Correct Global Init Script PATH Variables

Module Description. Strip single periods or double colons from PATH environment variables set in global initialization files such
as/etc/profile.

Tip. By default, global initialization scripts are not configured with :: or :.: . However, if this module finds a PATH variable set to
something like this:

PATH=/ bi n: : /usr/bin:.:/sbin

then it will remove the :: and :.: from the environment variable.
Compliancy

DISA UNIX STIG (5 R1.22)

» GENO001840 - Global Initialization Files PATH Variable

11.33. Disable CDE Calendar Manager Server

M odule Description. Disables network accessto the Solaris CDE Calendar Manager.

Tip. If you are not using the Solaris Common Desktop Environment (CDE) or you don't require other users to remotely connect to
your calendar, it is recommend that you apply this module.

(O] Packages ‘Service Name

Fedoral0 & 11
Red Hat Enterprise Linux 4 Not applicable
Red Hat Enterprise Linux 5
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(O] Packages Service Name

Solaris 10 SUNWdtdmn svc:/network/rpc/cde-cal endar-manager

Compliancy

CIS Solaris 10 (4.0)

e 2.2.2 - Disable Local CDE Calendar Manager

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)

» CCE-4327-3

11.34. Disable LDAP Client Cache Manager

Module Description. Disables the LDAP client cache manager (I dap_cachengr (1M ) daemon; which manages client
configuration for LDAP based Network Information Service lookups.

Tip. If thelocal siteisnot currently using LDAP as a naming service, it is recommended you apply this module.

(OFS) Package ‘Service Name

Fedora10 & 11

Red Hat Enterprise Linux 4 Not applicable

Red Hat Enterprise Linux 5

Solaris 10 SUNWcsr svc:/network/ldap/client:default
Compliancy

CIS Solaris 10 (4.0)

e 2.3.5- Disable LDAP Cache Manager

FERC CIP (Jan 2007)
* CIP-005-1-R2.2 - Enable only ports and services needed for operations

e CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

» CC-13- Limitation and Control of Network Ports, Protocols, and Services
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NVD CCE (None)

* CCE-4279-6

11.35. Disable Kerberos TGT Expiration Warning

Module Description. Disables the Solaris Kerberos warning daemon (kt kt _war nd( 1M ). When this daemon is enabled on
Kerberos clients it can warn users when their Kerberos tickets are about to expire, or renew the tickets before they expire.

Tip. If not aKerberos client, it is recommended that you apply this module.

(O] Package ‘ Service Name

Fedoral0 & 11

Red Hat Enterprise Linux 4 Not applicable

Red Hat Enterprise Linux 5

Solaris 10 SUNWKkrbr svc:/network/security/ktkt warn:default
Compliancy

ClS Solaris 10 (4.0)

» 2.3.6 - Disable Kerberos TGT Expiration Warning

FERC CIP (Jan 2007)

» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)

* CCE-4557-5

11.36. Disable GSS Daemon

Module Description. Disables Generic Security Service (GSS) daemon.

On Linux systems, ther pc. gssd( 8) provides a means of using the GSS-API generic security APl to provide security for protocols
using RPC (in particular, NFS).

On Solaris systems, the gssd( 1M is the user mode daemon that operates between the kernel RPC and the GSS-API to generate and
validate GSS-API security tokens.

Tip. Many services use the GSS-API therefore, it is recommended that you review required services before applying this module.

(O] Packages Service Name
Fedoral0 & 11 nfs-utils rpcgssd
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(O] Packages Service Name

Red Hat Enterprise Linux 4

Red Hat Enterprise Linux 5

Solaris 10 SUNW(gssc svc:/network/rpc/gss.default
Compliancy

CISRHEL4 (1.0.5)

3.6 - Disable Standard Boot Services
NVD CCE (None)

» CCE-4588-0
CISRHEL5(1.1.2)

» 4.6 - Disable Standard Boot Services

CIS Solaris 10 (4.0)

» 2.3.7 - Disable Generic Security Services (GSS) daemons

FERC CIP (Jan 2007)

e CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CIS SUSE (2.0)

* 3.6 - Disable Standard Boot Services

CAG 20 Critical Security Controls(2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

11.37. Disable Solaris Volume Manager

M odule Description. Disables the Solaris VVolume Manager (SVM) services. This module disables the SVM initialization, multipath

upgrade, and monitor services.

WARNING: Solaris Mounted filesystems on SVM metadevices

During the scanning phase, thismodule will usethe metastat(1M) utility to seeif there are any metadevice state databases present.
If so, the module will log awarning message.

When applying this module, it will look for mounted filesystems using SVM metadevices(/ dev/ md/ *)inthemrmt t ab( 4) file.
If it finds any, log entries will be made and the module will NOT DISABLE SVM services. This prevents accidental shutdown
of vital services required by mounted filesystems.
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oS Service Names
Fedoral0 & 11
Red Hat Enterprise Linux 4 Not applicable
Red Hat Enterprise Linux 5
svc:/system/metainit:default
Solaris 10 (Global zone only) svc:/system/device/mpxio-upgrade; default

svc:/system/mdmonitor:default

Compliancy

CIS Solaris 10 (4.0)

e 2.3.12 - Disable Solaris Volume Manager Services

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls (2.1)

* CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)
 CCE-4269-3
* CCE-4411-5

» CCE-4499-0

11.38. Disable Solaris Volume Manager GUI

M odule Description. Disables the Solaris Volume Manager (SVM) graphical user interface (GUI). Specifically, this module will
disable SVYM multi-node communications (mdcomm), remote metaset (meta), remote mediator (metmed), and remote multihost disk
(metamh) services.

Tip. These services are not required to use filesystems residing on metadevices. Most tasks can be completed by using the command
line utilities, so it is recommended you apply this module

oS Service Names
Fedoral0 & 11
Red Hat Enterprise Linux 4 Not applicable
Red Hat Enterprise Linux 5

svc:./network/rpc/mdcomm:default
svc:./network/rpc/meta:default
svc:/network/rpc/metamed: default
svc:/network/rpc/metamh:default

Solaris 10 (Globa zone only)
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Compliancy

CIS Solaris 10 (4.0)

e 2.3.13- Disable Solaris Volume Manager GUI

FERC CIP (Jan 2007)
» CIP-005-1-R2.2 - Enable only ports and services needed for operations

» CIP-007-1-R2.2 - Disable ports and services not needed for operations

CAG 20 Critical Security Controls(2.1)

e CC-13- Limitation and Control of Network Ports, Protocols, and Services

NVD CCE (None)
+ CCE-3650-9
+ CCE-4305-9
« CCE-4477-6

* CCE-4571-6
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12.1. Restrict Write Access on Man Pages

Module Description. Set permissions on manua pages in / usr/share/ man, /usr/share/info, and / usr/share/
i nf opage to allow only root to modify them.

Tip. It is recommended to let this module restrict the write access to the manual pages. This module sets the permissions to the
operating system defaults and should have no impact on hormal operations.

Compliancy
DoD NISPOM (Feb 2006)
e 8.606b1 - Access 2 Requirements

CISRHEL5(1.1.2)
* 11.5- Restrict permissions to 0644 on /usr/share/man and /usr/share/doc content
DISA UNIX STIG (5 R1.22)

» GENO001280 - Manual Page File Permissions

NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

12.2. Sysctl.conf Permissions

Module Description. Secures configuration file permissions so that non-privileged users cannot modify sysct ! . conf (5).
Parametersfor the kernel are stored in thisfile. Thisfile should be owned by the root user, belong to the root group, and be readable and
writable only by the root user. This module is highly recommended because setting the access permissions to anything less restrictive
invites modifications or allows individuals to gather information that could potentially be used to find a security weakness.

Tip. This operation should not have any impact on normal system operation.
Compliancy

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement
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DISA UNIX STIG (5 R1.22)
» LNX00480 - /etc/sysctl.conf Ownership
» LNX00500 - /etc/sysctl.conf Group Ownership

» LNXO00520 - / etc/sysctl.conf Permissions

12.3. Password Perms

M odule Description. Secures password files with permissions that protect them from being directly modified by unauthorized users.
Theshadow( 5) password file should not be readable by unauthorized users.

Tip. This operation is strongly recommended and should not impact normal system operation.
Compliancy

CISRHEL4 (1.0.5)

* 6.4 - Verify passwd, shadow, and group File Permissions
DoD NISPOM (Feb 2006)

+ 8.303d - Access to Authentication Data

» 8.606b1 - Access 2 Requirements
CISRHEL5(1.1.2)

» 7.4-Verify passwd, shadow, and group File Permissions
DISA UNIX STIG (5R1.22)

» GENO001380 - /etc/passwd File Permissions

» GENO001400 - /etc/passwd and/or /etc/shadow File Ownership
» GENO001420 - /etc/shadow File Permissions

CIS Solaris 10 (4.0)

* 5.3- Verify System File Permissions

CISSUSE (2.0

* 6.4 - Verify passwd, shadow, and group File Permissions

NIST FISMA (SP 800-53)
* AC-3- Access Enforcement

* |A-5 - Authenticator Management
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12.4. System Configuration File Permissions

Module Description. Controls access to key system configuration files and directories.

Tip. It isrecommended that you apply this module. In most cases the permissions set by this module are operating system defaults;
therefore, it should not impact normal operations.

Compliancy

CIS Solaris 10 (4.0)

» 5.3- Verify System File Permissions

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

» AU-9 - Protection of Audit Information

DISA UNIX STIG (5 R1.22)

» GENO001320 - NIS/NIS+/yp File Ownership

* GENO001340 - NIS/NIS+/yp File Group Ownership

* GENO001360 - NIS/NIS+/yp File Permissions

* GENO001720 - Global Initialization Files Permissions

* GENO001740 - Global Initialization Files Ownership

» GENO001760 - Global Initialization Files Group Ownership
» GENO001800 - Default/Skeleton Dot Files Permissions

» GENO001820 - Default/Skeleton Dot Files Ownership

« GENO003280 - At Utility Accessibility

» GENO003340 - at.alow and at.deny Permissions

» GENO003400 - The at Directory Permissions

e GENO003420 - The at Directory Ownership

» GENO003520 - Core Dump Directory Ownership and Permissions
» GENO003720 - inetd.conf Ownership

» GENO003740 - inetd.conf Permissions
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GENO003760 - The Services File Ownership
GENO003780 - The Services File Permissions
GENO003920 - hosts.Ipd Ownership

GENO003940 - hosts.Ipd Permissions
GENO004360 - aiases Ownership

GENO004380 - aliases Permissions

GENO004920 - The ftpusers File Ownership
GENO004940 - The ftpusers File Permissions
GENO005320 - snmpd.conf Permissions
GENO005340 - MIB File Permissions
GENO005360 - snmpd.conf and .mib Ownership
GENO005400 - /etc/syslog.conf Assessiblity
GENO005420 - /etc/syslog.conf Group Ownership
GENO005740 - Export Configuration File Ownership
GENO005760 - Export Configuration File Permissions
GENO006100 - smb.conf Ownership

GENO006120 - smb.conf Group Ownership
GENO006140 - smb.conf Permissions
GENO006160 - smbpasswd Ownership
GENO006180 - smbpasswd Group Ownership
GENO006200 - smbpasswd Permissions
LNX00160 - grub.conf Permissions

LNX00220 - /etc/lilo.conf Permissions
LNX00400 - Access File Ownership

LNX00420 - Access File Group Ownership

LNX 00440 - Access File Permissions
LNX00620 - /etc/securetty Group Ownership
LNX 00640 - /etc/securetty Ownership
LNX00660 - /etc/securetty Permissions

SOL 00060 - audit_user Ownership
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SOL 00080 - audit_user Group Ownership

SOL 00100 - audit_user Permissions

SOL 00240 - /usr/asset/userlist Ownership

SOL 00260 - /usr/asset/userlist Permissions

12.5. System Command File Permissions

Module Description. Controls access to key system commands. Most system commands can only be used by root which checks
required access upon execution. This module prevents non-root users from executing the command by removing the world-execution bit.

Tip. It is recommended that you apply this module. In most cases the permissions set by this module are operating system defaults;
therefore, it should not impact normal operations

Compliancy
CISRHEL4 (1.0.5)

» 15-Instal and Run Bastille

ClIS Solaris 10 (4.0)

» 53- Verify System File Permissions
NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

DISA UNIX STIG (5 R1.22)

* GENO001180 - Network Services Daemon Permissions

GENO001200 - System Command Permissions

GENO001220 - System Files, Programs, and Directories Ownership

GENO001240 - System Files, Programs, and Directories Group Ownership

GENO005100 - TFTP SUID/SGID Bit

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

12.6. System Library File Permissions

Module Description. Controls access to key system libraries. System librariesin / usr/ | i b should be 0755 and owned by root.
This module ensures that the libraries are set to 0755.

Tip. It isrecommended that you apply this module. In most cases the permissions set by this module are operating system defaults;
therefore, it should not impact normal operations.
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Compliancy
CIS Solaris 10 (4.0)
» 53- Verify System File Permissions

DoD NISPOM (Feb 2006)

e 8.606b1 - Access 2 Requirements

NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

DISA UNIX STIG (5R1.22)

» GENO001300 - Library File Permissions

12.7. System Device Directory Ownership

Module Description. Controls access to key system device directories. System device directories under / dev should be owned by
root and group root. This module ensures that these subdirectories have root set as the owner and group.

Tip. It isrecommended that you apply this module. In most cases the permissions set by this module are operating system defaullts;
therefore, applying this module should not impact normal operations.

Compliancy
DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

DISA UNIX STIG (5R1.22)

» GENO002280 - Device Files Directories Permissions

12.8. Restrict Use of Compiler Tools

Module Description. Restricts the use of compiler tools such as gcc and g++ to the superuser (root).

Tip. It is recommended that production systems do not have compilers installed. This module restricts the use of such compilersto
only the superuser. Applying this module should not affect the ability to install RPM packages which require a compiler.

Compliancy

CISRHEL4 (1.0.5)

* Appendix C
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DoD NISPOM (Feb 2006)

e 8.606b1 - Access 2 Requirements
CISRHEL5(1.1.2)

e SN.10 - Remove All Compilers and Assemblers

NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

12.9. System Run Control Script Permissions

Module Description. Restricts access to the system run control scripts. System run control scripts are responsible for starting and
stopping services as the machine boots or shuts down.

Tip. It is highly recommended that you apply this module in order to restrict access to the system run control scripts. This module
sets the permissions to the operating system defaults and should not impact normal operations.

Compliancy

CIS Solaris 10 (4.0)

* 53- Verify System File Permissions
DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements
NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

DISA UNIX STIG (5 R1.22)
* GENO001580 - Run Control Scripts Permissions
* GENO001660 - Run Control Scripts Ownership

* GENO001680 - Run Control Scripts Group Ownership

12.10. Crontab Perms

Module Description. Restricts the crontab files to be directly accessible only to the root user. Applying this module makes crontab
files owned by root without any group or world permission bits set.

Compliancy

CISRHEL4 (1.0.5)

e 7.4 - Restrict at/cron To Authorized Users
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» 7.5 - Restrict Permissions On crontab Files

CISRHELS5 (1.1.2)
» 8.4 - Restrict at/cron To Authorized Users

* 8.5 - Restrict Permissions On crontab Files

DISA UNIX STIG (5R1.22)

» GENO003040 - Crontabs Ownership

GENO003080 - Crontab files Permissions

GENO003100 - Cron and Crontab Directories Permissions

GENO003120 - Cron and Crontab Directories Ownership

GENO003140 - Cron and Crontab Directories Group Ownership

DoD NISPOM (Feb 2006)

e 8.606b1 - Access 2 Requirements

CIS SUSE (2.0)

* 7.5- Restrict Permissions On crontab Files

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

12.11. System Log File Permissions

Module Description. Controls system log filesin / var / | og so they have file permissions that prevent world read access and in
some cases even group access. Proper file ownership is also established.

Tip. This module sets most al of the log file permissions to their defaults. It should have no impact on normal system operations.

NOTE:

This module sets the recommended file permissions on / var /| og/ wt np however, when the operating system boots the
permissions are reset. After a system has been rebooted and Security Blanket is ran; this module will report a failure again but
will reset the permissionsif an apply was chosen.

Linux customerswho usethe DISA SRR ScriptsVersion 5, Release 1.22 or earlier, will receive afalse positive on GEN002680 and
GENO002700. Thisis because the SRR scripts do not check both/ var /| og/ audi t . d and/ var /| og/ audi t / audi t . | og.
The Security Blanket team as opened ticket CSD-AR001410371 with DISA.

Compliancy

CISRHEL4 (1.0.5)

e 5.3 - Confirm Permissions On System Log Files
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DoD JAFAN 6/3 (Oct 2004)

. 4.B.4.a(6)(b)

NIST FISMA (SP 800-53)
* AC-3 - Access Enforcement

* AU-9 - Protection of Audit Information

PCI DSS (1.1)

» 10.5.2 - Protect audit trail files from unauthorized modifications

CISRHEL5 (1.1.2)

* 6.3 - Confirm Permissions On System Log Files

DISA UNIX STIG (5R1.22)

» GENO001260 - System Log File Permissions

» GENO002680 - Audit Logs Accessiblity

* GENO002700 - Audit Logs Permissions

» GENO003180 - Cronlog Permissions

» GENO004480 - Critical Sendmail Log File Ownership

» GENO004500 - Critical Sendmail Log File Permissions

DoD NISPOM (Feb 2006)
» 8.602a2 - Audit Trail Protection

» 8.606b1 - Access 2 Requirements

CISSUSE (2.0
» 5.3- Systemlog file permissions
CAG 20 Critical Security Controls(2.1)

» CC-6 - Maintenance, Monitoring, and Analysis of Audit Logs

12.12. Secure SUID/SGID Executables

Module Description. Searches for unauthorized set-ID programs and removes their set-ID permissions. Set-UID and set-GID
programs can be compromised and used to violate system integrity.

Tip. Administrators can edit the files in the directory /var /| i b/ security-blanket/fil es/ to add additional set-1D
programs to the list of authorized set-ID files. Any set-ID file on the system that does not appear in one of these files is considered
to be unauthorized.
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Compliancy

CISRHEL4 (1.0.5)

e 6.7 - Find Unauthorized SUID/SGID System Executables

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

CISRHEL5 (1.1.2)

e 7.7 - Find Unauthorized SUID/SGID System Executables

DISA UNIX STIG (5 R1.22)

* GENO000140 - Create and Maintain System Baseline

* GENO001620 - Run Control Scripts SGID/SUID

» GENO001900 - Locdl Initialization Files PATH Variable
» GENO001920 - Loca Initialization Files SGID/SUID

» GENO002160 - Shells SUID

» GENO002180 - Shells SGID

* GENO002380 - SUID FilesBaseline

» GENO002400 - System Baseline for SUID Files Checking
» GENO002440 - SGID FilesBaseline

» GENO002460 - System Baseline for SGID Files Checking
CIS Solaris 10 (4.0)

* 5.6 - Find SUID/SGID System Executables
CISSUSE (2.0)

e 6.7 - Find Unauthorized SUID/SGID System Executables

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

* AU-9 - Protection of Audit Information

12.13. Secure World Writable Files

Module Description. Removesworld-writable permission on files. Normally, any user on the system can alter datain world-writable
files. If thefileis aprogram, world-writable permission could lead to alarger compromise of the system's integrity.
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Tip. Removing world-writable permission on filesisrecommended. I thisbreaks athird-party application, you can undo the operation
but you should encourage the third party-application vendor to provide a better solution.

Compliancy

CISRHEL4 (1.0.5)

* 6.6 - Find Unauthorized World-Writable Files
DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements
CISRHEL5(1.1.2)

* 7.6 - Find Unauthorized World-Writable Files

DISA UNIX STIG (5R1.22)

» GENO001640 - Run Control Scripts World Writable Programs or Scripts

GENO001940 - Local Initialization Files World Writable Programs or Scripts

GENO002480 - World Writable Files and Directories

GENO03000 - Cron Executes World Writable Programs

GENO003020 - Cron Executes Programs in World Writable Directories

GENO003360 - At Executes World Writable Programs

GENO003380 - At Executes Programsin World Writable Directories

CIS Solaris 10 (4.0)
e 55-Find World Writable Files

CIS SUSE (2.0)

* 6.5 - World-Writable Directories Should Have Their Sticky Bit Set

NIST FISMA (SP 800-53)

» AC-3- Access Enforcement

* AU-9 - Protection of Audit Information

12.14. Secure World Writable Directories

Module Description. Secures World Writable Directories by setting the "sticky" bit on a directory that restricts file removal to the
file owner. Without the "sticky" bit, any user can remove any file in this directory. This setting is common practice for most shared
directoriessuchas/t np and/ var / t np.

Tip. Enabling the "sticky" bit on world writable directories is recommended. If this breaks a third-party application, you can undo
the operation.
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Compliancy

CISRHEL4 (1.0.5)

* 6.5 - World-Writable Directories Should Have Their Sticky Bit Set

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements
CISRHEL5(1.1.2)
* 7.5 - Ensure World-Writable Directories Have Their Sticky Bit Set

DISA UNIX STIG (5 R1.22)
» GENO002480 - World Writable Files and Directories

» GENO002500 - Sticky Bit on Public Directories
CIS Solaris 10 (4.0)

» 5.4 - Set Sticky Bit on World Writable Directories

NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

* AU-9 - Protection of Audit Information

12.15. Secure Unowned Files

M odule Description. Removes unowned status on files. Normally, file system objects should have named user and group ownership.
This could be from deleted applications or accounts. It could also be from an import of data from another system or an intruder.

Tip. Removing unowned status on files is recommended. If this breaks a third-party application, you can undo the operation. Also,
review the files owned by 'nobody’' for potential removal.

Compliancy
CISRHEL4 (1.0.5)
* 6.8 - Find All Unowned Files

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

CISRHELS5 (1.1.2)

» 7.8 - Find All Unowned Directories and Files
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DISA UNIX STIG (5R1.22)

+ GENO001160 - Unowned Files

CIS Solaris 10 (4.0)

* 5.7 - Find Un-owned Files and Directories
CISSUSE (2.0)

* 6.8 - Find All Unowned Files

NIST FISMA (SP 800-53)
* AC-3 - Access Enforcement

» AU-9 - Protection of Audit Information

12.16. Correct Uneven File Permissions

Module Description. Ensures files and directories do not have uneven file permissions. This means that the group must not have
more permissions than the owner. If the permissions are uneven, this module will set the permissions to 0755.

Tip. This module does not check files inside user home directories.
Compliancy

DoD NISPOM (Feb 2006)

» 8.606b1l - Access 2 Requirements

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

* AU-9 - Protection of Audit Information

DISA UNIX STIG (5 R1.22)

» GENO001140 - Uneven File Permissions

12.17. InterNetNews Config File Perms

Module Description. Restricts access to the InterNetNews (INN) configuration files.

Tip. INN serviceisnot part of the base operating system installation. If INN isrunning, it is highly recommended to use this module
to ensure the file permissions are set to the default, restrictive access modes.

Compliancy

DoD NISPOM (Feb 2006)

» 8.606b1l - Access 2 Requirements
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NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

DISA UNIX STIG (5R1.22)

» GENO006260 - /etc/news/hosts.nntp Permissions

» GENO006280 - /etc/news/hosts.nntp.nolimit Permissions
» GENO0O06300 - /etc/news/nnrp.access Permissions

» GENO006320 - /etc/news/passwd.nntp Permissions

» GENO006340 - /etc/news Files Ownership

» GENO006360 - /etc/news Files Group Ownership

12.18. Restrict Use of Traceroute and Ping

Module Description. Restricts the use of the tracer oute(8) and ping(8) commands to the superuser (root).

Tip. If itisimpractical to limit the use of these commands to root, you should consider setting the group owner to wheel and setting
the group execute bit. Thiswill allow system administrators to use the commands.

Compliancy
NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

DISA UNIX STIG (5R1.22)
» GENO003960 - The traceroute Command Ownership
» GENO003980 - The traceroute Command Group Ownership

» GENO004000 - The traceroute Command Permissions

12.19. Secure Audio Devices

Module Description. Restricts access to the audio device (/ dev/ audi o*) files.

Tip. It isrecommended that you apply this module. The file permissions set by this module are operating system defaults; therefore,
it should not impact normal operations.

Compliancy

DoD NISPOM (Feb 2006)

e 8.606b1 - Access 2 Requirements
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PCI DSS (1.1)

e 71

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

DISA UNIX STIG (5R1.22)
» GENO002320 - Audio Device Permissions
» GENO002340 - Audio Device Ownership

» GENO002360 - Audio Device Group Ownership

12.20. Secure Shell Binaries

M odule Description. Setsfile permissions on shell binaries assigned to user accountsto only allow root to writeto them. This prevents
unauthorized modifications to shell binaries such as /bin/bash or /bin/ksh.

If a shell binary has the SUID or SGID bit turned on, the authorized whitelists are consulted: / var /| i b/ securi ty-bl anket/
files/sgid whitelist and/var/lib/security-blanket/files/suid whitelist.Ifshel binary in question is
not listed in either whitelist, the respective SUID and SGID bits are turned off.

Tip. It is recommended that you apply this module, which will restrict the write access to the shell binaries pages to avoid possible
Trojan Horses. This modul e sets the permissions to the operating system defaults and should have no impact to normal operations.

Compliancy

DoD NISPOM (Feb 2006)

» 8.606b1 - Access 2 Requirements

NIST FISMA (SP 800-53)

* AC-3- Access Enforcement

DISA UNIX STIG (5 R1.22)
» GENO002160 - Shells SUID
» GENO002180 - Shells SGID
* GENO002200 - Shells Ownership

» GENO002220 - Shells Permissions
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13.1. Secure Netrc Files

Module Description. Restricts. net r ¢ file permissions to owner read and write access, which prevents others from gaining access
to thisinformation. The . net r ¢ files are used for remote login without interaction. This is achieved through storing an unencrypted
password in thefile. If used, these files should be protected from all other users.

Tip. Theuseof . net r ¢ filesis strongly discouraged. If this breaks a third-party application, just undo the operation and encourage
the third party vendor to provide a better solution.

Compliancy

CISRHEL4 (1.0.5)

* 8.8 - Remove User .netrc Files

CIS SUSE (2.0)

* 8.9 - Remove User .netrc Files

CISRHEL5 (1.1.2)

* 9.8- Remove User .netrc Files

DISA UNIX STIG (5 R1.22)
* GENO002000 - The .netrc File Exists

» GENO002060 - Access Control Files Accessibility

NIST FISMA (SP 800-53)

* AC-3 - Access Enforcement

13.2. Disable Ctrl-Alt-Del

Module Description. Disables the Ctrl+Alt+Del reboot key sequence to prevent some accidental system reboots in mixed OS
environments where Ctrl+Alt+Del is commonly used to initiate alogin. The use of Ctrl+Alt+Del is an easy way for an attacker who
has physical access to the system to circumvent security measures of the system.

Tip. Disabling the Ctrl+Alt+Del key sequence should have no impact on the usability of your system.

(OFS) Config File Setting
/etc/event.d/ control - Comment out the line: exec /sbin/shutdown -r now " Control-Alt-Delete
Fedoral0 & 11 a
alt-delete pressed
Red Hat
EnterpriseLinux |/ etc/inittab Comment out the line: ca::ctrlaltdel:/sbin/shutdown -t3 -r now
4
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(OF Config File Setting
Red Hat

Enterprise Linux

5

Solaris 10 Not applicable

Compliancy

CISRHEL4 (1.0.5)

» Appendix C

DISA UNIX STIG (5R1.22)

» LNX00580 - Ctrl-Alt-Delete Sequence

13.3. Remove Gopher User Account

Module Description. Disables gopher user accounts. As a general precaution, it is recommended that you remove default system
accounts that are not used or needed. The more accounts that are present on the system the more opportunities an attacker has to gain
access or information about your system.

Tip. Unless your system is running a gopher service this account is safe to remove and highly recommended.
Compliancy

CISRHEL4 (1.0.5)

» Appendix C

FERC CIP (Jan 2007)

» CIP-007-1-R5.2.1 - Remove, disable, or rename factory default accounts

NIST FISMA (SP 800-53)

e AC-2 - Account Management

DISA UNIX STIG (5 R1.22)

» LNX00340 - Unnecessary Accounts

13.4. Remove Halt User Account

Module Description. Removes halt user account. Asageneral precaution, default system accounts that are not used or needed should
be removed. The more accounts that are present on the system the more opportunities an attacker has to gain access or information
about your system.

Tip. It isrecommended that you remove the halt user account, unlessit is required by your system.
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Compliancy
FERC CIP (Jan 2007)
e CIP-007-1-R5.2.1 - Remove, disable, or rename factory default accounts

NIST FISMA (SP 800-53)

e AC-2 - Account Management

DISA UNIX STIG (5R1.22)

e LNX00320 - Specia Privileged Accounts

13.5. Remove Shutdown User Account

M odule Description. Removes shutdown system account so that only aroot login can shut down the system. Asageneral precaution,
it is recommended that you remove this system account. The more accounts that are present on the system the more opportunities an
attacker has to gain access or information about your system.

Tip. It isrecommended that you apply this module unless the shutdown user account is required by your system.
Compliancy

FERC CIP (Jan 2007)

» CIP-007-1-R5.2.1 - Remove, disable, or rename factory default accounts

NIST FISMA (SP 800-53)

* AC-2 - Account Management

DISA UNIX STIG (5R1.22)

» LNX00320 - Specia Privileged Accounts

13.6. Remove Games User Account

Module Description. Removes "games' system account.

Tip. It isrecommended that you apply this module unless the "games" user account is required by your system.
Compliancy

CISRHEL4 (1.0.5)

» Appendix C

FERC CIP (Jan 2007)

» CIP-007-1-R5.2.1 - Remove, disable, or rename factory default accounts
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NIST FISMA (SP 800-53)

e AC-2- Account Management

DISA UNIX STIG (5R1.22)

* LNX00340 - Unnecessary Accounts

13.7. Remove News User Account

Module Description. Removes "news' system account.

Tip. It isrecommended that you apply this module unless the "news" user account is required by your system.
Compliancy

CISRHEL4 (1.0.5)

* Appendix C

FERC CIP (Jan 2007)

» CIP-007-1-R5.2.1 - Remove, disable, or rename factory default accounts

NIST FISMA (SP 800-53)

* AC-2 - Account Management

DISA UNIX STIG (5R1.22)

* LNXO00340 - Unnecessary Accounts

13.8. Restrict Remote X Clients

Module Description. Restricts remote X clients. The X serverslisten on TCP port 6000 for messages from remote clients. However,
the authentication protocol is relatively unsecure and an attacker who is able to gain unauthorized access to the local X server can
compromise the system. Addingthe - nol i st en t cp" argument to the server disables this functionality.

(OFS) Config File (or service) Setting

The /usr/X11R6/bin/X and /usr/bin/X entries must have the - nol i st en

Fedoral0,Red |/ etc/ X11/xdm Xservers t cp argument.

Hat Enterprise
Linux 4, & Red |/ etc/ X11/ gdm gdm conf

Hat Enterprise |/ et ¢/ gdnf gdm conf
Linux 5

DisalowTCP=True

[etc/ X11/ xi nit/xserverrc |execX entrieshavethe-nol i st en tcp argument.

svc:/application/x11/x11-server Service propertyt cp_| i st enissettofase

Solaris 10 Di sal | oWTCP=True is set under the [security] section and that

fetc/X11/ gdm gdm conf Enabl e=Fal se isset inthe [xdmcp] section.

If none of the configuration files exist, then this module will report a pass.
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Solaris SystemsNote. If neither SUNWgnome-display-mgr-root or SUNWxwplt packages areinstalled, the moduleis not applicable.
This module setsthe tcp_listen property using the svecfg(1M) utility as follows:

svccfg -s svc:/application/x11/x11-server setprop options/tcp listen = fal se

Tip. If remote clients need access to the local X server, it is recommended that X events be forwarded through SSH, which is the
preferred and more secure method.

Compliancy

CISRHEL4 (1.0.5)

e 7.3- Prevent X Server From Listening On Port 6000/tcp
CIS Solaris 10 (4.0)

* 6.9 - Redtrict at/cron to Authorized Users

CISSUSE (2.0)

e 7.3- Prevent X Server From Listening On Port 6000/tcp

CISRHELS5 (1.1.2)

» 8.3- Prevent X Server From Listening On Port 6000/tcp

13.9. Restrict At and Cron

Module Description. Restricts the use of the at(1) and crontab(1) commandsto alist of specified users.

Tip. Only the root user should use the at(1) and crontab(1) commands.

(OFS) Config Files Settings
Fedora 10, [ etclat.deny Removethisfileif it exists.
Red Hat Enterprise Linux 4, & |/ et c/ cron. deny Remove thisfileif it exists

Red Hat Enterprise Linux 5 /etc/cron. al | ow If it doesn't exist, create it with just 'root' listed.

/etc/cron.d/ at.deny Removethisfileif it exists.

Solaris 10 /etc/cron. d/ cron. deny |Removethisfileif it exists

/etc/cron.d/

If it doesn't exist, create it with just 'root' listed.
cron. al | ow

Compliancy
CISRHEL4 (1.0.5)
e 7.4 - Restrict at/cron To Authorized Users

CIS Solaris 10 (4.0)

* 6.9 - Restrict at/cron to Authorized Users

146



General Group

CIS SUSE (2.0)

* 7.4 - Restrict at/cron To Authorized Users

CISRHEL5 (1.1.2)

* 8.4 - Restrict at/cron To Authorized Users

DISA UNIX STIG (5 R1.22)

» GENO002960 - Cron Utility Accessibility

» GENO002980 - The cron.allow Permissions

» GENO0O03060 - Default System Accounts and Cron
» GENO003200 - cron.deny Permissions

» GENO003240 - cron.allow Ownership

» GENO003260 - cron.deny Ownership

» GENO0O03300 - The at.deny File

» GENO003320 - Default System Accounts and At

13.10. User Mountable Media

M odule Description. Restricts the use of removable media drives. User-mountable mediais a security risk. Allowing usersto mount
and access data from removable media drives makes it easier for malicious programs and data to be imported onto the network or for
data to be removed from the server.

(OFS) Config File Setting or Service Name
Fedora10 & 11 _
Red Hat Check / et c/ secur |'ty/
Enterorise Linux consol e. perns if it
4 P exists. Otherwise, check The third column of each line beginning with <consol e> must only be one
[etc/security/ of the following: sound, fb, kbd, joystick, v4l, mainboard, gpm, or scanner.
Red Hat consol e. per ns. d/ 50-
Enterprise Linux |def aul t . per ms
5
Solaris 10 No modifications svci [ systenifil esystent vo! fs:defaul t
svc: / networ k/ rpc/ snserver: def aul t
SUSE 11 letc/fstab Ensure no filesystem is mounted with the ‘'user ' option.

On Red Hat-based systems, see consol e. per ns(5) and SUSE systems see mount(8) manua pages for more information. On
Solaris systems, thismoduleis only applicableto global zones (seevol d( 1M ,vol f s(7FS) ,andr pc. snserver d(1M for more
information).

NOTE: Disabling USB storage devices

This module does not prevent the use of USB storage devices. If you want to disable these devices, see Section 13.15, “Disable
USB and PCMCIA Devices’'.
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Compliancy

CISRHEL4 (1.0.5)

* 6.3 - Disable User-Mounted Removable File Systems
CIS Solaris 10 (4.0)

e 2.3.8 - Disable Volume Manager
CISRHEL5(1.1.2)

e 7.3 - Disable User-Mounted Removable File Systems

NVD CCE (None)
 CCE-4240-8

» CCE-4354-7

13.11. Use NODEYV Option for Non-Root Partitions

Module Description. Placesthe nodev option on non-root partitions, which prevents users from mounting unauthorized devices on
partitions that should not contain devices. There should be no need to mount devices on any partition other than/ dev.

IMPORTANT:

If you are using programs that run in chroot jails, this module may break the application because jails sometimes require devices
to be created under the chroot directory.

Compliancy

CISRHEL4 (1.0.5)

* 6.1- Add 'nodev' Option To Appropriate Partitions In /etc/fstab

CISSUSE (2.0)
* 6.1- Add 'nodev' Option To Appropriate Partitions In /etc/fstab

CISRHEL5 (1.1.2)

e 7.1- Add 'nodev' Option To Appropriate Partitions In /etc/fstab

13.12. Use NOSUID and NODEYV for Removable Media

Module Description. Places the nodev and nosui d options on removable media partitions, which prevents users from bringing
set-UID programs into the system via CD-ROMs and floppy disks.

Tip. On Linux systems, this module modifiesthe/ et ¢/ f st ab file. However, the modified entries in the file are managed entries
which are rewritten at system boot time (see fstab-sync(8) manual page). As aresult, this module will report afailure after each reboot.
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The CIS guidelines recommend setting the immutable attribute on the / et ¢/ f st ab file provided it is on an ext2 or ext3 filesystem.
However, this may cause problems for the administrator when trying to mount or unmount filesystems.

On Solaris systems, this module modifiesthe/ et ¢/ r mmount . conf and/ et ¢/ vf st ab files.
Compliancy

CISRHEL4 (1.0.5)

* 6.2- Add 'nosuid' and 'nodev' Option For Removable Media In /etc/fstab

ClS Solaris 10 (4.0)

» 5.2 - Restrict Set-UID on User Mounted Devices

CISSUSE (2.0

* 6.1- Add 'nodev' Option To Appropriate Partitions In /etc/fstab

CISRHEL5(1.1.2)

e 7.2-Add 'nosuid and 'nodev' Option For Removable Media In /etc/fstab

DISA UNIX STIG (5 R1.22)
» GEN002420 - File Systems Mounted With nosuid

» SOL00020 - /etc/rmmount.conf Configuration

13.13. Use NOSUID on User Filesystems

Module Description. Placesthe nosui d option on user filesystems, which prevents users from bringing set-UID programsinto the
system.

Tip. On Linux systems, this module modifiesthe/ et ¢/ f st ab file. However, the modified entries in the file are managed entries
which are rewritten at system boot time (see fstab-sync(8) manual page). Asaresult, this module will report afailure after each reboot.
The CIS guidelines recommend setting the immutable attribute on the / et ¢/ f st ab file provided it is on an ext2 or ext3 filesystem.
However, this may cause problems for the administrator when trying to mount or unmount filesystems.

(O] Config File Filesystem Entries
Fedoral10 & 11

Red Hat Enterprise Linux / boot

4 letc/fstab / horre

Red Hat Enterprise Linux ['usr/home

5

Solaris 10 /etc/vfstab / export/ hone
Compliancy

CISRHEL4 (1.0.5)

* 6.2 - Add 'nosuid' and 'nodev' Option For Removable Media In /etc/fstab
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CIS Solaris 10 (4.0)

» 5.2 - Restrict Set-UID on User Mounted Devices

CISRHEL5(1.1.2)

e 7.2-Add'nosuid and 'nodev' Option For Removable Media In /etc/fstab

DISA UNIX STIG (5R1.22)

e GEN002420 - File Systems Mounted With nosuid

13.14. Disable Core Dumps

M odule Description. Disables core dumps. Core dumps can consume considerable amounts of disk space and could contain sensitive
data. It is recommended that you disable core dumpsif they are not needed.

Tip. If you are troubleshooting an application and need core dumps, consider only allowing the user account which is running the
application to perform core dumps by specifying theminl i mi ts. conf (5).

oS Config File Settings

Fedoral0 & 11

Eier?u!jzt Feprise /etc/security/limts. conf * soft core 0
y ’ * hard core O

Red Hat Enterprise

Linux 5

When applied, the following commands are executed:

Solaris 10 Examine /etc/coreadm conf with /usr/bin/coreadm -d process

coreadm(1M) utility [ usr/bin/coreadm -d gl obal -setid
/fusr/bin/coreadm -d | og
/usr/bin/coreadm -d proc-setid

Compliancy

CISRHEL4 (1.0.5)

» 8.10 - Disable Core Dumps

ClIS Solaris 10 (4.0)

e 3.1- Restrict Core Dumps to Protected Directory
CISSUSE (2.0)

e 8.11 - Disable Core Dumps

CISRHEL5(1.1.2)

» 9.10 - Disable Core Dumps
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DISA UNIX STIG (5R1.22)

» GENO003500 - Disable Core Dumps

13.15. Disable USB and PCMCIA Devices

Module Description. Disables USB and PCMCIA ports on the system. USB and PCMCIA ports are used to attach PCMCIA cards,
USB drives, and memory devices.

WARNING: Don't disable your USB keyboard and lock yourself out of the console
This module takes an optional parameter of 1 or 2. The default is 2.
If setto 1, all USB devices will be disabled including USB keyboards.

If set to 2, only USB storage devices will be disabled.

Tip. Few servers have a need for USB and PCMCIA ports and it is highly recommended that you apply this module

(O] Config File Setting

ARfed Hat Enterprise Linux If "pemcia-cs' package is installed. Disable "pemcia’ service

Fedoral0 & 11 Set either nousb or nousbst or age option for the
Red Hat Enterprise Linux |/ boot/ gr ub/ gr ub. conf default kernel. Thisis performed using the gr ubby(8)
5 utility.

GRUB not used on IBM zSeries platforms. Instead the zSeries Initial Program Loader (Z/IPL) is

Red Hat Enterprise Linux used. Currently, the Security Blanket development team knows of no way of passing the nousb or

5.2+ (zSeries) nousbst or age option to the default kernel with z/IPL.
Solaris 10 /etc/system excl Udef scsa?usb
excl ude: pcntia
SUSE 11 / et c/ modpr obe. conf remove usb-storage /sbin/modprobe -r usb-storage

Solaris systems. This module will prevent the USBA (Solaris USB architecture) compliant nexus driver from loading in the global
zone. Additionally, the PCMCIA nexus driver is aso prevented from being loaded. For more information, see pcmcia(7D) [http://
docs.sun.com/app/docs/doc/816-5177/pecmcia-7d?a=view] or scsa2ush(7D) [http://docs.sun.com/app/docs/doc/816-5177/scsa2usb-7d?
a=view].

Compliancy

CISRHEL4 (1.0.5)

* 6.9 - Disable USB Devices (AKA Hotplugger)
CISSUSE (2.0)

* 6.9 - Disable USB Devices (AKA Hotplugger)

CISRHEL5 (1.1.2)

e 7.9- Disable USB Devices
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NIST FISMA (SP 800-53)

e AC-20 - Personally Owned Information Systems

13.16. Password Protect GRUB

Module Description. Setsthe specified password on the GRand Unified Bootloader (GRUB). This ensuresthat the kernel parameters
cannot be changed during boot time unless you have the correct password.

Tip. To maintain system integrity you should ensure that the kernel argument string is not changed at boot time. By configuring a
GRUB password, the administrator controls the initial boot process.

oS Config File Setting

Fedora10 & 11

Red Hat Enterprise Linux
4 / boot / grub/ grub. conf

Red Hat Enterprise Linux
5

Solaris 10 (x86 only) / boot / grub/ nenu. | st

password -nd5 $1$nd5hash

Red Hat Enterprise Linux

5.2+ (2Series) GRUB not used on IBM zSeries platforms. Instead the zSeries Initial Program Loader (z/1PL) is used.

Compliancy

CISRHEL4 (1.0.5)

* 7.8- Set LILO/GRUB Password

DoD NISPOM (Feb 2006)

» 8.613al - Access to Protection Functions
CISRHEL5(1.1.2)

» 8.7 - Set GRUB Password

DISA UNIX STIG (5R1.22)

» LNX00140 - GRUB Boot Loader Encrypted Password
ClIS Solaris 10 (4.0)

* 6.13 - Secure the GRUB Menu

CIS SUSE (2.0)

* 7.8-Set LILO/GRUB Password

13.17. Create Login Banner

M odule Description. Displays awarning banner during login which may assist in prosecuting unauthorized system use.
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Tip. It isrecommended that you customize the warning banners to meet site-specific needs.
Compliancy

CISRHEL4 (1.0.5)

e 9.1 - Create Warnings For Network And Physical Access Services
DoD JAFAN 6/3 (Oct 2004)

. 4.B.1.a(6)(a)

. 4B.1.a6)(b)

CISRHEL5(1.1.2)

» 10.1 - Create Warnings For Network And Physical Access Services

DISA UNIX STIG (5 R1.22)
» GENO000400 - Logon Warning Banner Display

» GENO000420 - Logon Warning Banner Content
CIS Solaris 10 (4.0)

» 8.1- Create Warnings for Standard Login Services
FERC CIP (Jan 2007)

» CIP-005-1-R2.6 - Appropriate Use Banner

DoD NISPOM (Feb 2006)

» 8.609al - User Notification

CISSUSE (2.0
* 9.1 - Create Warnings For Network And Physical Access Services

* 9.2 - Create Warnings For GUI-Based Logins

NIST FISMA (SP 800-53)

» AC-8- System Use Notification

13.18. Create Gnome Desktop Pre-login Banner

M odule Description. Displaysawarning banner prior to logging into a Gnome Desktop which may assist in prosecuting unauthorized
system use.

Tip. It isrecommended that you customize the warning banners to meet site-specific needs.
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For Fedora 10+ and SUSE 11+ systems which are running GDM 2.2+, this module will use the gconftool-2(1) utility to set to the
following parametersin the GConf repository (/ et ¢/ gconf/ gconf . xnm . mandat or y):

[ apps/ gdni si npl e- greet er/ banner _nmessage_enabl e true
[ apps/ gdni si npl e- greet er/ banner _nessage_text "<string>"

For RedHat systems, this module will ensurethe/ et ¢/ gdnf cust om conf hasthe following settings:

[greeter]

Def aul t Wl cone = fal se
Wel cone = <string>

Renot eVl cone = <string>

[ daenon]
Greeter = /usr/libexec/gdm ogin

Compliancy

CISRed Hat EnterpriseLinux 4 (1.0.5)

* 9.1 - Create Warnings For Network And Physical Access Services

DoD NISPOM (Feb 2006)

» 8.609al - User Notification

CISRed Hat EnterpriseLinux 5(1.1.2)

* 10.1 - Create Warnings For Network And Physical Access Services
CIS Solaris 10 (4.0)

» 8.1- Create Warnings for Standard Login Services

DISA UNIX STIG (1.22)
» GENO000400 - Logon Warning Banner Display

» GENO000420 - Logon Warning Banner Content

FERC CIP (Jan 2007)

e CIP-005-1-R2.6 - Appropriate Use Banner

NIST FISMA (SP 800-53)

» AC-8- System Use Notification

13.19. Create Login FTP Banner

Module Description. Displays awarning banner during login which may assist in prosecuting unauthorized system use.
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Tip. Itisrecommended that you customize the warning banners to meet site-specific needs. Y ou can customize the banner by editing
thef t pbanner. t xt fileinthe/ usr/share/ security-bl anket/ Cust om | ogi n_banner/ directory.

Compliancy

CISRHEL4 (1.0.5)

* 9.1 - Create Warnings For Network And Physical Access Services
DoD NISPOM (Feb 2006)

» 8.609al - User Notification

CISRHEL5(1.1.2)

» 10.3 - Create "authorized only" Banners For vsftpd, proftpd, If Applicable
DISA UNIX STIG (5R1.22)

» GENO000400 - Logon Warning Banner Display

» GENO000420 - Logon Warning Banner Content

CIS Solaris 10 (4.0)

» 8.4 - Create Warning Banner for FTP daemon

FERC CIP (Jan 2007)

» CIP-005-1-R2.6 - Appropriate Use Banner

CISSUSE (2.0)

» 9.1 - Create Warnings For Network And Physical Access Services
NIST FISMA (SP 800-53)

e AC-8 - System Use Notification

13.20. Remove Telnet Service Banner

Module Description. Removes the telnet service banner. On Solaris systems, the standard warning banner is displayed and then the
telnet service banner is displayed, which often contains the operating system version.

Tip. It isstrongly recommended that you disable the Telnet service.

(OF) Config File Setting

Fedora10 & 11

Red Hat Enterprise Linux
4 Not applicable to Linux systems because only the standard warning banner is displayed.

Red Hat Enterprise Linux
5
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Appendix A. Cross Reference to Guidelines

A.l. DISA: UNIX Security Checklist Version 5, Release
1.22 (December 18, 2009)

The Security Technical Implementation Guides (STIGs) are the configuration standards for U.S. Department of Defense (DOD)
Information Assurance (I1A) and |A-enabled devices/systems. The guides are maintained and published by the Defense Information
Systems Agency's (DISA) Field Security Office (FSO). Approximately every ninety days the FSO publishes updates to its checklists
Purchasing yearly service from Trusted Computer Solutions entitles you to regular updates of Security Blanket.

System Baselines

If you use Security Blanket's system baseline feature, the following items can be satisfied:
» Create & Maintain a System Baseline to help maintain system integrity:

* GENO000140 - Create and Maintain System Baseline: “ Confirm with the SA that a system basdline (all devicefiles, all sgid and suid
files, and system libraries and binaries), to include cryptographic hashes of filesin the baseline, has been created and is maintained.”

* GENO002380 - SUID FilesBaseline

e GENO002440 - SGID Files Baseline: “If the ownership, permissions, and location of files with the sgid/suid bit set are not baselined
with the IAQ, then thisisafinding.”

» Once you have created your baseline, move a copy of this baseline off of the system to protect it.

* GENO000160 — System Baseline Backup on Write-protected Media: “ This guideline has anarrow minded view and saysthat it only
appliesif you are running a remote backup system like Veritas NetBackup. Thisissilly and can be easily expanded and SHOULD
apply to anyone wishing to take snapshot. Y ou should just burn the snapshots to a read-only media like CDROM and store in an
offline storage container like a safe.”

* Periodically check the system configuration (at |east once a week):
* GENO000220 - System Baseline for System Libraries and Binaries Checking
e GENO002400 - System Baseline for SUID Files Checkling

* GENO002460 - System Baseline for SGID Files Checking: “Confirm with the SA that filesystems are checked at least weekly for
unauthorized system libraries or binaries or unauthorized modification to authorized system libraries or binaries.”

* GENO002260 - System Baseline for Device Files Checking: “If the system is not checked weekly against the system baseline for
extraneous device files, then thisis afinding. Ask the SA to show the previous weeks baseline of files.”

The following guidelines are NOT addressed by Security Blanket for various reasons. For example, some guidelines require a policy,
procedure, documentation, or justification.

Documentation

The following items require that the site administrator or security officer provide documentation or justification.
« GENO000040 - Single User Mode Password Incompatibility Documentation

» GENO000260 - Shared Account Documentation
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GENO000840 - Root Account Accessis not limited to security and admins and is not documented with IAO
GENO002040 - Access Control Files Documentation

GENO002580 - Permissive umask Documentation

GENO003440 - At Programs umask greater than 077 and not justified and documented with IAO
GENO003680 - Required Network Services For Operation; these services must be documented.
GENO004820 - Anonymous FTP active and not documented with IAO

GENO005140 - TFTP Documentation

GENO005460 - Remote Loghost Documentation

GENO005580 - Dedicated Hardware for Routing and documented with IAO

GENO005780 - Writable Export File Systems Documentation

GENO005880 - Root Access Option Documentation

GENO005900 - NFS Clients Enable nosuid and nosgid

GENO006240 - INN Documentation

GENO006400 - NIS Documentation

LNX00240 - Journaling not configured and not documented with lAO

Policy or Procedures

The following items require the site administrator or security officer provide or perform specific procedures.

GENO000080 - System Equipment L ocation

GENO000120 - Vendor Recommended and Security Patches

GENO000160 - System Baseline Backup on Write-protected Media. Security Blanket can baseline the system. Once baselined, copy
the contents of the/ var /| i b/ securi ty- bl anket/ basel i ne/ directory to write-protected mediato satisfy this guideline.

GENO000280 - Shared Account Direct Logon

GENO000340 - Reserved System Account UIDs. Red Hat delivers a default list of system accounts however, Security Blanket can not

determine if added application/added accounts with UIDS < 500 are truly system accounts.
GENO000360 - Reserved System Account GIDs

GENO000520 - Continuous Display

GENO002300 - Device Files Ownership. Security Blanket's system baseline feature and several modules identify permissive device

files and permission changes.
GENO002600 - Development Systems Security Requirements
GENO002900 - Audit Data Retention

GEN002920 - Audit Data Backup
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GENO002940 - Audit Logs Review
GENO004220 - root Account's Browser is used for something besides controlling local applications

GENO006080 - Samba Web Administration with SSH Port Forwarding

Not Applicable or Available in this OS

The following items are not applicable to Red Hat Enterprise Linux 4, Red Hat Enterprise Linux 5, Fedora 10, or Solaris 10.

GENO000100 - Supported Operating system: “Supported releases are Red Hat Enterprise 3 and newer and SUSE Enterprise 9 and
later.” Since Security Blanket only supports Red Hat Enterprise 4 and 5,then thisis not applicable.

GENO003640 - Root Filesystem Logging. Default filesystem enable logging by default.
GENO004020 - Browser Capable of 128-bit Encryption. Only applies to Netscape.

GENO005720 - NFS Port Monitoring: “Linux does not use nfs_portmon. By default, it exports with the - secur e option which isthe
sameasnf s_port nmon.” See Section 4.4, “ Secure Option for NFS Server” on how to ensure the "secur e" option is set.

GENO005840 - Restrict NFS Filesystem Access to Local Hosts. In Red Hat, if no 'ro' or 'rw' is provided in / et ¢/ export s-- it
defaultsto 'ro'.

GENO005860 - NFS User Authentication

LNX00380 - X Server Options Not Enabled. The '-ac', '-core', and '-nolock' options are not available in Xorg being used in Red Hat
Enterprise Linux 4 and Red Hat Enterprise Linux 5

SOL 00360 - Sun Answerbook?2 Script Access. Only applicable to Solaris 2.5.1 through Solaris 5.8.

SOL 00380 - Sun Answerbook2 dwhttpd Format String. Only applicable to Solaris 2.5.1 through Solaris 5.8.

System Booting

The following items relate to system startup (booting). The items relate to the physical aspects of the boot process with which Security
Blanket will not be able to assist.

LNX00040 - Disable Boot from Removable Media

LNX 00080 - Boot Diskette

LNX00100 - Default Boot Loader

LNX00120 - / boot Partition is on removable mediaand is not stored in a secure container
LNX00260 - Kickstart or AutoY aST

LNX00280 - Capable of Dual Boot

Password Management

Security Blanket offers many modulesto set policiesregarding the composition and aging of newly chosen passwords. However, Security
Blanket does not provide a password "cracker" to analyze the strength of existing passwords.

GENO0O00660 - Password Contents -- include names or phone numbers?

GENO000680 - Password Contents -- repeating characters?

159



Cross Reference to Guidelines

» GENO000740 - Password Change Every Y ear (non-interactive user account). This requires the site to establish a policy or procedure
» GENO0O00780 - Easily Guessed Passwords

» GENO0O00860 - Password Change for Administrative Passwords Upon SA Reassignment. This requires the site to establish a policy
or procedure

Network Architecture

The following items are not addressed because Security Blanket is unaware of the site's network architecture.

» GENO000240 - Network Time-Server

GENO004720 - FTP or Telnet Within Enclave Behind Router

GENO004760 - FTP or Telnet Outside to Inside Enclave

GENO004840 - Anonymous FTP Segregation into DMZ

GENO005440 - Local Loghosts

GENO0O05560 - Default Gateway

Unable to Automate at this Time

Thefollowing items are not addressed because Security Blanket is unaware of external constraints such as site policy, network or system
architecture, or the rational e behind choosing one architectural element over another, or the physical characteristics of the environment.

* GENO001700 - Run Control Scripts Execute Programs
» GENO002520 - Public Directories Ownership
» GENO002540 - Public Directories Group Ownership

» GENO003620 - Separate Filesytem Partitions. The Security Blanket team chose not to implement atool to reconfigure the file system
layout because it would introduce too much risk. Instead, site administrators are encouraged to plan an appropriate layout and follow
local operational procedures to meet this requirement.

» GENO003900 - hosts.Ipd Contents

» GENO004400 - File Executed Through Aliases Accessibility

» GENO004420 - File Executed Through Aliases Permissions

» GENO005800 - Exported System Files and Directories Ownership

» GENO006420 - NIS Maps Domain Names: “If the name returned is simple to guess, such as the organization name, building or room
name, etc..” Security Blanket has no way of making this determination.

» GENO006440 - NIS Used as Opposed to NIS+

» LNX00060 - Password Configuration Table Configuration. “On x86 systems enter the system BIOS and confirm that a supervisor
password is enabled. Some systems will have only one password setting, while others may have both user and supervisor settings. On
those with two settings, ensure the supervisor password is enabled and set. If the system cannot be rebooted to confirm the settings,
ask the system administrator if a BIOS password is enabled. If it is not, then thisisafinding.” Security Blanket does not have access
to BIOS information so is not able to make this determination
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Use of Other Applications

The use of other security applicationsisasite specific policy and Security Blanket cannot dictate whether other products should be used.

» GENO006480 - Host-Based Intrusion Detection Tool. See Trusted Computer Solutions' CounterStorm [ http://www.counterstorm.com/]
product as a possible solution.

* GENO006540 - System Vulnerability Assessment Tool.
» GENO0O06560 - Security Tool Notifications

» GENO006640 - Virus Protection Software. See Clam AntiVirus [http://www.clamav.net/] as a possible free solution.

Network Access Control - IP Tables versus TCP Wrappers

The prevailing technology in Red Hat is the persona firewall managed through iptables(8). As such, the Security Blanket team
recommends its use over TCP Wrappers.

* GENO002020 - Access Control FilesHost Pairs
» GENO006580 - Access Control Program

» GENO006620 - Access Control Program Control System Access

Miscellaneous

The following items were not addressed for various reasons.

» GENO005020 - Anonymous FTP Configuration

» GENO005200 - X Displays Exporting

» GENO005220 - X Client Authorization via X* .hosts

» GENO005240 - X Client Authorization

» GENO005620 - Lotus Domino Version

* GENO005700 - iPlanet Web Server NS-query-pat V ulnerability
» GENO006080 - Samba Web Administration with SSH Port Forwarding
» GENO006380 - NIS/NIS+ Implemented Under UDP

» GENO006460 - NIS+ Server at Security Level 2

» LNX00180- LILO Globa Password

» LNX00200 - LILO Boot Loader Encrypted Password

» LNX00680 - RealPlayer Version > 8

A.2. 20 Critical Security Controls, Version 2.0 (May
2009)

Twenty Critical Controls for Effective Cyber Defense: Consensus Audit Guidelines
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« Administrative, Privileged, and Security Actions
* Login, Logout, and Session Initiation (Successful and failed)
* Discretionary Access Control Permission Modifications

In addition to offering modules to protect the audit trail themselves, Security Blanket provides modules to protect the configuration files
which dictate the contents of the audit trails.

Limitation and Control of Network Ports, Protocols, and Service. In addition to blocking network ports, disabling unused services
provides multi-layered security. Security Blanket offers over 64 modules to disable network, peer-to-peer, file sharing, and general
services-- many of them enabled by default and administrators have no idea they are even running. Security Blanket also has several
modules to prevent the disclosure of the service versions which might otherwise give an attacker an edge. Additionally, Security Blanket
has 10 modules to adjust your kernel's TCP/IP settings to help protect against denial-of-service attacks and packet spoofing.

A.3. SANS Institute: Top-20 2007 Security Risks (2007
Annual Update)

The quotes below were taken from http://www.sans.org/top20

About SANS Top-20. “The SANS Top 2007 is a consensus list of vulnerabilities that require immediate remediation. It is the result

of aprocessthat brought together dozens of leading security experts. They come from the most security-conscious government agencies
in the UK, US, and Singapore; the leading security software vendors and consulting firms; the top university-based security programs;
the Internet Storm Center, and many other user organizations. ...”

“The SANS Top 2007 list is not cumulative. We [SANS] include only critical vulnerahilities from the past year or so. If you have not
patched your systems for long time, it would be wise to patch the vulnerabilities listed in the Top 20 2006 list as well as those in the
prior lists. ...”

Web Browsers (C1)

“During 2007, hundreds of vulnerabilitiesin ActiveX controlsinstalled by Microsoft and other software vendors have been discovered.
Theseare also being exploited vialnternet Explorer.” Therefore, the SANSInstitute recommends“ ...using other browserssuch asMozilla
Firefox that do not support ActiveX technology.” MozillaFirefox is the default browser for Red Hat and CentOS.

"Mozilla Firefox is the second most popular web browser after Internet Explorer. It also has a fair share of
vulnerahilities. In 2007, it has released several updates to address publicly disclosed vulnerabilities. Similarly to
Internet Explorer, unpatched or older versions of Firefox contain multiple vulnerabilities that can lead to memory
corruption, spoofing and execution of arbitrary scripts or code. The web sites exploiting the browser vulnerabilities
typically host a several exploits, and even launch the appropriate exploit(s) based on which browser the potential
victimisusing."

In addition to ensuring Firefox is up-to-date, consider using Security Blanket's Configure User Firefox Prefs module. This module
addresses several DISA guidelines, too.

Web Applications (S1)

"Web-based applications such as Content Management Systems (CMS), Wikis, Portals, Bulletin Boards, and
Discussion Forums are used by small and large organizations. A large number of organizations also develop and
maintain custom-built web applicationsfor their businesses (indeed, in many cases, such applications are the business).
Every week, hundreds of vulnerahilities are reported in commercially available and open source web applications, and
are actively exploited. Please note that the custom-built web applications are al so attacked and exploited even though
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the vulnerabilities in these applications are not reported and tracked by public vulnerability databases such as @RISK,,
CVE or BugTraqg. The number of attempted attacks for some of the large web hosting farms range from hundreds of
thousands to even millions every day."

"All web frameworks (PHP, .NET, J2EE, Ruby on Rails, ColdFusion, etc.) and all types of web applications are at
risk from web application security defects, ranging from insufficient validation through to application logic errors.
The most exploited types of vulnerabilities are:"

» PHP Remote File Include
* SQL Injection
 Cross-Site Scripting (XSS)

» Cross-Site Request Forgeries (CSRF)

Security Blanket offers several modules to address some of these specific issues as well as others:

» PHP - General Security

PHP - Set Error Logging
PHP - Enhance Session Management
PHP - Disdllow HTTP File Uploads

PHP - Remove stored MySQL Password

UNIX/Mac OS Services (S3)

Most Unix/Linux systemsinclude multiple standard servicesin their default installation. Mac OS X often suffersfrom
the same vulnerabilities as Unix systems, since it is based on Unix. Unnecessary services should be disabled, and all
servers facing open networks should be protected by afirewall.

For services that provide remote login and/or remote service, traffic cannot be simply blocked by firewalls. Buffer
overflow vulnerabilities and flaws in authentication functions can often alow a vector for arbitrary code execution,
sometimes with administrative privileges, so gathering vulnerability information and patching rapidly are very
important. Every year, buffer overflow vulnerabilitiesin Unix/Linux services are found.

These services, eveniif fully patched, can be the cause of unintended compromises. Brute-force attacks against remote
services such as SSH, FTP, and telnet are still the most common form of attack to compromise servers facing the
Internet. Over the last couple of years a concerted effort has been made by attackersto recover passwords used by these
applications via brute-force attacks. Increasingly worms and bots have brute-force password engines built into them.
Systems with weak passwords for user accounts are actively and routinely compromised; often privilege escalations
are used to gain further privileges, and rootkitsinstalled to hide the compromise. It isimportant to remember that brute
forcing passwords can be a used as a technique to compromise even a fully patched system.

Security-conscious administrators should use SSH or another encrypted protocol astheir method of interactive remote
access. If the version of SSH is current and it is fully patched, the service is generally assumed to be safe. However,
regardless of whether it is up to date and patched SSH can still be compromised via brute-force password-guessing
attacks. Use public key authentication mechanism for SSH to thwart such attacks. For the other interactive services,
audit passwords to ensure they are of sufficient complexity to resist a brute-force attack.

Minimizing the number of running services on a host will also make it more secure. Many services have been used
to further exploits and some combinations of services (such as web servers and FTP servers that share published
directories) are particularly prone to exploits.
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How to Protect Against These Vulnerabilities (S3.5).

Disable unnecessary services

 Scan the server with a port scanner or vulnerability assessment tool to determine what unnecessary services are running on a system.
Disable the services that are not required by any necessary applications.

 Establish and enforce reliable patch management procedures

 Instal the latest vendor patches regularly to mitigate vulnerabilities in exposed services. Patch management is a critical part of the
risk management process.

* Patch management tools are useful to find unpatched systems. Especially in a network where alot of serversrun, patching all servers
isimportant, since only one unpatched server makes your network exploitable.

Use secur e configur ation
» Usethe Center for Internet Security benchmarks from www.cisecurity.org for your OS and services you use.
» Consider moving services from default ports where possible. Automated scanners tend to only scan default ports.

» Ensure services are protected by vendor-supplied security mechanisms (for example SELinux or address space randomization).

I mprove perimeter defense/monitoring log

» Deploy hardware/software firewall and IDS/IPS to detect and block attacks and protect required services. If possible, limit the source
I P addresses for remote logins and services.

* Inamission critical network, use real-time log monitoring to find evidence of attacks. Log management and SIM tools are useful
for real-time analysis of several kinds of logs.

Block brute force attacks

» Don't use default passwords on any account.

» Enforce a strong password policy. Don't permit weak passwords or passwords based on dictionary words.
* Audit to ensure your password policy is being adhered to.

 Limit the number of failed login attempts to exposed services.

 Limit the accounts that can log in over the network; root should not be one of them.

* Prohibit shared accounts and don't use generic account names like tester, guest, sysadmin, admin, etc.

» Logfailed login attempts. A large number of failed logins to a system may require afurther check on the system to seeiif it has been
compromised.

» Consider using certificate based authentication.

* If your Unix system allows the use of PAM authentication modules, implement PAM modules that check the password's strength.

Avoid service interactions and misconfigurations

» Where possible, limit the functions of the host. Misconfigurations in multiple services may often increase the risk to a service.
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A.4. DCID 6/3 Manual (May 2000)

DCID 6/3 is the certification and accreditation process used by U.S. federal agencies working on intelligence projects (e.g., the CIA).
Specifically, information technology projects that require that anyone working on them has a Top Secret, Sensitive Compartmentalized
Information (SCI) clearance use the DCID 6/3 process. DCID stands for Director of Central Intelligence Directive and 6/3 refersto the
process described in section 6, part 3 of the compendious Director of Central Intelligence Directives. The certification and accreditation
process that the Intelligence Community (IC) used before DCID 6/3 came along was called DCID 1/16.

The DCID 6/3 model is based on certification and accreditation performed on information systems that are characterized by Protection
Levels (PL), and DCID 6/3 defines five different protection levels. DCID 6/3 deals only with classified information and its PL model
helps ensure that only properly cleared people have access to classified information. Although the DCID 6/3 model was designed for
classified information and intelligence work, it is publicly available for review, and any agency or private organization can adopt the
methodology, and customize it according to their own unique requirements. The DCID Standards Manual, which defines the DCID 6/3
certification and accreditation process, can be found on the Federation of American Scientists Web site.

TheDCID 6/3 C&A process must also comply with the DCID 6/3 policy manual. The DCID 6/3 policy manual can befound on the Web.

Many of the requirementsfor |IC certification and accreditation are based on physical security, since classified information must always
be physically secured. Aside from physical security, the IC putsalot of emphasis on encryption. The emphasisin these two areasiswhat
really sets apart DCID certification and accreditation from the other C& A methodologies.

Security Blanket addresses items that can be automated. In particular, it focuses on the following chapters:
» Chapter 4 - Confidentiality System Security Features and Assurances

» Chapter 5 - Integrity System Security Features and Assurances

» Chapter 7 - Requirements for Interconnected 1Ss and Advanced Technology

"Chapter 6 - Availability System Security Featuresand Assurance” isprimarily focused on disaster recovery proceduresand technologies;
which is out of the scope of Security Blanket.

A.5. U.S. JAFAN 6/3 Manual (October 2004)

The U.S. Joint Air Force-Army-Navy (JAFAN) 6/3 manual establishes the security policy and procedures for storing, processing, and
communicating classified DoD Special Access Program (SAP) information in information systems (1Ss). It should also be noted that the
Director of Central Intelligence Directive (DCID) 6/3 was used asthe model publication from which the JAFAN 6/3 Manual was crafted.

Security Blanket addresses items that can be automated. In particular, it focuses on the following chapters:
» Chapter 4 - Confidentiality System Security Features and Assurances

» Chapter 5 - Integrity System Security Features and Assurances

» Chapter 7 - Requirements for Interconnected 1Ss and Advanced Technology

"Chapter 6 - Availability System Security Featuresand Assurance” isprimarily focused on disaster recovery proceduresand technol ogies.
Thisisout of the scope of Security Blanket.

A.6. NISPOM (February 2006)

The Nationa Industrial Security Program Operating Manual (NISPOM) provides baseline standards for the protection of classified
information released or disclosed to industry in connection with classified contracts under the NISP. The operating manual is provided
under the under the authority of DoD Directive 5220.22, "National Industrial Security Program (NISP)," September 27, 2004.
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The manual consists of eleven primary chapters but additional information on the current interpretation of NISPOM requirements can
be found in Industrial Security Lettersissued by the Defense Security Service (DSS). The following chapters comprise the manual:

e CHAPTER 1 - General Provisions And Requirements
» CHAPTER 2 - Security Clearances

* CHAPTER 3 - Security Training and Briefings

* CHAPTER 4 - Classification and Marking

* CHAPTER5 - Safeguarding Classified Information
* CHAPTER 6 - Visits and Meetings

e CHAPTER 7 - Subcontracting

* CHAPTER 8 - Information System Security

» CHAPTER 9 - Specia Requirements

* CHAPTER 10 - International Security Requirements
* CHAPTER 11 - Miscellaneous Information

The majority of the NISPOM is policy and procedure oriented however, Security Blanket can assist with satisfying some of the
requirements in Chapter 8 - Information System Security.

A.7. U.S. FERC/NERC: CIP Standards (January 2007)

The U.S. Federal Energy Regulatory Commission (FERC) has mandated Critical Infrastructure Protection (CIP) standardsfor the energy
industries. The FERC regulates and oversees energy industries in the economic, environmental, and safety interests of the American
public. The FERC is an independent agency that regulates the interstate transmission of natural gas, oil, and electricity. FERC also
regulates natural gas and hydropower projects.

In response to the commission's mandates, the North American Electric Reliability Corporation (NERC) maintains the series of Critical
Infrastructure Protection (CIP) standards. The CIPs consist of nine documents and Security Blanket can assist in satisfying some of them.

» CIP-001-1 Sabotage Reporting

» CIP-002-1 Critical cyberasset identification

» CIP-003-1 Security management controls
 CIP-004-1 Personnel and training

» CIP-005-1 Electronic security perimeters

» CIP-006-1 Physical security of critical cyberassets
» CIP-007-1 Systems security management

» CIP-008-1 Incident reporting and response planning

CIP-009-1 Recovery plansfor critical cyberassets

Specifically, Security Blanket can assist with CIP-005 and CIP-007. The Security Blanket baselining technology can also assist in
satisfying the CIP-003-1-R6 requirement: "Change Control and Configuration Management." This requirement states:
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The Responsible Entity shall establish and document a process of change control and configuration management
for adding, modifying, replacing, or removing Critical Cyber Asset hardware or software, and implement support
configuration management activitiesto identify, control and document all entity or vendor-related changesto hardware
and software components of Critical Cyber Assets pursuant to the change control process.

Once a system has been configured, a periodic system snapshot of the system using Security Blanket can assist in quickly identifying
and documenting changes. Use Security Blanket's baseline comparison feature to identify a system's network, hardware, routing, and

firewall configuration as well as changesin its software inventory.

A.8. PCI DSS, Version 1.1 (September 2006)

Payment Card Industry (PCI) Security Standards Council includes members from Visa, MasterCard, American Express, Discover, and

JCB. This council administers the Data Security Standard (DSS).

The PCI DSS consists of twelve major requirements that are organized into six logically related groups, which are "control objectives.”

Build and Maintain a Secure Networ k

* Requirement 1: Install and maintain afirewall configuration to protect cardholder data

» Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

Protect Cardholder Data

* Requirement 3: Protect stored cardholder data

* Requirement 4: Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability Management Program

* Requirement 5: Use and regularly update anti-virus software

* Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control M easures

» Requirement 7: Restrict accessto cardholder data by business need-to-know

* Requirement 8: Assign aunique ID to each person with computer access

* Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks

* Requirement 10: Track and monitor all access to network resources and cardholder data
» Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy

* Requirement 12: Maintain a policy that addresses information security
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