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Security Blanket Enterprise Edition

Security Blanket Enterprise Edition is a software tool that provides central Administration
Console management of all your Linux operating systems and allows you to automatically assess
and lock down groups of servers based on industry standard guidelines. Security Blanket is web-
based allowing access from any location. The Administration Console is easy to use with an
intuitive web front end, enabling the System Administrator to perform security assessments and
security configurations through Scan and Apply activities. Assessment and baseline reporting
allow the System Administrator to capture the security state of a Group of servers and compare
an earlier baseline with the current security state, providing valuable compliancy information.

Security Blanket Enterprise Edition is an ideal solution for organizations with any number of
Linux servers, however organizations with a small number of servers may find that the
Standalone version of the product meets their needs better than the Enterprise Edition.
Enterprise Edition allows System Administrators to Group servers requiring the same security
settings and associate industry standard lock down Profiles or User Defined Profiles to the server
Group. Each system in the Group is scanned against the selected Profile and a Group
Assessment Report is generated showing which systems are compliant with the Profile Modules
and which systems fail. The servers in the group can then be automatically locked down to the
specifications of the Profile selected. Organizations may have different lock down policies for
internet facing servers than they do for test servers, for example. The flexibility of Security
Blanket Enterprise Edition gives System Administrators the ability to centrally manage any
number of Linux servers and by applying chosen Profiles, configure the OSs of each server to
the specific lock downs based on need and company policy.

Security Blanket Enterprise Edition Benefits

An easy to use Administration Console for system assessment and remediation. The
Security Blanket Enterprise Edition Administration Console provides an intuitive graphical user
interface and easy navigation to identify Clients (individual servers), define Groups of Clients,
associate lock down Profiles, run system scans, and automatically apply actions to configure the
operating systems for all servers within the Group.

Easy to manage security Profiles. Security Modules are the lock down guidelines that make up
a security Profile. Predefined security Profiles from CIS, SANS and the UNIX DISA STIGs are
provided in the standard application. If your organization requires specific security policy
guidelines; enabling Modules, disabling Modules, or changing Module parameters, can easily be
done to create User Defined Profiles.
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Clear and concise descriptions and tips are provided for every security Module. Additionally,
Security Blanket Enterprise Edition provides a cross-reference between Modules to the
guidelines it satisfied. This cross-reference can be invaluable when a System Administrator
requires data for a security audit.

Easy to manage actions for remediation. Security Modules within a Profile can be selected or
de-selected allowing system administrators to manage exactly what will be configured during the
remediation of a Group of servers.

Automatic lock down. Once the Profile is selected and the Modules within the Profile selected
or de-selected, the System Administrator can Apply (configure) the operating systems of all
Clients within the Group to be compliant with the chosen Profile.
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